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This documentation is not intended as a substitute for and is not to be used for
determining suitability or reliability of these products for specific user applications. It is
the duty of any such user or integrator to perform the appropriate and complete risk
analysis, evaluation and testing of the products with respect to the relevant specific
application or use thereof. Neither Witlinc Technology nor any of its affiliates or
subsidiaries shall be responsible or liable for misuse of the information contained
herein. Information in this document including illustrations, specifications and
dimensions may contain technical inaccuracies or typographical errors. Witlinc
Technology makes no warranty or representation as to its accuracy and assumes no
liability for and reserves the right to correct such inaccuracies or errors at any time
without notice. If you have any suggestions for improvements or amendments or have
found errors in this publication, please notify us.

No part of this document may be reproduced in any form or by any means, electronic or
mechanical, including photocopying, without express written permission of Witlinc
Technology. All pertinent state, regional, and local safety regulations must be observed
when installing and using this product. For reasons of safety and to help ensure
compliance with documented system data, only the manufacturer should perform repairs
to components. When devices are used for applications with technical safety requirements,
the relevant instructions must be followed. Failure to use Witlinc Technology software or
approved software with our hardware products may result in injury, harm, or improper
operating results. Failure to observe this information can result in injury or equipment
damage.

© 2016 WitLinc Technology Inc. All rights reserved. Printed documentation is available
for purchase. Contact Witlinc Technology for pricing and availability.
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Important Safety Information

WARNING: Identifies information about practices or circumstances that
can cause an explosion in a hazardous environment, which may lead to
personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances
that can lead to personal injury or death, property damage, or economic
loss. Attentions help you identify a hazard, avoid a hazard, and
recognize the consequence.

ATTENTION: This manual is intended for qualified service personnel
responsible for setting up and servicing these devices. The user must
have previous experience with and a basic understanding of electrical
terminology, configuration procedures, required equipment, and safety
precautions.

Warning: This equipment is suitable for use in Class I, Division 2,
Groups A, B, C, D or Non-Hazardous Locations only. EXPLOSION
HAZARD - Substitution of Any Components May Impair Suitability for
Class I, Division I, Do not disconnect equipment unless power has
been removed or the area is known to be non-hazardous. Module must
be powered by a Class 2 Power Source.

Warning: The RS-232 serial connector, Ethernet connector and I/O
terminal block are not for use in Hazardous Locations; they are only for
diagnostics and set-up only.

Warning: When Antenna is installed into ultimate enclosure, it must be
threaded to appropriate port to ensure mechanical securement.

> B PPP

Important Notice:

Due to the nature of wireless communications, data transmission and reception can
never be guaranteed. Data maybe delayed, corrupted (that is, it may have errors), or
be totally lost. Significant delays or losses of data are rare when wireless devices
such as Witlinc Technology Wireless products are used in a normal manner with a
well-constructed network. Nevertheless, the WL-620F-S should not be used in
situations where failure to transmit or receive data could result in damage of any kind
to the user or any other party, including but not limited to personal injury, death, or
loss of property. Witlinc Technology accepts no responsibility for damages of any
kind resulting from delays or errors in data transmitted or received using Witlinc
Technology products, or for failure of the (WL-620F-S) to transmit or receive such
data.



WL-6XXF Industrial Firewall User Manual

CONTENTS

{10V I =1 1 4
L. START HERE .ttt ettt sttt st e st e st e e abe e s be e s abeesabeeeabeesab e e enbeesabaesbeesabaesbaesnbaesnbeesnses 9
1.1 WL-6XXF-S INAUSLFIal FIr@Wall...cc.veiiiiieiiieiieeie ettt ettt st 9
1.2 PACKAZE CONTENTS .ueeieiiiieieiiie e ettt e ettt e ee e e e sttt e e e tte e e seaeaee e staeeeestaeessnsaeeesasseeeanssaeeeanssaeessseeann 12
1.3 SYStEM REOQUITEMENTS .. eviiiiiriiiririiirirtrerererererererererere ettt arearrrterttttrererarerarererareren 13
2. NETWORKING CONGCEPTS ..ttt ettt ettt e e e e e sttt e e e e e s e aanbe e e e e e e s e s anbateeeeesessnbenaeaeasenas 14
2.1 Understanding Public and Private [P AdAresses..........ccceeieieiieiiiieiniieeiiienieesiee e 14
2.2 IP SUDNEEING CONCEPTS. .. .eiiiieiiiieiiie ettt sttt ettt ettt ettt et sb e saee e sbe e e saneesneeesaneenneeas 15
2.3 IP Address, Subnet and Gateway Configuration..........cccceeeieiieiiiiinieniieeseeee e 15
2.4 Understanding CIDR Subnet Mask NOtation .......c.ccccocveeeiiiiie et e et 16
2.5 CIDR SUMMAIIZAtION ittt ettt ettt e e e st e e e e e s e e b e e e e e e sesannneeeeeeesesannnee 17
2.6 BroadCast DOM@INS ....ccouiiiieiiiiiie ittt ettt ettt sttt e e sttt e e ettt e ssabt e e e sttt e e enbeeessabbeeesanreeeeebeeeeaans 18
B A | 22 SO UPPPPNE 19
2.8 Brief introduction to OSI MOdel LAYers ......c.c.eeeiieriiiiiieiieeeiee sttt 32
3L HARDW ARE ... ettt e e e e ettt e e e e e e e et ta e e e e e e et et e ee e et e aat—eaeeetaaa—aaeeeeertaraaaeeaeraan 33
S o T LYY IR 4 ¥ ot U o <SPS SRRN 33
3.2 Hardware SPeCIfiCatiONS ....cccciiii it ettt e e e e e re e e et e e e tb e e e earaeeeabaeeeetaeeeanes 34
4. CONFIGURATION ....uttiiieeiieesteesteesitee st estee s teesaeesateessseesabeesnseessbasensaesabeesnseesateeensessnssesnseesnsesensessnses 35
o Y=Y (0T AV 72 T o PP 35
4.2 Interface CoONFIGUIAtioN .......coocciiii e e e et e e e et e e e e ata e e e eanaeeesareaean 42
4.3 Managing Lists iN the GUI .......coouiiiiiiiiiiieeee ettt sttt e 44
4.4 Quickly Navigate the GUI With SHOMtCULS ....cceeiiiiiiiiiiiiee e 44
4.5 General Configuration OPLiONS.........eeeeiiiiieiieeteeee et s 45
4.6 Advanced Configuration OPLIONS .........ccciiiieiiiie ettt et e e e et e e e e ta e e e e aaee e eareeeas 47

4.7 Console Menu Basics
4.8 Time Synchronization

4.9 Troubleshooting ........cccceeeeunnns
4.10 WiSecurity XML Configuration File .........ceieriiiiieiiiee et e s e e seee e s e s aaee s 81
4.11 What to do when locked out of the WebGUI ..........cooviiniiiiiiiniiiieeie e 82
4.12 Connecting to the WEDGULL.......ccouiiiiiieeecee ettt e e sttt e s eaae e e s nreee s 86
5. INTERFACE TYPES AND CONFIGURATION ....uuuu s 88
5L INTEITACE GrOUPS ..iiiuiieeeeitiee ettt e ettt e e ettt e e e eteeeeeaaeeeebaeeeessbaeeeaasaeeeesbeaeastseeeassaeesasssaaeansseseanes 88
D2 WITEIESS . ettt ettt ettt e st e e e st e e e a bt e e st b e e e sabbe e e e a bt e e e eabeee s tbteeeebaeeeaans 90
D3 W LANS ettt ettt e st se e et e st e s bt e st e et e s be e et e e e b et e bee e be e e bt e e be e e bt e e bteenateebeeenaaeentaeenaaeenteen 90
D QUNQS ettt ettt ettt st e ettt e e bt b et e ae e e bt e e bt e e bt e e ht e e bt e e nat e e ahteesabeenateesareenneean 90
LT =1 T F =3 SRS 90
BB WIVPN ..ttt ettt sttt s et st e s bt e bt e s bt e s bt e s b et e bt e e bt e e sat e e bt e e nabeennteesaneenneeas 90
D7 PPPS ettt sttt et b et bt e e be e bt e e bt e e bt e e bt e e nabeenheeenabeenateesabeenaten 90
5.8 GRE (Generic Routing ENCapSUIAtioN)........ccccuiiiiiiiiie e et ettt e et e e e e e eeree e e e taeeeenes 94
5.9 GIF (GeNneric tUNNEI INTEIFACE) ..ocoueiieeeiiee ettt ettt e ettt e e et e e et e e e e e treeeeabaeeeeabeeeeenbseaeanns 94
5.10 LAGG (LINk AGEIregation)......c.uiiiiceiie ettt ettt ee ittt e e e tte e e ettt e e e e bt e e e eabaeeeeabeeaeenbseaennns 96
5.11 Interface CoNfIGUIAtION ...ccocuiiii et e e e et e e et e e e snaeeesneeeeesnseeeeanns 97
512 IPVA WAN Ty DS i e e e e e e e e e e 99
5.13 TPVE WAN TYPES .eveeiiieiiieieieesitteeteesiteesteesbeesteesabeesseesabeesaseesabeesaseesabeesnseesabeesseesabeeeseesases 101
5.14 Physical and Virtual INTerfaces ........coccueeeeciiie ettt sree e e et re e s e e e s nreee s 104
6. USER MANAGEMENT AND AUTHENTICATION ...uuuuiiii s 105
6.1 USEr MaNageMENT ..ccc i, 105
6.2 AULNENTICATION SEIVEIS ...tiiiiiiiie ettt et e st e e s abte e e sttt e e s sabaeessnbeeesbreeeas 108
6.3 External Authentication EXamPIEs........eeeiiiiiiiiiiie ettt e e e ar e e e e e 112
Lo R I o TW] o1 1=T o T o [ = PR 113



WL-6XXF Industrial Firewall User Manual

6.5 SUPPOrt ThroUShOUL WIiSECUIITY ......uviiiiiee ittt et e e e e e e e e e e s earaaaeeaaeeean 115
7. CERTIFICATE MANAGEMENT ..c.cttiiitteitttertte ettt sttt st e st e st e s sbe e s sba e e saeesbaeesaeesbaeenaeesnbaesnseesnses 116
7.1 Certificate Authority ManagemeNnt ......c..ceeeciiii it e e e et e e e eare e e s eree s 116
7.2 Certificate Man@gEMENT.....ccccuuiiieceee e ceee ettt e e et e e e st e e e ette e e eeataeeestreeeesstseeesnnseeesnreeean 119
7.3 Certificate Revocation List ManagemeNnt ........ccccccueieiiiieeeiiiiee e cee et e et eere e e snree s 123
7.4 Basic Introduction to X.509 Public Key INfrastructure........cceeevvveiiiiiieeiniiee e 126
8. BACKUP AND RECOVERY ...t 127
8.1 Making Backups in the WEDBGUI .......c.c.eoiiiiiiiiiiieieieeeieeee et 127
8.2 Using the AutoConfigBackup Package ........ccceeeiiiiiiiiiiiiiiieeee et 127
8.3 Alternate Remote Backup TEChNIQUES .....ccecuiiieieiieie ettt et e e s eree s 130
8.4 ReStoring from BaCKUPS.....ccociuiiii ettt e st e e e e tare e e s tr e e e e ata e e esnnseeesanreeeas 131
8.5 Backup Files and Directories with the Backup Package.........cccoccvvviiciieiiiciee e, 135
8.6 CaVeats aNd GOLCNAS ..ieiiuviiiieiiiie ettt e et e e st e e st e e e sba e e e s abee e snanreeesareeeas 136
8.7 BACKUP SErateZIES ...eeeueieiiiieiie ittt ettt et s e et s e bt e s eene e e 136
O FIREWALL ..., 138
9.1 Firewalling FUNamMENTalS......ccouiiiiiiiiieeiie ettt sttt s 138
A [Vl ¢ Y ST =T o - PSR 140
o I 4T 1 1 =Y T o = SRR RS 140
9.4 Introduction to the Firewall RUIES SCrEEN ......civvuiiiiiiiiieiiieeee et 143
0.5 AlI@SES 1t tuureeireesie ettt e sttt sttt e st e s be e s be e e bt e st e e e bee s be e e be e e b e e e bee e beeebee e beeebeeeares 147
9.6 Firewall RUIE BESt PraCliCeS ....uuviiiiiieriiiiee ettt ettt sre e s aee e e s ate e e e sate e e esanaeessnreeees 153
9.7 RUIE MELhOTOIOGY ..ottt sttt ettt e st e st eeneeeanee 155
9.8 Configuring fir@Wall FUIES........ciiuiiiiietie et 160
9.9 FIOAING RUIES ...ttt et e e e e e st e e e et e e e etba e e e s atbee e e staeeeeanaaeesnsreeean 167
9.10 Methods of Using Additional Public IP AdAresses .........ccccveeeeiieieeciiee e e et e e 169
9.11 ViIrtUal 1P AQGIrESSES ..veeuriiriieriierieesieesitee st e st e s be e st e sbeesbeesabeesbeesabaesnbeesabeesnseesnbeesnsessnses 172
9.12 TimMe BASEA RUIES ..couveeiiiieieeiitestee sttt sttt sttt st e st e s be e st eenbeesabaesabeesnbaeenbeesanes 174
9.13 VieWing the FIreWall LOES .....cocvteeiiiiiieiiee sttt sttt sttt et 176
9.14 How Do | BIoCk aCCeSS t0 @ WED SITE? ..uiiiiiiiieieiiee ettt et saae e 180
9.15 Troubleshooting FireWall RUIES .........ccueiiiiiiii s e s s eree s 181
10. NETWORK ADDRESS TRANSLATION ..ciutiiiieeiiieenieeniieesteesieesseessreesaeessseessseessesssseessessssessseessens 184
10.1 POIt FOTWAIAS ....eeeeiiiiieeeeiiee sttt ettt ettt e ettt s bt e e sttt e e e st e e s sabe e e sabeeeesabbeeesanbaeesnnees 184
100.2 L:d NAT ettt ettt et e st e e e e s e e st e e s be e sabeesabeesabeesabeesabeesabeeaaseesabaesaseesabeeaaseesabeeanbeesnbaenareenns 190
10.3 Ordering of NAT and Firewall ProCeSSiNg .........ceecuiiiieiiiieeciiee et eetee e eetee e et e et e 193
10.4 NAT REFIECHION c.eeeitiieee ettt ettt st e st e st e st e e sbeesaneesabeesaneesas 195
10.5 OULDOUNGT NAT ...ttt et sttt st e s bt e st e s bt e sabeesaseesabeesaseesabeesaseesabeesaneesas 198
10.6 Choosing @ NAT CoNfigUIratioN ......ccuviieeiiirecciieeerieeceree e eiee e e e st e e saee e e sbre e e s saeeeeennees 202
10.7 NAT and Protocol Compatibility ........oeeecieriiciieeciee e e 202
10.8 IPv6 Network Prefix Translation (NPt)........coccveeieiiieeeiiie ettt e e 205
O I o T o1 1T Vo Yo 4 [V URU 207
10.10 Default NAT CoNFIgUIation ........ccccuiieieiiiicciiee ettt et e e e et e e e ear e e e 211
L0, ROUTING . ..ctiitteeteesitteeite ettt et ste e st e st e st esabeesae e e s a b e e sateesabeesateesabeeaeeesabeesnseesabeesaseesaseennseesaneennseas 212
i R G (1Y 1Y PP P PP P PP PP PP PPPPPPPPPPPPPIRE 212
11.2 GateWAY SEETINES c.uueiiiiieieiiieiiieeee ettt e et e e e s e st e e e s s s sabatt e e e e e s ssssbnteeaeesesannnnreeeeas 213
11.3 GATOWAY GIrOUDS .evvvererererererererererererererereeererererererererereeeeeeeee.——.—.—...tte.ttttrerrrr.—.—.... 216
10,4 StatiC ROULES ..ottt ettt e e s et e e e e e s abbe e e e e e e s nnb bt e e e e e seennnraeeeas 216
11.5 ROULING PUDBIIC IP AQAIESSES .uvveiiieeeieiiiiieeiee ettt e e e ettt e e e e e e ebaa e e e e e e s eeaatr e e e e e e s eennraeneas 219
11.6 ROULING PrOtOCOIS ...uvviiiiieiicciiiieee ettt e ettt e e e e e st e e e e e s esbaa e e e e e e s s nsaataeseaaesennnnsaeneas 223
11.7Route TroublESNOOTING ... e e e e et e e e e e s e anraee s 223
12, BRIDGING...ccuttieuiiiiiieeniteesite et e st e st e s e e sttt e sateesateesabeesaseesabeesbteesabeesaseesabeesateesabeesaseesaseensseesaseeneeas 226
12.1 Creating @ BridZe .oeeevieeeeiie et ettt e e e e e e e st e e e st e e e e are e e snae e e e sntreaeentaee e nnees 226
P20 Yo V7= g ol =Yo 2 g T o c @ o] o o[PS 226
12.3 Bridging and INterfaCes.........uuuiiiiieee it e e et e e e e s et e e e e e e s e aaraee s 229
12.4 Bridging and fireWalling .........uviiiiiiie e e 231
12.5 Bridging TWo INternal NEtWOIKS .......c.uviiiiieei ittt e e e e et e e e e e e e aaraee s 232
12.6 Bridging interoperability...........eeeiii i e 233
0 Y o T=To o T T =P R 234



WL-6XXF Industrial Firewall User Manual

12.8 Bridging and LAYEr 2 LOOPS . .uuuriiiieeeieiiiiiee e e e eecittte e e e e eeeetaae e e e e e e seabasaeeeeessenansseeeeaesennnraenens 235
13. VIRTUAL LANS (WLANS) ..ottt sttt ettt ettt s testa et saese st e tesnessaeseessessensensenns 236
I 0 A =T o 0 1T Yo [ =4 PSS 236
13.2 VLANS QN SECUIITY ...uviieeeiiieecciieeeectieeeete e e sae e e e st e e e sata e e ssteeeesataeeeessaeesssaeeesssaeeesnsseesnnees 237
13.3 WiSecurity VLAN CoNfigUration .........ccecciiiiiiiiee ettt e seare e e tvee e et e e e 238
13.4 Switch VLAN CoNFigUIatioN.....c...eiiiiiiiiieiie ettt sttt sttt st 242
13.5 WiSecurity QinQ CoNfigUration .......coocueeeiieiiiieiiieiiteeee ettt 251
13,6 REQUITEMENTS .ttt ettt et ettt e e e e s e st bttt e e e e e s aababteeeeeesaaanbbeeeeeesannnreeaeas 253
14. VIRTUAL PRIVATE NETWORKS ...ttt steesive e s sate s saeesnne e saa e s 255
I/ @ Voo 11 V= AV o VIR Yo [ 4T o PSS 255
14.2 VPNS and FIr@Wall RUIES ...cooviiiiiiiiee ittt sttt sttt st e ste e sbe e sbeesbaesaneesas 257
LA.3 VPNS QN IPVB ....eiiiiieiieiiiieeieestte ettt e ettt e st e st e s bt e sabeesabeesabaesabeesabeesaseesabaesabeesnbaesaseesns 258
L4.4 PPTP WaAININEG c..eeiiiiiiiieeitte ettt sttt st e s e s sr e e snae e e s sba e e s e nreeesnnnes 259
14.5 ComMMON dEPIOYMENTS ...eeiiiiiiiieeiie ettt sttt e s bt e s bt e sbeesbeesaneenas 259
ST 1 s Y = TSRS 262
N A Yol o o Y U PST 262
15.2 Choosing configuration OPLiONS.........ceeciiiiiiciieecciiee et et e e re e e e ebae e e e tr e e e e earae e e anes 262
15.3 IPSEC aNd fIrE@WAIl FUIES c...veiieeiieeciee sttt st sbe e sbe e sbaesaneesns 270
R B 1o o B Y 1 OO SO UPRUURRPR 271
15.5 MODIIE IPSEC 1evueeeirieiieesiie ettt ettt e e st e s be e st e s be e sabe e sabeesabaesabeesabeesnseesabaesabeesabaesnseesns 279
15.6 Testing IPSEC CONNECTIVITY ..eviiueiiiiiiiieiiieee sttt s e s s sr e s 313
15.7 IPSEC TrOUDBIESNOOTING ..c..viieiiieiiieetee ettt st sttt e sb e sbeesanee e 314
15.8 Configuring Third Party IPSEC DEVICES ....cc.eeruierieeiiieeiee sttt sttt st sreesreesbeesnee s 322
15.9 IPSEC TEIMINOIOZY .....utiieeeiiie ettt e ettt e e ettt e et e e e et e e e etbe e e s tbeeeesabaeeeestaeesssaeeesstaeaeensaeeennsees 325
L6, WIVPN. ..o iiteiiieeeitesie ettt e st st e s e e sa e e s aae e sateesateesebeesaaeesateesaaeessteeaaeessbeenseeesabeensteesssaensseesssaenseeas 327
16.1 WIVPN @N IPVB ....uviiiiieeiiieeieesieestee st e eiee st e steesabeesteesabeesaseesabaesssesssbaessseesssaesnseesnsessseesns 327
16.2 WiVPN Configuration OPLioNS .....cccvveeeeciiiieiiiee et ceire e siee e e stre e e ete e e e ebae e e etree e e eataeeeennes 327
16.3 Using the WiVPN Server Wizard for REmMOte ACCESS ......cocueeeieeriieniienieeeiee st 338
16.4 CONTIGUIING USEIS ...eiiiieiiiieeiee ettt sttt sttt sttt e st e st e st e sate e s beesaseesabeesabeesabeesaneesas 344
16.5 WIVPN Client INSTallation ......coocveeeieiiiieeieeniee ettt st st e e 346
16.6 Site-to-Site EXample (Shared KEY) .....cccccuvii ittt ettt e e et 356
16.7 Site-to-Site Example Configuration (SSL/TLS) ...cceeiirieeieeiieeeireeeteeereeeereeereeeteeereeereeereeens 359
16.8 Checking the Status of WiVPN Clients and SEIVErs .........ccccveeeeciieeeeciee e ctee e e 363
16.9 Permitting traffic to the WIVPN SEIVEI........cccuvii ittt 364
16.10 Allowing traffic over WiVPN TUNNEIS........cocuiiriiiee ettt e eeee e e e s e 365
16.11 WiVPN clients and INTErNEt ACCESS......ceviiriierieeriteeiieestteeieestee et e st e sreesbeesseesbeesneesas 365
16.12 AsSiZNING WIVPN INTEITACES....utiiiiiiei et cieee ettt eee e e st e s e saee e e s bae e e e sneeeeennnees 365
16.13 NAT With WIVPN CONNECLIONS ..cccuteiriiiieieeiiieeiee sttt sttt sttt sttt sbe e s esbeesaneenas 367
16.14 WiVPN and Multi-WAN(ONIY fOr WL-630F) ......c.ccocterieiriieeiieeiiieeireesieessieesieessessseesseesns 368
16.15 WIVPN @N0 CARP ...ouvviiitieeieesttestee st e et st e sbe e sbeesaeesabaesaaeesabaesaseesabeessseessseessseesnseesseesns 372
16.16 Bridged WiVPN CONNECLIONS ...cciiiiieiiiiiieiee ettt ee e e eeceirre e e e e e e s etbaer e e e e e e seaastreeeeeesesnnnsaneeas 372
16.17 Custom configuration OPLiONS .....c..veiieciiie e e 373
16.18 Sharing a Port with WiVPN and @ WEeD SErver........cccceiivciieeeiiee e svee e 374
16.19 Controlling Client Parameters via RADIUS .........ccviiieiiiii ittt s 375
16.20 Troubleshooting WIVPN .........ueiiiiiee ettt e e e e s e e e nee e e e snaee e e snnreeeenntaeeennnees 375
16.21 WIVPN and CertifiCates ....cioiiuieiiiiiee ettt st e e s saba e s 380
A 7 Y o N TSP 381
17. 1 L2TP and FIreWall RUIES «....eeiiieiieieiieeeeee ettt sttt st e s st e e st a e s 381
17.2 L2TP and MUILI-WAN ettt e e e e e ettt e e e e e e e s e aabaa e e e e e s s e aaatbeseaaeseannnsaeneas 381
17.3 L2TP Server ConfigUration ......c.ueeeiciieeeeiir s ee ettt e e e e e ee e e e sea e e e snre e e e entaeeennees 381
17.4 L2TP WIth IPSEC ..eeutieeiieeiieeeiee sttt sttt sttt sttt st e st e st e sate e sabeesabeesabaesabeesabaesaneesas 383
17.5 L2TP TroubleShOOtiNG ...cc.eviiicieeeeeee ettt e s e e e e e e e s e e e nntae e e nnees 386
L17.6 L2TP LOES +uvtutuuurueuuuuueeeueueseeeseesessesseseessssssssssssssssssssssssssssssssssssseseseseseseeeeeeeeeee........ 387
17.7 L2TP SECUIITY WaAINiNG . ..uvueieeeriieieietietttteeereeeereseseeeeeeeeeeeeeeeeeeeeeeeeee.ee............—.—.—.—.. 388
18. TRAFFIC SHAPER ...ttt sttt sttt ettt e e bt e e s te e saa e e sabeessseesasaenaneas 389
18.1 What the Traffic Shaper can do for a Network..........cccoviiiiiiieeciiieceeeee e 389
18.2 Hardware LIMiItations .......eieueeriienieesiteeiee sttt sttt sttt st st e s b e sbeesaneeeas 390



WL-6XXF Industrial Firewall User Manual

18.3 ALTQ SChEAUIET TYPES .ottt e ettt ettt e e e e ettt e e e e e e e e bbea e e e e e e eeaaatbeeeaaeseennnraeeens 390
18.4 Configuring the ALTQ Traffic Shaper With the Wizard ........cccccevvieevieiiiinnieciieeee e 393
18.5 MONItOriNg the QUEBUES ....ccoviiiiiiiiie ittt sttt st e s be e sbe e sbeesbaesaneesas 401
18.6 Advanced CUSTOMIZATION ..iiiviiiiiiiiieiiieeie ettt ste e s be e sbe e sbe e sbeesbaesaneesas 401
R T T 4 ) = PRSPPI 405
18.8 Traffic Shaping @Nd VPINS.......oiiiiiiiieiieeee ettt st s e sbeeenee e 409
18.9 Troubleshooting Shaper ISSUES........ciiiiiiiieitieeieeree ettt st 410
18.10 Traffic SNHAPING TYPES .cnutiieiieiiteetee ettt ettt st e st e st e sbeesbeesaneenas 411
18.11 Traffic SHAPING BASICS ...veeeiieiiieeiie ittt ettt st et e s e sbeesanee et 412
19. SERVER LOAD BALANCING ......coictiitireentte sttt sttt site st sbe e st e sateesaseesaseesaeees 413
19.1 Server Load Balancing Configuration OptioNns .........cceccveieiiiieeeiiiee e sree e 413
19.2 Web Server Load Balancing Example Configuration ..........ccccceeeiieeeeciii e 418
19.3 Troubleshooting Server Load BalanCing .........ccoceeiiieriieiiieniee ettt 422
20, HIGH AV AL LA BILITY e nnnnnnnnnann 425
20.1 WISYNC OVEIVIEW ...eeeiiiriieieiiit et ee sttt e e s e s ie et sba e e e s sr e e e s e sre e e sennaeessnaeeeas 425
20.2 WiSecurity XML-RPC CoONfig SYNC OVEIVIEW ......eerriiriiiriiieiieniteeiee ettt 426
20.3 Example Redundant Configuration..........ccccuvieieciiic it e et e et e e eare e e saree s 426
20.4 MUII-WAN WIth HA Lottt st s ae e st esbe e saba e sbeesabaeebeesnnes 432
20.5 Verifying Failover FUNCLIONAITY ......cciiiuiieeciiec ettt eaae e e s aree s 434
20.6 Providing Redundancy WithoUt NAT .......ccciiii it eree e et e e e eaae e e e areeean 436
20.7 Layer 2 REAUNGANCY ..eeiuiiiiiieiiieeiee sttt sttt sttt sttt e st e sse e st e e bt e sab e eseesabeesseesanes 438
20.8 High Availability With BridGing.......ccocutiriiiriiieiieiieeeee et 440
20.9 Using IP Aliases to Reduce Heartbeat Traffic .......cccooveeiiiieiiiniieeee 440
20,10 INTEITACE .vieiieeiieeeee ettt ettt e s be e st e e bt e s be e e be e s ba e e be e e baeebeesbeeebeeeanes 441
20.11 High Availability TroubleshOOting.........ccccuiiiieiiie e 441
20.12 CARP OVEIVIBW ...eeiieiiiiiiiieeee e e ettt e e e s ettt e e e s e s et et e s e saannrae et e e e sesannbeneeeeeeesanssnneeeesean 446
21, SERVICES ... it itieeiet ettt ettt st e ettt e st e st esaba e s bt e eabe e e bt e sabe e s beeeabeeebeeeabaeeaeeenbaeenseeenbaeenseeenbes 448
211 IPVA DHEP SEIVET .. 448
21.2 IPv6 DHCP Server and Router AdVertiSEMENTS.......cocvueeeiiiieeiriieee e siiee e et e eseeee e seaeee s 455
21.3 DHCP & DHCPVE REIAY ....eeeuiieiiiieeiiieiieeeiee sttt st ettt ettt sttt sb e e esbaeeneesanes 458
214 DINS RESOIVET .ttt ettt ettt ettt ettt e st e e e s st e e s s abe e e sbbteessabaeeesanbaeesaanbeeesasreeean 458
21.5 DINS FOIrWATAEBT eiiiieieitieee ettt ettt ettt e ettt s ettt e e st e e e sabb e e s sateeesbbteesaabteeesnbaeessanbeessnreeenn 465
21,6 DYNAMIC DNS .., 467
217 SNIMP ..ttt ettt e sttt e st e e st e e s be e s be e st e e e bee s be e e be e e bae e bee e beeebee e baeebeeeares 471
218 UPNP & NAT-PIMP ...ttt sttt st sttt ettt s bt e st e e bt e s beeebeesabeeeneesanes 473
219 NTPD ettt ettt s e sa e st e sa bt e st e e s a b e e e bt e sabeeeabeesa b e e e bt e e b e e e bt e e beeebee e beeeneenares 475
21,10 WakK ON LAN ..ttt sttt ettt sttt st e s bt e st e e bt e sabeesabeesabeeenbeesabaeenseesabaeenneesanes 480
2011 PPPOE SEIVEN .ttt ettt ettt e e e s e e e e s s rne e e e e e 482
2102 IGIMP PrOXY coviiiiiiiic e, 484
22, SYSTEM MONITORING ....ceoitteeitttertieeiteteste ettt esttessteeesseesbeeesseesbeessseesbesssseesssesenseessessnsessssesensessnses 485
22,0 SYSEEM LOGS oo, 485
22.2 Remote LoggING With SYSIOZ .....cccuiiiiiiiieeeiee ettt e e et e e e e e snree s 489
22.3 DAShD0AIT ..ttt bbbt b e e bt e e be e e neeeanes 491
22,4 INTEIFACE STATUS ...eeiiieitieeee sttt sttt sttt s e st ae e s b e e neeeares 497
22.5 SEIVICE STATUS .eveieiiiieeiitiee ittt ee sttt e e et e st e e e st e e s s b e e s s nr et e snneeeesareeesenreeesannneeesnneeeas 498
R\, oY o 11 oY g g Y= €T = o] o L P UR PP 498
22.7 FIFE@WAl STAtES ..eiiiiiieiiiiee ettt ettt e et e e sttt e e s btt e e s saba e e e sabaeessanbeeesbreeeas 506
R - L (Tol G =T o] TP URR PP 511
22.9 SYSTEM ACHIVITY (TOP) ceiiriieeeiiiie ettt e ettt e e ettt e eett e e e et e e e e te e e e eeateeeesataeaeeetbeeeeesbseeeensseaessreeaas 512
22,00 PFINFO ettt ettt bbb e b s b e e e be e s ba e e beeeares 512
22.11 S.MLA.R.T. Hard Disk STAtUsS ....ccecueerueeriieenieenieesieeeiee st ettt sbe e b e sbe e e sans 513
22.12 SMTP and Grow|l NOtificatioNnS......cccveeeieiiiiiinieerieeeee et 519
22.13 Viewing the Contents of Tables ... e 519
22. 14 TestiNg DNS i, 520
22.15Testing @ TCP POrt .o, 520
23. SUPPORT, SERVICE & WARRANTY ...ooiiiiiiiiiiiee e ettt e e e e e sttt e e e e e e e saaraas e e e s e e ssabaaaeeeeeesensaasaeaaaesan 522
23.1 Contacting TeChNICal SUPPOIt....c..eiii e e e e et e e et e e e snee e e snreeeas 522



WL-6XXF Industrial Firewall User Manual

23.2 Warranty INfOrmMation .........coiiiiiiiiiiee e et e e e e e e rrr e e e e e e e earraaeeaaaeean 522
24, MENU GUIDE ..ottt ettt ettt ettt ettt e e sttt e e e ettt e s eabb e e e sabeeeesabaeesensbeeesabseeeennreeesannes 523
2. S S OIM i 523
BB A [0 < o = Yot LY 523
D [ 1Y PSS 524
2.4 SEIVICES ..eeeieeeiiet ettt e ettt e e e e ettt e e e e e e aba et e e e e e e s e ba et e et e e e se e hnttaeeeee e e e anbbeaeeeeeesaaanrrteaeaeeaan 524
245 VPN ceetieeiitee ettt et e ettt e e ettt e st e e e st e e e a bt e e e e ate e e s hae e e e e b e e e e e ateeeeaabteeeabteeeeantaeeennteeeaatreeean 525
24,6 STATUS ...eeteeee ettt ettt ettt et e e ettt e e e s e s e at et et e e e se e aattee e e e e e e e aabbrteeeeeesannnraeaeeeeean 525
247 DIaBNOSTICS . ceiuetiiiiiiiee ittt e e s st e e s s e s ena e e e sraeeeas 526



WL-6XXF Industrial Firewall User Manual

CHAPTER 1

1. START HERE

1.1 WL-6XXF-S Industrial Firewall

WL-6XXF-S Industrial Zone Firewall can be widely applied to oil & gas, Coal-mining, Iron
& Steel, Water, New-Energy and other industrial system. Cyberattacks on critical
infrastructures & industrial environments are no longer a myth. Power generation facilities,
metropolitan traffic control systems, water treatment systems, and factories are all at risk.
Exploits freely available on the Internet make the Industrial Control Systems (ICS) of
leading vendors easy targets for attackers.

These ICS environments can be harsh — exposing networking equipment to extreme
temperatures, humidity, dust, and vibration. They require a rugged and reliable security
gateway solution to detect threats and control access to critical components.

The WitLinc Technology WL-6XXF-S is a rugged appliance delivering Next Generation
Threat Prevention for Critical Infrastructure and Industrial Control Systems. This solid-state
appliance secures SCADA (supervisory control and data acquisition) protocols and
OT(operational technology) equipment. The WL-6XXF-S includes Firewall, IPS,
Application Control, Antivirus, Anti-Bot and Snort Zero-Day Protection.

WL-6XXF-S offers broad support for specialized SCADA and ICS protocols for over 5
SCADA specific commands. Additional protocol support is available on request. With the
CIP, Modbus TCP/IP,S7-Net,OPC,DNPNET etc. Almost all the PLC and SCADA control
system can be protected by the WL-6XXF-S.

SPECIFICATIONS:
WL-620F-S

HardWare Specifications

* 1x CPUs, 2x physical cores
Main Chipset * 2 GB memory
* 1x 8GB (Flash) drive

* LAN: 2 x 10/100/1000Base-T RJ45 ports
* DMZ: 1 x 10/100/1000Base-T RJ45 or 1 x 1000BaseF port

Interface « WAN: 1 x 10/100/1000Base-T RJ45 or 1 x 1000BaseF port
« USB: 1 x USB 2.0
« AC: 100-240V, 50 — 60 Hz

Power

* Max power consumption: 15W

Operation Temperature -40°C - 70C (-40°to 158° F)
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Storage Temperature

-40°C - 85°C (-40°to 185° F)

Relative Humidity

5%-95% (non-condensation)

Dimension 50x138x138 mm

(W x D x H): 1.96x5,43%5.43 in

Weight 0.506 kg (1.12 Ibs.)

Enclosure Extruded aluminum with DIN clip

Software Specifications

Performance

* 2 Gbps firewall throughput, UDP 1518 bytes
* 100 Mbps firewall & IPS

* 450 Mbps VPN throughput

* 400,000 concurrent sessions

Network Connectivity

* VLAN:1024

* 802.1X security

* Layer 2 (transparent) and Layer 3 (routing) mode High Availability
* Active/Passive - L3 mode

Routing

* OSPFv2 and v3, BGP, RIP
* Static routes, Multicast routes
* Policy-based routing

Industrial Protocol

* CIP(EtherNet/IP)
* DNP3

* Modbus TCP/IP
* OPC

* S7 (Siemens)

VPN Protocol

* IPSEC
* L2TP
* WIVPN

Certification & Industrial Standard

Shock

IEC 60068-2-27; 18G @ 11ms (Operational)
IEC 60068-2-27; 27G @ 11ms (Non-Operational)

Vibration

IEC 60068-2-6; 5G, 10 to 150 Hz

Environmental

IEC 60068-2-1; —40°C (—40°T)
IEC 60068-2-2; 70°C (158 )
IEC 60068-2-78;95% & 40C

Others

CE,RoHs,FCC,IEC61000-4-2,IEC61000-4-8,
EN55022:2010 30MHz-1GHz,EN50581:2012, EN55024:2010
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WL-630F-S

HardWare Specifications

Main Chipset

* 1x CPUs, 8x physical cores
* 8 GB memory
* 1x 128GB (SSD) drive

Interface

* LAN: 2 x 10/100/1000Base-T RJ45 ports

* DMZ: 1 x 10/100/1000Base-T RJ45 or 1 x 1000BaseF port
* WAN: 1 x 10/100/1000Base-T RJ45 or 1 x 1000BaseF port
+USB: 2x USB 2.0,2xUSB 3.0

* VGA:1 port

* SERIAL:1port

* SFP: 4 x 1000Base port (option)

Power

+ AC: 100-240V, 50 — 60 Hz
» Max power consumption: 200W

Operation Temperature

-40°C - 70C  (-40° to 158° F)

Storage Temperature

-40°C - 85C (-40°to 185° F)

Relative Humidity

5%-95% (non-condensation)

Dimension _
(W x D x H): (W x D x H): 437x249x43mm
Weight 6.2kg (13.7Ibs.)

Rack 1RU

Software Specifications

Performance

* 2 Ghps firewall throughput, UDP 1518 bytes
* 100 Mbps firewall & IPS

* 450 Mbps VPN throughput

* 400,000 concurrent sessions

Network Connectivity

* VLAN:1024
* 802.1X security
* Layer 2 (transparent) and Layer 3 (routing) mode

Routing

* OSPFv2 and v3, BGP, RIP
* Static routes, Multicast routes
* Policy-based routing

Industrial Protocol

* CIP(EtherNet/IP)
* DNP3

* Modbus TCP/IP
* OPC

* S7 (Siemens)

VPN Protocol

* IPSEC
* L2TP
* WIVPN

11




WL-6XXF Industrial Firewall User Manual

Certification & Industrial Standard

IEC 60068-2-27; 18G @ 11ms (Operational)

Shock IEC 60068-2-27; 27G @ 11ms (Non-Operational)

Vibration IEC 60068-2-6; 5G, 10 to 150 Hz

IEC 60068-2-1; —40C (-40°F)
Environmental IEC 60068-2-2; 70C (158°F)
IEC 60068-2-78:95% & 40°C

CE,RoHs,FCC,IEC61000-4-2,IEC61000-4-8,

Others EN55022:2010 30MHz-1GHz,EN50581:2012, EN55024:2010

INTEGRATED THREAT DETECTION

Detect and prevent targeted attacks against ICS/SCADA components in Operational
Technology (OT) environments. With the best catch rate in the industry, our threat prevention
technologies minimize the disruption of operational processes when deployed in detect-mode.

BEST-IN-CLASS MANAGEMENT

Our unified, integrated management platform supports distributed IT and OT deployments,
leading to operational consistency and efficiency of end-to-end (E2E) security. Administrators
can define security policy for the entire network — including internal security, main sites, and
remote sites — from a single, centrally located WitLinc Security. With Web management
approach designed for large-scale deployments, administrators can define a single security
and device profile and apply it simultaneously to thousands of appliances — dramatically
reducing deployment time and administrative overhead. With built-in compliance, meet and
exceed emerging regulatory and other cyber security requirements. We constantly monitor
the compliance status of the organization with hundreds of best practices, letting network
security managers quickly assess the strength.

1.2 Package Contents

The following components are included with the WL-620F-S, and are
required for installation and configuration.

@ Important: Before beginning the installation, please verify that
all of the following items are present

Qty | Part No. Part Name
1 WL-6XXF-S Industrial Firewall
1 Accessory CD-ROM x1 CAT-5E Cablex2 Power-Adapterx1
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If any of these components are missing, please contact WitLinc Technology
Support for replacement parts.

1.3 System Requirements

The following system requirements are the recommended minimum
specifications to successfully install and run:

Software

Requirement:

Operating system:

Microsoft Windows 7 Professional (32-or 64-bit)
Microsoft Windows 8 Professional (32-or 64-bit)
Microsoft Windows 10 Professional (32-or 64-bit)

Microsoft Windows Server 2008 Professional
Microsoft Windows Server 2012 Professional
Microsoft Windows Server 2016 Professional

Internet Explore
Internet Explorer 8.0
Google Chrome
Mozilla Firefox

Hardware Requirement:

Ethernet hub with standard RJ45 Ethernet cable or Ethernet port with RJ45
crossover cable for direct connection to module

A Computer with RJ45 Ethernet port

1 Ghytes of RAM minimum, 2 Gbytes of RAM recommended

1 Ghytes of free hard disk space (or more based on application requirements)

256-color VGA graphics adapter, 800 x 600 minimum resolution (True Color 1024 x

768 recommended)
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CHAPTER 2

2. NETWORKING CONCEPTS

2.1 Understanding Public and Private IP Addresses

Private IP Addresses

The network standard RFC 1918 defines reserved IPv4 subnets for use only in private networks (Table
RFC 1918 Private IP Address Space). RFC 4193 defines Unique Local Addresses (ULA) for IPv6 (Table
RFC 4193 Unique Local Address Space). In most environments, a private IP subnet from RFC 1918 is
chosen and used on all internal network devices. The devices are then connected to the Internet through
a firewall or router implementing Network Address Translation (NAT) software, such as WiSecurity. IPv6
is fully routed from the internal network without NAT by Global Unicast Addresses (GUA). NAT will be
explained further in Network Address Translation.

Table 2.1: RFC 1918 Private IP Address Space

CIDR Range | IP Address Range
10.0.0.0/8 10.0.0.0 - 10.255.255.255
172.16.0.0/12 | 172.16.0.0 - 172.31.255.255
192.168.0.0/16] 192.168.0.0 - 192.168.255.255

Table 2.2: RFC 4193 Unique Local Address Space

Prefix IP Address Range
fc00::/7 | fcOO:: - fdff:ffff:ffff:fff: ffff: fref: ffff: fff

A complete list of special-use IPv4 networks may be found in RFC 3330. There are private IPv4 addresses,
such as 1.0.0.0/8 and 2.0.0.0/8, that have since been allocated to the dwindling IPv4 pool. Use of these
addresses are problematic and not recommended. Also, avoid using 169.254.0.0/16, which according to
RFC 3927 is reserved for “Link-Local” auto configuration . It should not be assigned by DHCP or set
manually and routers will not allow packets from that subnet to traverse outside a specific broadcast
domain. There is sufficient address space set aside by RFC 1918, so there is no need to deviate from the
list shown in Table RFC 1918 Private IP Address Space. Improper addressing will result in network failure
and should be corrected.

Public IP Addresses

With the exception of the largest networks, public IP addresses are assigned by Internet
Service Providers. Networks requiring hundreds or thousands of public IP addresses commonly
have address space assigned directly from their Regional Internet Registry (RIR). An RIR is an
organization that oversees allocation and registration of public IP addresses in a designated
regions of the world.

Most residential Internet connections are assigned a single public IPv4 address. Most business
class connections are assigned multiple public IP addresses. A single public IP address is
adequate in many circumstances and can be used in conjunction with NAT to connect hundreds
of privately addressed systems to the Internet. This book will assist in determining the number
of public IP addresses required.
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Most IPv6 deployments will give the end user at least a /64 prefix network to use as a routed

internal network. For each site, this is roughly 2 64 |pv6 addresses, or 18 quintillion addresses,
fully routed from the Internet with no need for NAT.

Reserved and Documentation Addresses

In addition to blocks defined in RFC 1918, RFC 5735 describes blocks reserved for other
special purposes such as documentation, testing, and benchmarking. RFC 6598 updates RFC
5735 and defines address space for Carrier-grade NAT as well. These special networks include:

Table 2.3: RFC 5735 Reserved Address Space

CIDR Range Purpose

192.0.2.0/24 Documentation and example code
198.51.100.0/24| Documentation and example code
203.0.113.0/24 | Documentation and example code
198.18.0.0/25 | Benchmarking network devices
100.64.0.0/10 | Carrier-grade NAT space

Throughout the book, we use examples with addresses from the above documentation ranges
as well as RFC 1918 networks since they are more familiar to users.

Some find these addresses tempting to use for VPNs or even local networks. We cannot
recommend using them for anything other than their intended purposes, but they are much less
likely to be seen “in the wild” than RFC 1918 networks.

2.2 IP Subnetting Concepts

When configuring TCP/IP settings on a device, a subnet mask (Or prefix length for IPv6) must be specified. This
mask enables the device to determine which IP addresses are on the local network, and which must be reached
by a gateway in the device’s routing table. The default LAN IP address of 192.168.1.1 with a mask of
255.255.255.0, or /24 in CIDR notation has a network address of 192.168.1.0/24. CIDR is discussed in
Understanding CIDR Subnet Mask Notation.

2.3 IP Address, Subnet and Gateway Configuration

The TCP/IP configuration of a host consists of the address, subnet mask (or prefix length for
IPv6) and gateway. The IP address combined with the subnet mask is how the host identifies
which IP addresses are on its local network. Addresses outside the local network are sent to
the host’s configured default gateway which it assumes will pass the traffic on to the desired
destination. An exception to this rule is a static route which instructs a device to contact specific
non-local subnets reachable via locally connected routers. This list of gateways and static
routes is kept on the routing table of each host. To see the routing table used by WiSecurity,
see Viewing Routes. More information about routing can be found in Routing.

In a typical WiSecurity deployment, hosts are assigned an IP address, subnet mask and gateway within
the LAN range of the WiSecurity device. The LAN IP address on WiSecurity becomes the default gateway.
For hosts connecting by an interface other than LAN, use the appropriate configuration for the interface
to which the device is connected.

Hosts within a single network communicate directly with each other without involvement from the default
gateway. This means that no firewall, including WiSecurity, can control host-to-host communication within
a network segment.
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If this functionality is required, hosts need to be segmented via the use of multiple switches,
VLANSs, or employ equivalent switch functionality like PVLAN. VLANs are covered in Virtual
LANs (VLANS).

2.4 Understanding CIDR Subnet Mask Notation

WiSecurity uses CIDR (Classless Inter-Domain Routing) notation rather than the common
subnet mask 255.x.x.x when configuring addresses and networks. Refer to the following Table

CIDR Subnet Table: to find the CIDR equivalent of a decimal subnet mask.

Table 2.4: CIDR Subnet Table

Subnet Mask CIDR Prefix | Total IP Addresses | Usable IP Addresses | Number of /24 networks
255.255.255.255] /32 1 1 1/256th
255.255.255.254] /31 2 2% 1/128th
255.255.255.252| /30 4 2 1/64th
255.255.255.248] /29 8 6 1/32nd
255.255.255.240] /28 16 14 1/16th
255.255.255.224] /27 32 30 1/8th
255.255.255.192] /26 64 62 1/4th
255.255.255.128] /25 128 126 1 half
255.255.255.0 | /24 256 254 1
255.255.254.0 | /23 512 510 2
255.255.252.0 | /22 1024 1022 4
255.255.248.0 | /21 2048 2046 8
255.255.240.0 | /20 4096 4094 16
255.255.224.0 | /19 8192 8190 32
255.255.192.0 | /18 16,384 16,382 64
255.255.128.0 | /17 32,768 32,766 128
255.255.0.0 /16 65,536 65,534 256
255.254.0.0 /15 131,072 131,070 512
255.252.0.0 /14 262,144 262,142 1024
255.248.0.0 /13 524,288 524,286 2048
255.240.0.0 /12 1,048,576 1,048,574 4096
255.224.00 /11 2,097,152 2,097,150 8192
255.192.0.0 /10 4,194,304 4,194,302 16,384
255.128.0.0 /9 8,388,608 8,388,606 32,768
255.0.0.0 /8 16,777,216 16,777,214 65,536
254.0.0.0 17 33,554,432 33,554,430 131,072
252.0.0.0 /6 67,108,864 67,108,862 262,144
248.0.0.0 /5 134,217,728 134,217,726 1,048,576
240.0.0.0 14 268,435,456 268,435,454 2,097,152
224.0.0.0 /3 536,870,912 536,870,910 4,194,304
192.0.0.0 2 1,073,741,824 1,073,741,822 8,388,608
128.0.0.0 /1 2,147,483,648 2,147,483,646 16,777,216
0.0.0.0 /0 4,294,967,296 4,294 ,967,294 33,554,432
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Note: The use of /31 networks is a special case defined by RFC 3021 where the two IP
addresses in the subnet are usable for point-to-point links to conserve IPv4 address space. Not
all operating systems support RFC 3021, so use it

with caution. On systems that do not support RFC 3021, the subnet is unusable
because the only two addresses defined by the subnet mask are the null route and
broadcast and no usable host addresses.

WiSecurity 2.3.3-RELEASE supports the use of /31 networks for interfaces and Virtual
IP addresses

So where do CIDR numbers come from?

The CIDR number comes from the number of ones in the subnet mask when converted to
binary.

The common subnet mask 255.255.255.0 is 11111111.11111111.11111111.00000000 in
binary. This adds up to 24 ones, or /24 (pronounced ‘slash twenty four’).

A subnet mask of 255.255.255.192 is 11111111.11111111.11111111.11000000 in binary, or 26 ones,
hence /26.

2.5 CIDR Summarization

In addition to specifying subnet masks, CIDR can also be employed for IP or network
summarization purposes. The “Total IP Addresses” column in CIDR Subnet Table indicates
how many addresses are summarized by a given CIDR mask. For network summarization
purposes, the “Number of /24 networks” column is useful. CIDR summarization can be used in
several parts of the WiSecurity web interface, including firewall rules, NAT, virtual IPs, IPsec,
and static routes.

IP addresses or networks that can be contained within a single CIDR mask are known as “CIDR
summarizable”.

When designing a network, ensure all private IP subnets in use at a particular location are CIDR
summarizable. For example, if three /24 subnets are required at one location, a /22 network
subnetted into four /24 networks should be used. The following table shows the four /24 subnets
used with the subnet 10.70.64.0/22.

Table 2.5: CIDR Route Summarization

10.70.64.0/22 split into /24 networks
10.70.64.0/24
10.70.65.0/24
10.70.66.0/24
10.70.67.0/24

This keeps routing more manageable for multi-site networks connected to another physical
location via the use of a private WAN circuit or VPN. With CIDR summarizable subnets, one
route destination covers all the networks at each location. Without it, there are several different
destination networks per location.

17



WL-6XXF Industrial Firewall User Manual

The previous table was developed using a network calculator found at the subnetmask.info
website.

The calculator converts from dotted decimal to CIDR mask, and vice versa, as shown in Figure
Subnet Mask Converter. If the CIDR Subnet Table provided in this chapter is not available, this
tool can be used to convert a CIDR prefix to dotted decimal notation. Enter a CIDR prefix or a
dotted decimal mask and click the appropriate Calculate button to find the conversion.

Subnet Mask Converter

Enter the net Ilask Calculate
or Enter the number of bits in the subnet L Calculate

Fig. 2.1: Subnet Mask Converter

Enter the dotted decimal mask into the Network/Node Calculator section along with one of the /24
networks. Click Calculate to populate the bottom boxes with the range covered by that particular /24 as
demonstrated in Figure

Network/Node Calculator. In this example, the network address is 10.70.64.0/22, and the usable /24
networks are 64 through 67. The term “Broadcast address” in this table refers the highest address
within the range.

Network/Node Calculator

Calculate

Fig. 2.2: Network/Node Calculator

Finding a matching CIDR network

IPv4 Ranges in the format of x.x.x.x-y.y.y.y are supported in Aliases. For Network type aliases,
an IPv4 range is automatically converted to the equivalent set of CIDR blocks. For Host type
aliases, a range is converted to a list of IPv4 addresses. See Aliases for more information.

If an exact match isn’t necessary, numbers can be entered into the Network/Node Calculator
to approximate the desired summarization.

2.6 Broadcast Domains

A broadcast domain is the portion of a network sharing the same layer 2 segment. In a network
with a single switch without VLANS, the broadcast domain is that entire switch. In a network
with multiple interconnected switches without the use of VLANS, the broadcast domain includes
all of those switches.

A single broadcast domain can contain more than one IPv4 or IPv6 subnet, however, that is generally not
considered good network design. IP subnets should be segregated into separate broadcast domains via
the use of separate switches or VLANS. The exception to this is running both IPv4 and IPv6 networks
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within a single broadcast domain. This is called dual stack and it is a common and useful technique using
both IPv4 and IPv6 connectivity for hosts.

Broadcast domains can be combined by bridging two network interfaces together but care must be taken
to avoid switch loops in this scenario. There are also some proxies for certain protocols which do not
combine broadcast domains but yield the same net effect, such as a DHCP relay which relays DHCP
requests into a broadcast domain on another interface. More information on broadcast domains and how
to combine them can be found in Bridging.

2.7 1Pv6

Basics

IPv6 allows for exponentially more IP address space than IPv4. IPv4 uses a 32- bit address,
which allows for 2 32 or over 4 billion addresses, less if the sizable reserved blocks and IPs
burned by subnetting are removed. IPv6 uses a 128-bit address, which is 2 128 or 3.403 x 10
38 |p addresses. The standard size IPv6 subnet defined by the IETF is a /64, which contains 2

64 IPs, or 18.4 quintillion addresses. The entire IPv4 space can fit inside a typical IPv6 subnet
many times over with room to spare.

One of the more subtle improvements with IPv6 is that no IP addresses are lost to subnetting. With
IPv4, two IP addresses are lost per subnet to account for a null route and broadcast IP address. In
IPv6, broadcast is handled via the same mechanisms used for multicast involving special addresses
sent to the entire network segment. Additional improvements include integrated packet encryption,
larger potential packet sizes, and other design elements that make it easier for routers to manage
IPv6 at the packet level.

Unlike IPv4, all packets are routed in IPv6 without NAT. Each IP address is directly accessible by another
unless stopped by a firewall. This can be a very difficult concept to grasp for people who are used to
having their LAN exist with a specific private subnet and then performing NAT to whatever the external
address happens to be.

There are fundamental differences in the operation of IPv6 in comparison to IPv4, but mostly
they are only that: differences. Some things are simpler than IPv4, others are slightly more
complicated, but for the most part it's simply different. Major differences occur at layer 2 (ARP
vs. NDP for instance) and layer 3 (IPv4 vs. IPv6 addressing). The protocols used at higher
layers are identical; only the transport mechanism for those protocols has changed. HTTP is
stil HTTP, SMTP is still SMTP, etc.

Firewall and VPN Concerns

IPv6 restores true peer-to-peer connectivity originally in place with IPv4 making proper firewall
controls even more important. In IPv4, NAT was misused as an additional firewall control. In IPv6,
NAT is removed. Port forwards are no longer required in IPv6 so remote access will be handled by
firewall rules. Care must be taken to ensure encrypted VPN LAN to LAN traffic is not routed directly
to the remote site. See IPv6 VPN and Firewall Rules for a more in-depth discussion on IPv6 firewall
concerns with respect to VPN traffic.

Requirements

IPv6 requires an IPv6-enabled network. IPv6 connectivity delivered directly by an ISP is ideal.
Some ISPs deploy a dual stack configuration in which IPv4 and IPv6 are delivered
simultaneously on the same transport. Other ISPs use tunneling or deployment types to provide
IPv6 indirectly. It is also possible to use a third party provider such as Hurricane Electric’s
tunnelbroker service or SixXS.
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In addition to the service, software must also support IPv6. WiSecurity has been IPv6-capable since 2.1-
RELEASE. Client operating systems and applications must also support IPv6. Many common operating
systems and applications support it without problems. Microsoft Windows has supported IPv6 in
production-ready state since 2002 though newer versions handle it much better. OS X has supported IPv6
since 2001 with version 10.1 “PUMA”. Both FreeBSD and Linux support it in the operating system. Most
web browsers and mail clients support IPv6, as do recent versions of other common applications. To
ensure reliability, it is always beneficial to employ the latest updates.

Some mobile operating systems have varying levels of support for IPv6. Android and iOS both
support IPv6, but Android only has support for stateless auto configuration for obtaining an IP
address and not DHCPV6. IPVv6 is part of the LTE specifications so any mobile device supporting
LTE networks supports IPv6 as well.

IPv6 WAN Types

Details can be found in IPv6 WAN Types, but some of the most common ways of deploying
IPv6 are:

Static Addressing Native and using IPv6 either on its own or in a dual stack
configuration alongside IPv4.

DHCPv6 Address automatically obtained by DHCPvV6 to an upstream server.
Prefix delegation may also be used with DHCPV6 to deliver a routed subnet
to a DHCPV6 client.

Stateless address auto configuration (SLAAC) Automatically determines the IPv6 address
by consult-ing router advertisement messages and generating an IP address inside a
prefix. This is not very useful for a router, as there is no way to route a network
for the “inside” of the firewall. It may be useful for appliance modes.

6RD Tunnel A method of tunneling IPv6 traffic inside IPv4. This is used by ISPs
for rapid IPv6 deploy-ment.

6to4 Tunnel Similar to 6RD but with different mechanisms and limitations.

GIF Tunnel Not technically a direct WAN type, but commonly used. Customer
builds an IPv4 GIF tunnel to a provider to tunnel IPv6 traffic.

While not technically a WAN type, IPv6 connectivity can also be arranged over WiVPN or IPsec
with IKEv2. WiVPN and IPsec in IKEv2 mode can carry IPv4 and IPv6 traffic simultaneously,
so they can deliver IPv6 over IPv4, though with more overhead than a typical tunnel broker that
uses GIF. These are good options for a company that has IPv6 at a datacenter or main office
but not at a remote location.

Address Format

An IPv6 address consists of 32 hexadecimal digits, in 8 sections of 4 digits each, separated by
colons. It looks something like this: 1234:5678:90ab:cdef:1234:5678:90ab:cdef

IPv6 addresses have several shortcuts that allow them to be compressed into smaller strings following
certain rules.

If there are any leading zeroes in a section, they may be left off.
0001:0001:0001:0001:0001:0001:0001:0001 could be written as 1:1:1:1:1:1:1:1.

Any number of address parts consisting of only zeroes may be compressed by using :: but this can only
be done once in an IPv6 address to avoid ambiguity. A good example of this is local host, compressing
0000:0000:0000:0000:0000:0000:0000:0001 to ::1. Any time :: appears in an IPv6 address, the values
be-tween are all zeroes. An IP address such as fe80:1111:2222:0000:0000:0000:7777:8888, can be
represented as fe80:1111:2222::7777:8888. However, fe80:1111:0000:0000:4444:0000:0000:8888
cannot be shortened using :: more than once. It would either be fe80:1111::4444:0:0:8888 or
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fe80:1111:0:0:4444::8888 but it cannot be fe80:1111::4444::8888 because there is no way to tell how
many zeroes have been replaced by either :: operator.

Determining an IPv6 Addressing Scheme

Because of the increased length of the addresses, the vast space provided in even a basic /64
subnet, and the ability to use hexadecimal digits, there is more freedom to design device
network addresses.

On servers using multiple IP address aliases for virtual hosts, jails, etc, a useful addressing
scheme is to use the seventh section of the IPv6 address to denote the server. Then use the
eighth section for individual IPv6 aliases. This groups all of the IPs into a single recognizable
host. For example, the server itself would be 2001:db8:1:1::a:1, and then the first IP alias would
be 2001:db8:1:1:a:2, then * 2001:db8:1:1:a:3, etc. The next server would be *
2001:db8:1:1::b:1, and repeats the same pattern.

Some administrators like to have fun with their IPv6 addresses by using hexadecimal letters
and number/letter equiv-alents to make words out of their IP addresses. Lists of hexadecimal
words around the web can be used to create more memorable IP addresses such as
2001:db8:1:1::dead:beef.

Decimal vs. Hexadecimal Confusion

Creating consecutive IPv6 addresses with a hexadecimal base may cause confusion. Hexadecimal
values are base 16 unlike decimal values which are base 10. For example, the IPv6 address
2001:db8:1:1::9 is followed by 2001:db8:1:1::a, not 2001:db8:1:1::10. By going right to
2001:db8:1:1::10, the values a-f have been skipped, leaving a gap. Consecutive numbering
schemes are not required and their use is left to the discretion of the network designer. For some, it
is psychologically easier to avoid using the hexadecimal digits.

Given that all IPv4 addresses can be expressed in IPv6 format, this issue will arise when
designing a dual stack network that keeps one section of the IPv6 address the same as its IPv4
counterpart.

IPv6 Subnetting

IPv6 subnetting is easier than IPv4. It's also different. Want to divide or combine a subnet? All
that is needed is to add or chop off digits and adjust the prefix length by a multiple of four. No
longer is there a need to calculate subnet start/end addresses, usable addresses, the null route,
or the broadcast address.

IPv4 had a subnet mask (dotted quad notation) that was later replaced by CIDR masking. IPv6
doesn’t have a subnet mask but instead calls it a Prefix Length, often shortened to “Prefix”.
Prefix length and CIDR masking work similarly; The prefix length denotes how many bits of the
address define the network in which it exists. Most commonly the prefixes used with IPv6 are
multiples of four, as seen in Table IPv6 Subnet Table, but they can be any number between 0
and 128.

Using prefix lengths in multiples of four makes it easier for humans to distinguish IPv6 subnets. All that is
required to design a larger or smaller subnet is to adjust the prefix by multiple of four. For reference, see
Table IPv6 Subnet Table listing the possible IPv6 addresses, as well as how many IP addresses are
contained inside of each subnet.
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Table 2.6: IPv6 Subnet Table

Prefix | Subnet Example Total IP Addresses # of /64 nets

4 X 2124 260

8 XX:: 2120 256

12 XXX 2116 252

16 XXXX: 2112 248

20 XXXX:X: 2108 244

24 XXXXXX: 2104 240

28 XXXX XXX 2100 236
4,294,967,29

32 XXXXXXXX: 296 6

36 XXXXEXXXXXC 292 268,435,456

40 XXXXXXXX XX 2388 16,777,216

44 XXXXEXXXX XXX 284 1,048,576

48 XXXXXXXXXXXX 280 65,536

52 XXXXEXXXXEXXXX X 276 4,096

56 XXXXXXXXXXXX XX S 272 256

60 XXXXXXXX XXX XXX 268 16

64 XXX XXX EXXXKXXXX 264 (18,446,744,073,709,551,616) | 1

68 XXXX XXX EXXXK XXX 260 (1,152,921,504,606,846,976) | O

72 XXXXXXXX XXX XXXX XX 2s6 (72,057,594,037,927,936) 0

76 XXXXE XXX XXX XXX XXX 252 (4,503,599,627,370,496) 0

80 XXXXEXXXXXXXX XXX XXXX: 248 (281,474,976,710,656) 0

84 XXX XXX XXX XXXXXXXXX 244 (17,592,186,044,416) 0

88 XOOEKEXXXXK XXX XXX XXX XX 240 (1,099,511,627,776) 0

92 XXX XXX XXX XXX XXX XXX S 236 (68,719,476,736) 0

96 XXX XXX EXXXKEXXXK XXX XXKX 232 (4,294,967,296) 0

100 XXX XXX XXX XXXX XXX XXX X 228 (268,435,456) 0

104 XK XXX XXX XXX XXX XXX XX 224 (16,777,216) 0

108 XK XXX XXX XXX XXX XXX XXX 220 (1,048,576) 0

112 XXXX XXX XXX XXX XXKK XXX XXXX: 216 (65,536) 0

116 XXXXEXXXX XXX XXX XXX XXXX XXX X 212 (4,096) 0

120 XXX XXX XXX XXXX XXX XXXKEXXXX XX 2 ° (256) 0

124 XX XXX XXX XXX XXX XXX XXX | 2 4(16) 0

128 XXX XXX XXX XXX XXX XXXEXXXX | 2 O(1) 0

A /64 is a standard size IPv6 subnet as defined by the IETF. It is smallest subnet that can used
locally if auto configu-ration is desired.

Typically, an ISP assigns a /64 or smaller subnet to establish service on the WAN. An additional
network is routed for LAN use. The size of the allocation depends upon the ISP, but it's not
uncommon to see end users receive at least a /64 and even up to a /48.

A tunnel service provider such as tunnelbroker.net run by Hurricane Electric will allocate a /48
in addition to a routed /64 subnet and a /64 interconnect.

Assignments larger than /64 usually adopt the first /64 for LAN and subdivide the rest for
requirements such as VPN tunnel, DMZ, or a guest network.

Special IPv6 Subnets

Special use networks are reserved in IPv6. A full list of these can be found in the Wikipedia IPv6 article.
Six examples of IPv6 special networks and their addresses are shown below in IPv6 Special Networks
and Addresses.
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Table 2.7: IPv6 Special Networks and Addresses

Network Purpose
2001:db8::/32| Documentation prefix, used for examples, like those find in this book.
w1 Localhost

fc00::/7 Unique Local Addresses (ULA) - also known as “Private” IPv6 addresses.
fe80::/10 Link Local addresses, only valid inside a single broadcast domain.
2001::/16 Global Unique Addresses (GUA) - Routable IPv6 addresses.
ff00::0/8 Multicast addresses

Neighbor Discovery

IPv4 hosts find each other on a local segment using ARP broadcast messages, but IPv6 hosts
find each other by sending Neighbor Discovery Protocol (NDP) messages. Like ARP, NDP
works inside a given broadcast domain to find other hosts inside of a specific subnet.

By sending special ICMPv6 packets to reserved multicast addresses, NDP handles the tasks
of neighbor discovery, router solicitations, and route redirects similar to IPv4’s ICMP redirects.

WiSecurity automatically adds firewall rules on IPv6 enabled interfaces that permit NDP to
function. All current known neighbors on IPv6 can viewed in the firewall GUI at Diagnostics >
NDP Table.

Router Advertisements

IPv6 routers are located through their Router Advertisement (RA) messages instead of by DHCP.
IPv6-enabled routers that support dynamic address assignment are expected to announce
themselves on the network to all clients and respond to router solicitations. When acting as a client
(WAN interfaces), WiSecurity accepts RA messages from upstream routers. When acting as a router,
WiSecurity provides RA messages to clients on its internal networks. See Router Advertisements
(Or: “Where is the DHCPv6 gateway option”) for more details.

Address Allocation

Client addresses can be allocated by static addressing through SLAAC (Router Advertisements
(Or: “Where is the DHCPv6 gateway option”)), DHCP6 (IPv6 DHCP Server and Router
Advertisements), or other tunneling methods such as WiVPN.

DHCP6 Prefix Delegation

DHCP6 Prefix Delegation delivers a routed IPv6 subnet to a DHCP6 client. A WAN- type
interface can be set to receive a prefix over DHCP6 (DHCP6, Track Interface). A router
functioning at the edge of a large network can provide prefix delegation to other routers inside
the network (DHCPV6 Prefix Delegation).

IPv6 and NAT

Though IPv6 removes most any need for NAT, there are rare situations that call for the use of
NAT with IPv6 such as Multi-WAN for IPv6 on residential or small business networks.

Gone is the traditional type of ugly port translated NAT (PAT) where internal addresses are translated
using ports on a single external IP address. It is replaced by a straight network address translation called
Network Prefix Translation (NPt). This is available in WiSecurity under Firewall > NAT on the NPt tab. NPt
translates one prefix to another. So 2001:db8:1111:2222::/64 translates to * 2001:db8:3333:4444::/64.
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Though the prefix changes, the remainder of the address will be identical for a given host on that subnet.
For more on NPt, see IPv6 Network Prefix Translation (NPt).

There is a mechanism built into IPv6 to access IPv4 hosts using a special address notation, such
as ::ffff;192.168.1.1. The behavior of these addresses can vary between OS and application and is
unreliable.

IPv6 and WiSecurity
Unless noted otherwise, it safe to assume that IPv6 is supported by WiSecurity in a given
area or feature.

Some noteworthy areas of WiSecurity that do not support IPv6 are: Captive Portal and most
DynDNS providers.

Note: On systems upgraded from versions of WiSecurity prior to 2.1, IPv6 traffic is blocked by
default. To allow IPv6:

* Navigate to System > Advanced on the Networking tab
* Check Allow IPv6
* Click Save

WiSecurity Packages

Some packages are maintained by the community, so IPv6 support varies. In most cases IPv6 support
depends upon the capabilities of the underlying software. It is safe to assume a package does not support
IPv6 unless otherwise noted. Packages are updated periodically so it is best to test a package to
determine if it supports IPv6.

Connecting with a Tunnel Broker Service

A location that doesn’t have access to native IPv6 connectivity may obtain it using a tunnel
broker service such as Hurricane Electric or SixXS. A core site with IPv6 can deliver IPv6
connectivity to a remote site by using a VPN or GIF tunnel.

This section provides the process for connecting WiSecurity with Hurricane Electric (Often
abbreviated to HE.net or HE) for IPv6 transit. Using HE.net is simple and easy. It allows for
multi-tunnel setup, each with a transport /64 and a routed /64. Also included is a routed /48 to
be used with one the tunnels. It's a great way to get a lot of routed IPv6 space to experiment
with and learn, all for free.

Sign Up for Service

Before a tunnel can be created, ICMP echo requests must be allowed to the WAN. A rule to
pass ICMP echo requests from a source of any is a good temporary measure. Once the tunnel
endpoint for HE.net has been chosen, the rule can be made more specific.

To get started on HE.net, sign up at www.tunnelbroker.net. The /64 networks are allocated after
registering and selecting a regional IPv6 tunnel server. A summary of the tunnel configuration can be
viewed on HE.net's website as seen in Figure HE.net Tunnel Config Summary. It contains important
information such as the user’s Tunnel ID, Server IPv4 Address (IP address of the tunnel server), Client
IPv4 Address (the firewall’'s external IP address), the Server and Client IPv6 Addresses (representing the
IPv6 addresses inside the tunnel), and the Routed IPv6 Prefixes.
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(J Tunnel ID:; 298327
[ Creation Date:
(3 Description:

Jul 17, 2015

IPv6 Tunnel Endpoints
[J Server IPv4 Address:
[J Server IPv6 Address:
[ Client IPv4 Address:
& Client IPv6 Address:

184.105.253.14
2001:470:1f10:c4f::1/64
6 3
2001:470:1f10:c4f::2/64

Routed IPv6 Prefixes
(J Routed /64:
(3 Routed /48:

2001:470:1f11:c4f:./64
2001:470:c614::/48 [X]

Available DNS Resolvers

[ Anycasted IPv6 Caching Nameserver:
Anycasted IPv4 Caching Nameserver:

2001:470:20::2
74.82.42.42

Fig. 2.3: HE.net Tunnel Config Summary

The Advanced tab on the tunnel broker site has two additional notable options: An MTU Slider and an
Update Key for updating the tunnel address. If the WAN used for terminating the GIF tunnel is PPPoE or
another WAN type with a low MTU, move the slider down as needed. For example, a common MTU for
PPPOE lines with a tunnel broker would be 1452. If the WAN has a dynamic IP address, note the Update

Key for later use in this section.

Once the initial setup for the tunnel service is complete, configure WiSecurity to use the

tunnel.

Allow IPv6 Traffic

On new installations of WiSecurity after 2.1, IPv6 traffic is allowed by default. If the configuration on the
firewall has been upgraded from older versions, then IPv6 would still be blocked. To enable IPv6 traffic,

perform the following:

» Navigate to System > Advanced on the Networking tab

» Check Allow IPv6 if not already checked

* Click Save

Allow ICMP

ICMP echo requests must be allowed on the WAN address that is terminating the tunnel to ensure that it
is online and reachable. If ICMP is blocked, the tunnel broker may refuse to setup the tunnel to the IPv4
address. Edit the ICMP rule made earlier in this section, or create a new rule to allow ICMP echo requests.
Set the source IP address of the Server IPv4 Address in the tunnel configuration as shown in Figure

Example ICMP Rule to ensure connectivity.

v 0/0B IPv4ICMP echoreq  184.105.253.14 *

Fig. 2.4: Example ICMP Rule

*

*

*

none

Allow ICMP echofromHE 1.4 [C1Q 1
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Create and Assign the GIF Interface

Next, create the interface for the GIF tunnel in WiSecurity. Complete the fields with the

corresponding information from the tunnel broker configuration summary.

» Navigate to Interfaces > (assign) on the GIF tab.

* Click +

« Set the Parent Interface to the WAN where the tunnel terminates. This would be the WAN
which has the Client IPv4 Address on the tunnel broker.

Add to add a new entry.

» Set the GIF Remote Address in WiSecurity to the Server IPv4 Address on the summary.

+ Set the GIF Tunnel Local Address in WiSecurity to the Client IPv6 Address on the
summary.

» Set the GIF Tunnel Remote Address in WiSecurity to the Server IPv6 Address on the

summary, along the with prefix length (typically / 64).

» Leave remaining options blank or unchecked.

* Enter a Description.

¢ Click Save.

See Figure Example GIF Tunnel.

If this tunnel is being configured on a WAN with a dynamic IP, see Updating the Tunnel
Endpoint for information on how to keep the tunnel’'s endpoint IP updated with HE.net.

Once the GIF tunnel has been created, it must be assigned:

» Navigate to Interfaces > (assign), Interface Assignments tab.

» Select the newly created GIF under Available Network Ports.

* Click +

Add to add it as a new interface.

GIF Configuration

Parent Interface

GIF Remote Address

GIF tunnel local address

GIF tunnel remote

address

GIF tunnel subnet

Route Caching
ECN friendly behavior

Description

'WAN x

This interface serves as the local address to be used for the GIF tunnel.

184.105.253.14 B

Peer address where encapsulated gif packets will be sent.

2007:470:1110:c4f:2

Local gif tunnel endpoint.

2007:470:1110:c4f:1

Remote GIF address endpoint.

64 5

The subnet is used for determining the network that is tunnelled.
[T] Specify if route caching can be enabled. (Be careful with these settings on dynamic networks.)
(] ECN friendly behavior violates RFC2893. This should be used in mutual agreement with the peer.

HE Tunnel Broker

A description may be entered here for administrative reference (not parsed).

Fig. 2.5: Example GIF Tunnel
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Configure the New OPT Interface
The new interface is now accessible under Interfaces > OPTx, where x depends on the
number assigned to the interface.
» Navigate to the new interface configuration page. (Interfaces > OPTx)
* Check Enable Interface.
» Enter a name for the interface in the Description field, for example WANV6.
» Leave IPv6 Configuration Type as None.
* Click Save
Click Apply Changes.

Setup the IPv6 Gateway

When the interface is configured as listed above, a dynamic IPv6 gateway is added
automatically, but it is not yet marked as default.

* Navigate to System > Routing

Edit the dynamic IPv6 gateway with the same name as the IPv6 WAN created above.

Check Default Gateway.
Click Save.

Click Apply Changes.

General Configuration

Enable [ Enable interface

Description WANv6
Enter a description (name) for the interface here.

IPv4 Configuration Type None j
IPv6 Configuration Type None j

Fig. 2.6: Example Tunnel Interface
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Edit Gateway

Disabled {1 Disable this gateway

Set this option to disable this gateway without removing it from the list.

Interface WANV6 j
Choose which interface this gateway applies to

Address Family IPv6 j
Choose the Internet Protocol this gateway uses.

Name | WANV6_TUNNELV6 [

Gateway name

Gateway dynamic
Gateway IP address

Default Gateway B This will select the above gateway as the default gateway.

Fig. 2.7: Example Tunnel Gateway

Navigate to Status > Gateways to view the gateway status. The gateway will show as “Online”
if the configuration is successful, as seen in Figure Example Tunnel Gateway Status.

WANV6_TUNNELV6 2001:470:1f10:c4f::1 2001:470:110:c4f::1 94.468ms  7.145ms 0.0% Online Interface WANV6_TUNNELV6 Gateway

Fig. 2.8: Example Tunnel Gateway Status

Setup IPv6 DNS

The DNS servers likely answer DNS queries with AAAA results already. Entering the DNS servers
supplied by the tunnel broker service under System > General Setup is recommended. Enter at least one
IPv6 DNS server or use Google’s public IPv6 DNS servers at 2001:4860:4860::8888 and
2001:4860:4860::8844. If the DNS Resolver is used in non-forwarding mode, it will talk to IPv6 root servers
automatically once IPv6 connectivity is functional.

Setup LAN for IPv6

Once the tunnel is configured and online, the firewall itself has IPv6 connectivity. To ensure
clients can access the internet on IPV6, the LAN must be configured also.

One method is to set LAN as dual stack IPv4 and IPv6.
» Navigate to Interfaces > LAN
» Select IPv6 Configuration Type as Static IPv6

» Enter an IPv6 address from the Routed /64 in the tunnel broker configuration with a prefix length of
64. For example, * 2001:db8:1111:2222::1 for the LAN IPv6 address if the Routed /64 is
2001:db8:1111:2222::/64.

¢ Click Save
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 Click Apply Changes

A /64 from within the Routed /48 is another available option.

Setup DHCPv6 and/or Router Advertisements
To assign IPv6 addresses to clients automatically, setup Router Advertisements and/or
DHCPv6. This is covered in detail in IPv6 DHCP Server and Router Advertisements.
A brief overview is as follows:
» Navigate to Services > DHCPv6 Server/RA
Check Enable

» Enter a range of IPv6 IP addresses inside the new LAN IPv6 subnet
Click Save.

Switch to the Router Advertisements tab

Set the Mode to Managed (DHCPvV6 only) or Assisted (DHCPv6+SLAAC)
* Click Save.

.

.

Modes are described in greater detail at Router Advertisements (Or: “Where is the DHCPVv6
gateway option”).

To assign IPv6 addresses to LAN systems manually, use the firewall's LAN IPv6 address as
the gateway with a proper matching prefix length, and pick addresses from within the LAN
subnet.

Add Firewall Rules

Once LAN addresses have been assigned, add firewall rules to allow the IPv6 traffic to flow.

» Navigate to Firewall > Rules, LAN tab.

Check the list for an existing IPv6 rule. If a rule to pass IPv6 traffic already exists, then no
additional action is necessary.

Click 3 Add to add a new rule to the bottom of the list
Set the TCP/IP Version to IPv6
Enter the LAN IPv6 subnet as the Source

* Pick a Destination of Any.
* Click Save
* Click Apply Changes

For IPv6-enabled servers on the LAN with public services, add firewall rules on the tab for the
IPv6 WAN (the assigned GIF interface) to allow IPv6 traffic to reach the servers on required
ports.

Try It!
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Once firewall rules are in place, check for IPv6 connectivity. A good site to test with is test-ipv6.com. An
example of the output results of a successful configuration from a client on LAN is shown here Figure
IPv6 Test Results.

| Test 1pve | [ Faq | [ Mirrors | [ index stats
g 2 s
Test your IPv6 connectivity. &)
‘ Summary ‘ ‘ Tests Run ‘ ‘ Share Results / Contact ‘ ‘ Other IPV6 Sites ‘ For the Help Desk
@ Your IPv4 address on the public Internet appears to be 6 3

@ Your IPv6 address on the public Internet appears to be 2001:470:1f11:c4f:2c4a:3123:93ec:ae8

@ Your Internet Service Provider (ISP) appears to be ATT-INTERNET4 - AT&T Services, Inc., US

@ Since you have IPv6, we are including a tab that shows how well you can reach other IPv6 sites. [more info]
@ Good news! Your current configuration will continue to work as web sites enable IPv6.

@ Your DNS server (possibly run by your ISP) appears to have IPv6 Internet access.

Your readiness score

1 O/ 1 O for your IPv6 stability and readiness, when publishers are forced to go IPv6 only

Fig. 2.9: IPv6 Test Results

Updating the Tunnel Endpoint

For a dynamic WAN, such as DHCP or PPPoE, HE.net can still be used as a tunnel broker.
WiSecurity includes a DynDNS type that will update the tunnel endpoint IP address whenever the
WAN interface IP changes.

If DynDNS is desired, it may be configured as follows:

* Navigate to Services > DynDNS

+

* Click Add to add a new entry.

» Set the Service Type to be HE.net Tunnelbroker.

+ Select WAN as the Interface to Monitor.

» Enter the Tunnel ID from the tunnel broker configuration into the Hostname field.

» Enter the Username for the tunnel broker site.

* Enter either the Password or Update Key for the tunnel broker site into the Password field.
» Enter a Description.

* Click Save and Force Update.

If and when the WAN IP address changes, WiSecurity will automatically update the tunnel
broker.

Controlling IPv6 Preference for traffic from the firewall itself
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By default, WiSecurity will prefer IPv6 when configured. If IPv6 routing is not functional but
the system believes it is, WiSecurity may fail to check updates or download packages

properly.
To change this behavior, WiSecurity provides a method in the GUI to control whether services
on the firewall prefer IPv4 over IPV6:

» Navigate to System > Advanced on the Networking tab
« Check Prefer to use IPv4 even if IPv6 is available
* Click Save

Once the settings have been saved, the firewall itself will prefer IPv4 for outbound
communication.

Around the world, the availability of new IPv4 addresses is declining. The amount of free space varies by
region, but some have already run out of allocations and others are rapidly approaching their limits. As of
January 31, 2011, IANA allocated all of its space to regional internet registries (RIRs). In turn, these RIR
allocations have run out in some locations such as APNIC (Asia/Pacific), RIPE (Europe), and LACNIC
(Latin America and Caribbean) for /8 networks. Though some smaller allocations are still available, it is
increasingly difficult to obtain new IPv4 address space in these regions. ARIN (North America) ran out on
September 24th, 2015.

To account for this, IPv6 was created as a replacement for IPv4. Available in some forms since
the 1990s, factors like inertia, complexity, and the cost of developing or purchasing compatible
routers and software has slowed its uptake until the last few years. Even then, it's been rather
slow with only 8% of Google users having IPv6 connectivity by July 2015.

Over the years, support for IPv6 in software, operating systems, and routers has improved so
the situation is primed to get better. Still it is up to ISPs to start delivering IPv6 connectivity to
users. It’s a catch-22 situation: Content providers are slow to provide IPv6 because few users
have it. Meanwhile, users don’t have it because there isn’'t a lot of IPv6 content and even less
content available only over IPv6. Users don’t know they need it so they don’t demand the
service from their ISPs.

Some providers are experimenting with Carrier Grade NAT (CGN) to stretch their IPv4 networks
farther. CGN places their IPv4 residential customers behind another layer of NAT further
breaking protocols that already don’t deal with one layer of NAT. Mobile data providers have
been doing this for some time, but the applications typically found on mobile devices aren’t
affected since they work as if they’re behind a typical SOHO router style NAT. While solving
one problem, it creates others as observed when CGN is used as a firewall's WAN, when
tethering on a PC, or in some cases attempting to use a traditional IPsec VPN without NAT-T,
or PPTP. ISPs employing CGN should be used only if there is no other choice.

There are many books and web sites available with volumes of in-depth information on IPv6. The
Wikipedia article on IPv6, http://en.wikipedia.org/wiki/IPv6, is a great resource for additional information
and links to other sources. It's worth using as a starting point for more information on IPv6. There are
also many good books on IPv6 available, but be careful to purchase books with recent revisions.
There have been changes to the IPv6 specification over the years and it's possible that the
material could have changed since the book’s printing.

See also:

Customers with a WiSecurity Gold Subscription may access the Hangouts Archive to view the
July 2015 Hangout on IPv6 Basics

This book is not an introduction to networks but there are certain networking concepts that need
to be addressed. For readers without basic fundamental networking knowledge, we suggest
locating additional introductory material as this chapter will not adequately provide all necessary
information.

IPv6 concepts are introduced later in this chapter under IPv6. For clarity, traditional IP
addresses are referred to as IPv4 addresses. Except where otherwise noted, most functions
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will work with either IPv4 or IPv6 addresses. The general term IP address refers to either IPv4
or IPv6.

2.8 Brief introduction to OSI Model Layers

The OSI model has a network framework consisting of seven layers. These layers are listed in
hierarchy from lowest to highest. A brief overview of each level is outlined below. More
information can be found in many networking texts and on Wikipedia
(http://en.wikipedia.org/wiki/OSI_model).

Layer 1 - Physical Refers to either electrical or optical cabling that transports raw
data to all the higher layers.

Layer 2 - Data Link Typically refers to Ethernet or another similar protocol that is
being spoken on the wire. This book often refers to layer 2 as meaning the
Ethernet switches or other related topics such as ARP and MAC addresses.

Layer 3 - Network Layer The protocols used to move data along a path from one
host to another, such as IPv4, IPv6, routing, subnets etc.

Layer 4 - Transport Layer Data transfer between users, typically refers to TCP or
UDP or other similar protocols.

Layer 5 - Session Layer Manages connections and sessions (typically referred to
as “dialogs”) between users, and how they connect and disconnect gracefully.

Layer 6 - Presentation Layer Handles any conversions between data formats
required by users such as different character sets, encodings, compression,
encryption, etc.

Layer 7 - Application Layer Interacts with the user or software application, includes familiar
protocols such as HTTP, SMTP, SIP, etc.
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CHAPTER 3

3. HARDWARE

3.1 Hardware Structure

The enclosure of WL-620F-S is made of Aluminum, the levels of protection can reach IP50.
Four RJ45 ethernet interface are designed on the front panel of the module. They are Wan
interface, DMZ interface and two Lan interface. There are two LED indicator under the LAN2
interface. It is used to indicate the status of the power supply and the working state of the
module.

Interface WAN

Interface DMZ

Interface LAN

>
o

Power DC

DC1av
padly,

Mdustng

'?Cuvuy

"n,..a“
WL'G?OF».:.;

The module is powered by 12VDC , there is a 12VDC power adapter in the product packages
It is strongly recommended that users use the original power adapter made by the factory.
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3.2 Hardware Specifications

1x CPUs, 2x physical cores

2 GB memory

1x 8GB (Flash) drive

LAN: 2 x 10/100/1000Base-T RJ45 ports

DMZ: 1 x 10/100/1000Base-T RJ45 or 1 x 1000BaseF port
WAN: 1 x 10/100/1000Base-T RJ45 or 1 x 1000BaseF port
USB: 1 x USB 2.0

AC: 100-240V, 50 — 60 Hz, Max power consumption: 15W

Operation Temperature: -40°C - 70°C  (-40° to 158° F)

Relative Humidity: 5%-95% (non-condensation)

Dimension (W x D x H): 50x138x138 mm & 1.96x5,43x5.43 in
Weight: 0.506 kg (1.12 Ibs.)

Enclosure: Extruded aluminum with DIN clip

Water-Dust: IP50
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CHAPTER 4

4. CONFIGURATION

4.1 Setup Wizard

The first time a user logs into WiSecurity, the firewall presents the Setup Wizard
automatically. The first page of the wizard is shown in Figure Setup Wizard Starting Screen.

Click - Next to start the configuration process using the wizard.

Tip: Using the setup wizard is optional. Click the WiSecurity logo at the top left of the
page to exit the wizard at any time.

Wizard / pfSense Setup / 2]

pfSense Setup

This wizard will provide guidance through the initial configuration of pfSense.

The wizard may be stopped at any time by clicking the logo image at the top of the screen.

Fig. 4.1: Setup Wizard Starting Screen

General Information Screen

The next screen (Figure General Information Screen) configures the name of this firewall, the
domain in which it resides, and the DNS servers for the firewall.

Hostname The Hostname can be nearly anything, but must start with a letter and it
may contain only letters, numbers, or a hyphen.

Domain Enter a Domain, e.g. example.com . If this network does not have a domain,
use <something>.localdomain, where <something> is another identifier: a
company hame, last name, nickname, etc. For example, company.localdomain
The hostname and domain name are combined to make up the fully qualified
domain name of this firewall.

Primary/Secondary DNS Server The IP address of the Primary DNS Server and
Secondary DNS Server may be filled in, if required and if they are known.

These DNS servers may be left blank if the DNS Resolver will remain active using its
default set-tings. The default WiSecurity configuration has the DNS Resolver active in
resolver mode (not for-warding mode), when set this way, the DNS Resolver does not
need forwarding DNS servers as it will communicate directly with Root DNS
servers and other authoritative DNS servers. To force the firewall to use these
configured DNS servers, enable forwarding mode in the DNS Resolver or use
the DNS Forwarder.

If this firewall has a dynamic WAN type such as DHCP, PPTP or PPPoE these may
be automatically assigned by the ISP and can be left blank.
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Override DNS When checked, a dynamic WAN ISP can supply DNS servers which override those
set manually. To force the use of only the DNS servers configured manually, uncheck this
option.

See also:

For more information on configuring the DNS Resolver, see DNS Resolver

Click » Next to continue.

General Information

On this screen the general pfSense parameters will be set.

Hostname fw3

EXAMPLE: myserver

Domain example.com
EXAMPLE: mydomain.com

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard.

Primary DNS Server
Secondary DNS Server

Override DNS B8
Allow DNS servers to be overridden by DHCP/PPP on WAN

» Next

Fig. 4.2: General Information Screen

NTP and Time Zone Configuration

The next screen (Figure NTP and Time Zone Setup Screen) has time-related options.

Time server hostname A Network Time Protocol (NTP) server hostname or IP address.
Unless a spe-cific NTP server is required, such as one on LAN, the best practice is
to leave the Time server hostname at the default 0.WiSecurity.pool.ntp.org. This
value will pick a random server from a pool of known-good NTP hosts.

To utilize multiple time servers, add them in the same box, separating each server
by a space. For example, to use three NTP servers from the pool, enter:

0.WiSecurity.pool.ntp.org 1.WiSecurity.pool.ntp.org 2.WiSecurity.pool.ntp.org

This numbering is specific to how .pool.ntp.org operates and ensures each
address is drawn from a unique pool of NTP servers so the same server does not
get used twice.

Timezone Choose a geographically named zone which best matches location of this
firewall, or any other desired zone.

Click » Next to continue.
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Time Server Information

Please enter the time, date and time zone.

Time server hostname 0.pfsense.pool.ntp.org

Enter the hostname (FQDN) of the time server.

Timezone America/Chicago j

» Next

Fig. 4.3: NTP and Time Zone Setup Screen

WAN Configuration

The next page of the wizard configures the WAN interface of the firewall. This is the external network
facing the ISP or upstream router, so the wizard offers configuration choices to support several common
ISP connection types.

WAN Type The Selected Type (Figure WAN Configuration) must match the type of WAN
required by the ISP, or whatever the previous firewall or router was configured to use.
Possible choices are Static, DHCP, PPPoE, and PPTP. The default choice is DHCP
due to the fact that it is the most common, and for the majority of cases this setting
allows a firewall to “Just Work” without additional configuration. If the WAN type is not
known, or specific settings for the WAN are not known, this information must be
obtained from the ISP. If the required WAN type is not available in the wizard, or to read
more information about the different WAN types, see Interface Types and Configuration.

Note: If the WAN interface is wireless, additional options will be presented by the wizard
which are not covered during this walkthrough of the standard Setup Wizard. Refer to
Wireless, which has a section on Wireless WAN for additional information. If any
of the options are unclear, skip the WAN setup for now, and then perform the
wireless configuration afterward.

Configure WAN Interface

On this screen the Wide Area Network information will be configured.

SelectedType DHCP j

Fig. 4.4: WAN Configuration

MAC Address This field, shown in Figure General WAN Configuration, changes the
MAC address used on the WAN network interface. This is also known as
“spoofing” the MAC address.

Note: The problems alleviated by spoofing a MAC address are typically
temporary and easily worked around. The best course of action is to maintain
the hardware’s original MAC address,resorting to spoofing only when
absolutely necessary.
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Changing the MAC address can be useful when replacing an existing piece of network
equipment. Certain ISPs, primarily Cable providers, will not work properly if a new MAC
address is encoun-tered. Some Internet providers require power cycling the modem,
others require registering the new address over the phone. Additionally, if this WAN
connection is on a network segment with other systems that locate it via ARP, changing
the MAC to match and older piece of equipment may also help ease the transition,
rather than having to clear ARP caches or update static ARP entries.

Warning: If this firewall will ever be used as part of a High Availability
Cluster, do not spoof the MAC address.

Maximum Transmission Unit (MTU) The MTU field, shown in Figure General WAN
Configuration, can typically be left blank, but can be changed when necessary. Some
situations may call for a lower MTU to ensure packets are sized appropriately for an
Internet connection. In most cases, the default assumed values for the WAN connection
type will work properly.

Maximum Segment Size (MSS) MSS, shown in Figure General WAN Configuration can
typically be left blank, but can be changed when necessary. This field enables MSS
clamping, which ensures TCP packet sizes remain adequately small for a particular
Internet connection.

General configuration

MAC Address
This field can be used to modify ("spoof") the MAC address of the WAN interface (may be required with some cable connections). Enter a MAC address in
the following format: xxxx:xx:xx:xx:xxx or leave blank
MTU
Set the MTU of the WAN interface. If this field is left blank, an MTU of 1492 bytes for PPPoE and 1500 bytes for all other connection types will be
assumed
MSS

If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 (TCP/IP header size) will be in effect. If this
field is left blank, an MSS of 1492 bytes for PPPoE and 1500 bytes for all other connection types will be assumed. This should match the above MTU
value in most all cases

Fig. 4.5: General WAN Configuration

Static IP Configuration If the “Static” choice for the WAN type is selected, the IP address,
Subnet Mask, and Upstream Gateway must all be filled in (Figure Static IP Settings).
This information must be obtained from the ISP or whoever controls the network on the
WAN side of this firewall. The IP Address and Upstream Gateway must both reside in
the same Subnet.

Static IP Configuration

IP Address
Subnet Mask 24 j

Upstream Gateway
Fig. 4.6: Static IP Settings

DHCP Hostname This field (Figure DHCP Hostname Setting) is only required by a few
ISPs. This value is sent along with the DHCP request to obtain a WAN IP address.
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If the value for this field is unknown, try leaving it blank unless directed otherwise by
the ISP.

PPPoE Configuration When using the PPPoE (Point-to-Point Protocol over Ethernet)
WAN type (Fig-ure PPPoE Configuration), The PPPoE Username and PPPoE
Password fields are required, at a minimum. The values for these fields are
determined by the ISP.

DHCP client configuration

DHCP Hostname

The value in this field is sent as the DHCP client identifier and hostname when requesting a DHCP lease. Some ISPs may require this (for client
identification)

Fig. 4.7: DHCP Hostname Setting

PPPoE Username The login name for PPPoE authentication. The format is controlled by
the ISP, but commonly uses an e-mail address style such as myname@example.com.

PPPoE Password The password to login to the account specified by the
username above. The password is masked by default. To view the
entered password, check Reveal password characters.

PPPoOE Service Name The PPPoE Service name may be required by an ISP,
but is typ-ically left blank. When in doubt, leave it blank or contact the
ISP and ask if it is necessary.

PPPoE Dial on Demand Causes WiSecurity to leave the connection down/offline
until data is requested that would need the connection to the Internet. PPPoE
logins happen quite fast, so in most cases the delay while the connection is
setup would be negligible. If public services are hosted behind this firewall,
do not check this option as an online connection must be maintained as
much as possible in that case. Also note that this choice will not drop an
existing connection.

PPPOE Idle Timeout Specifies how much time WiSecurity will let the PPPoE
connection remain up without transmitting data before disconnecting. This is
only useful when coupled with Dial on demand, and is typically left blank
(disabled).

Note: This option also requires the deactivation of gateway
monitoring, otherwise the connection will never be idle.

PPPoE configuration

PPPoE Username
PPPoE Password

Show PPPoE password Reveal password characters

PPPoE Service name
Hint: this field can usually be left empty

PPPoE Dial on demand Enable Dial-On-Demand mode

This option causes theinterface to operate in dial-on-demand mode, allowing a virtual full time connection. The interface is configured, but the actual
connection of the link is delayed until qualifying outgoing traffic is detected

PPPoE Idle timeout

f no qualifying outgoing packets are transmitted for the specified number of seconds, the connection is brought down. An idle timeout of zero disables
this feature.

Fig. 4.8: PPPoE Configuration

PPTP Configuration The PPTP (Point-to-Point Tunneling Protocol) WAN type (Figure
PPTP WAN Configuration) is for ISPs that require a PPTP login, not for connecting
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to a remote PPTP VPN. These settings, much like the PPPoE settings, will be
provided by the ISP. A few additional options are required:

Local IP Address The local (usually private) address used by this firewall to establish
the PPTP connection.

CIDR Subnet Mask The subnet mask for the local address.

Remote IP Address The PPTP server address, which is usually inside the
same subnet as the Local IP address.

PPTP configuration

PPTP Username
PPTP Password

Show PPTP password ) Reveal password characters

PPTP Local IP Address

pptplocalsubnet 32 j
PPTP Remote IP Address

PPTP Dial on demand [ Enable Dial-On-Demand mode

This option causes the interface to operate in dial-on-demand mode, allowing a virtual full time connection. The interface is configured, but the actual
connection of the link is delayed until qualifying outgoing traffic is detected.
PPTP Idle timeout

If no qualifying outgoing packets are transmitted for the specified number of seconds, the connection is brought down. An idle timeout of zero disables
this feature.

Fig. 4.9: PPTP WAN Configuration

These last two options, seen in Figure Built-in Ingress Filtering Options, are useful for
preventing invalid traffic from entering the network protected by this firewall, also known as
“Ingress Filtering”.

Block RFC 1918 Private Networks Blocks connections sourced from registered
private networks such as 192.168.x.x and 10.x.x.x attempting to enter the WAN
interface . A full list of these networks is in Private IP Addresses.

Block Bogon Networks When active, the firewall blocks traffic from entering if it is
sourced from re-served or unassigned IP space that should not be in use. The
list of bogon networks is updated periodically in the background, and requires
no manual maintenance. Bogon networks are further explained in Block Bogon
Networks.

Click » Next to continue once the WAN settings have been filled in.

RFC1918 Networks

Block RFC1918 Private [E) Block private networks from entering via WAN

Networks When set, this option blocks traffic from IP addresses that are reserved for private networks as per RFC 1918 (10/8,172.16/12,192.168/16) as well as

loopback addresses (127/8). This option should generally be left turned on, unless the WAN network lies in such a private address space, too

Block bogon networks

Block bogon networks [E) Block non-Internet routed networks from entering via WAN

When set, this option blocks traffic from IP addresses that are reserved (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that
should never appear in the Internet routing table, and obviously should not appear as the source address in any packets received

Fig. 4.10: Built-in Ingress Filtering Options
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This page of the wizard configures the LAN IP Address and Subnet Mask (Figure LAN
Configuration).

If this firewall will not connect to any other network via VPN, the default 192.168.1.0/24 network may
be acceptable. If this network must be connected to another network, including via VPN from remote
locations, choose a private IP address range much more obscure than the common default of
192.168.1.0/24. IP space within the 172.16.0.0/12 RFC 1918 private address block is generally the
least frequently used, so choose something between 172.16.x.x and 172.31.x.x to help avoid VPN
connectivity difficulties.

If the LAN is 192.168.1.x and a remote client is at a wireless hotspot using 192.168.1.x (very
common), the client will not be able to communicate across the VPN. In that case, 192.168.1.x
is the local network for the client at the hotspot, not the remote network over the VPN.

If the LAN IP Address must be changed, enter it here along with a new Subnet Mask. If these
settings are changed, the IP address of the computer used to complete the wizard must also
be changed if it is connected through the LAN. Release/renew its DHCP lease, or perform a
“Repair” or “Diagnose” on the network interface when finished with the setup wizard.

Configure LAN Interface

On this screen the Local Area Network information will be configured.

LAN IP Address 192.168.1.1

Type dhcp if this interface uses DHCP to obtain its IP address

Subnet Mask 24 j

» Next

Fig. 4.11: LAN Configuration

Click » Next to continue.

Set admin password

Next, change the administrative password for the WebGUI as shown in Figure Change Administrative
Password. The best practice is to use a strong and secure password, but no restrictions are automatically
enforced. Enter the password in the Admin Password and confirmation box to be sure that has been
entered correctly.

Click » Next to continue.

Warning: Do not leave the password set to the default WiSecurity. If access to the
firewall administration via WebGUI or SSH is exposed to the Internet, intentionally or
accidentally, the firewall could easily be compromised if it still uses the default
password.

Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled.

Admin Password

Admin Password AGAIN

» Next
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Fig. 4.12: Change Administrative Password

Completing the Setup Wizard

That completes the setup wizard configuration. Click Reload (Figure Reload WiSecurity
WebGUI) and the WebGUI will apply the settings from the wizard and reload services changed
by the wizard.

Tip: If the LAN IP address was changed in the wizard and the wizard was run from the
LAN, adjust the client computer’s IP address accordingly after clicking Reload.

When prompted to login again, enter the new password. The username remains admin.

Reload configuration

Click 'Reload' to reload pfSense with new changes.

Fig. 4.13: Reload WiSecurity WebGUI

At this point the firewall will have basic connectivity to the Internet via the WAN and clients on
the LAN side will be able to reach Internet sites through this firewall.

If at any time this initial configuration must be repeated, revisit the wizard at System > Setup
Wizard from within the WebGUI.

4.2 Interface Configuration

Basic aspects of interface configuration can be performed at the console and in the setup
wizard to start, but changes may also be made after the initial setup by visiting pages under
the Interfaces menu. A few basics are covered here, the details can be found in Interface Types
and Configuration.

Assign interfaces
Additional interfaces added after the initial setup may be assigned roles by visiting Interfaces >
(assign). There are numerous tabs on that page used for assigning and creating different types

of interfaces. The two most commonly used tabs are Interface assignments and VLANSs.

See also:

VLAN configuration is covered in Virtual LANs (VLANS).
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The Interface assignments tab shows a list of all currently assigned interfaces: WAN , LAN, and any OPTx
entries configured on the firewall. Next to each interface is a drop-down list of all network interfaces/ports
found on the system. This list includes hardware interfaces as well as VLAN interfaces and other virtual
interface types. The MAC address, VLAN tag, or other identifying information is printed along side the
interface name to aid in identification.

The other tabs, much like the VLAN tab, are there to create additional interfaces which can
then be assigned. All of these interface types are covered in Interface Types and Configuration.

To change an existing interface assignment to another network port:
» Navigate to Interfaces > (assign)
 Locate the interface to change in the list
+ Select the new network port from the drop-down list on the row for that interface
* Click Save
To add a new interface from the list of unused network ports:
» Navigate to Interfaces > (assign)

» Select the port to use from the drop-down list labeled Available Network Ports

* Click + Add

This action will add another line with a new OPT interface numbered higher than any existing
OPT interface, or if this is the first additional interface, OPT1.

Interface Configuration Basics

Interfaces are configured by choosing their entry from under the Interfaces menu. For example,
to configure the WAN interface, choose Interfaces > WAN. Nearly all of the options found under
Interfaces > WAN are identical to those mentioned in the WAN portion of the Setup Wizard.

Every interface is configured in the same manner and any interface can be configured as any interface
type (Static, DHCP, PPPoE, etc). Additionally, the blocking of private networks and bogon networks may
be performed on any interface. Every interface can be renamed, including WAN and LAN, to a custom
name. Furthermore, every interface can be enabled and disabled as desired, so long as a minimum of
one interface remains enabled.

See also:
For detailed interface configuration information, see Interface Types and Configuration

The IPv4 Configuration Type can be changed between Static IPv4, DHCP, PPPoE, PPP, PPTP,
L2TP, or None to leave the interface without an IPv4 address. When Static IPv4 is used, an
IPv4 Address, subnet mask, and IPv4 Upstream Gateway may be set. If one of the other options
is chosen, then type-specific fields appear to configure each type.

The IPv6 Configuration Type can be set to Static IPv6, DHCP6, SLAAC, 6rd Tunnel, 6to4
Tunnel, Track Interface, or None to leave IPv6 unconfigured on the interface. When Static IPv6
is selected, set an IPv6 address, prefix length, and IPv6 Upstream Gateway.

If this a wireless interface, the page will contain many additional options to configure the
wireless portion of the interface. Consult Wireless for details.

Note: Selecting a Gateway from the drop-down list, or adding a new gateway and selecting it, will cause
WiSecurity to treat that interface as a WAN type interface for NAT and related functions. This is not
desirable for internal-facing interfaces such as LAN or a DMZ. Gateways may still be utilized on
those interfaces for static routes and other purposes without selecting a Gateway here on the
interfaces page.
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4.3 Managing Lists in the GUI

The WiSecurity WebGUI has a common set of icons which are used for managing lists and collections of
objects through-out the firewall. Not every icon is used in every page, but their meanings are consistent
based on the context in which they are seen. Examples of such lists include firewall rules, NAT rules,
IPsec, WiVPN, and certificates.

+
1

Add a new item to a list

Add an item to the beginning of a list
1 Add an item to the end of a list

4 Edit an existing item

rl:l Copy an item (create a new item based on the selected item)

@
1
o

Disable an active item
Enable a disabled item
Delete an item

"i" Used for moving entries after selecting one or more items. Click to move the
selected items above this row. Shift-click to move the selected items below
this row.
Sections may have their own icons specific to each area. Consult the appropriate sections of

this book for specifics about icons found in other parts of the firewall. For example, to find the
meaning of icons used only in certificate management, look in Certificate Management

Tip: To determine which action an icon will perform, hover over the icon with the mouse
pointer and a tooltip will display a short description of the icon’s purpose.

4.4 Quickly Navigate the GUI with Shortcuts

Many areas of the GUI have shortcut icons present in the area known as the “Breadcrumb Bar”,
as seen in Figure Shortcuts Example. These shortcut icons reduce the amount of hunting
required to locate related pages, allowing a firewall administrator to navigate quickly between
a service’s status page, logs, and configuration. The shortcuts for a given topic are present on
every page related to that topic.

For example, in Figure Shortcuts Example, the shortcuts have the following effects:

> Start Service If the service is stopped, this icon starts the service.

C

Restart Service If the service is running, this icon restarts the service.

VPN / OpenVPN / Servers/ Edit CO=luE=EO

Servers Clients Client Specific Overrides Wizards Client Export Shared Key Export
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Fig. 4.14: Shortcuts Example

o

Stop Service If the service is running, this icon stops the service.

R

= Related Settings When this icon appears, it navigates to the settings page for this
section.

Lshl

Status Page Link A link to the status page for this section, if one exists.

Log Page Link If this section has a related log page, this icon links there.
o

The Service Status page (Status > Services) also has shortcut controls for pages related to each

service, as shown in Figure Shortcuts on Service Status. The icons have the same meaning as in
the above section.

Help Link Loads a related help topic for this page.

dhepd DHCP Service ] C@®=uE=

Fig. 4.15: Shortcuts on Service Status

4.5 General Configuration Options

System > General Setup contains options which set basic configuration items for WiSecurity
and the GUI. A few of these options are also found in the Setup Wizard.

Hostname The Hostname is the short name for this firewall, such as firewalll, hqg-

fw, or sitel. The name must start with a letter and it may contain only letters,
numbers, or a hyphen.

Domain Enter the Domain name for this firewall, e.g. example.com . If this network
does not have a domain, use <something>.localdomain, where <something>

is another identifier: a company name, last name, nickname, etc. For example,
company.localdomain

The Hostname and Domain name are combined to make up the Fully Qualified Domain Name

(FQDN) of this firewall. For example, if the Hostname is fwl and the Domain is example.com,
then the FQDN is fwl.example.com.

DNS Server Settings

Options in this section control how the firewall resolves hostnames using DNS.

DNS Server 1-4 Address The IP addresses of the DNS Servers may be filled in, if
required and if they are known.
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These DNS servers may be left blank if the DNS Resolver will remain active using its
default set-tings. The default WiSecurity configuration has the DNS Resolver active in
resolver mode (not for-warding mode). When set this way the DNS Resolver does not
need forwarding DNS servers as it will communicate directly with Root DNS
servers and other authoritative DNS servers. To force the firewall to use these
configured DNS servers, enable forwarding mode in the DNS Resolver or use
the DNS Forwarder.

See also:
For more information on configuring the DNS Resolver, see DNS Resolver

If this firewall has a dynamic WAN type such as DHCP, PPTP or PPPoE these may
be automatically assigned by the ISP and can be left blank.

DNS Server 1-4 Gateway In addition to their IP addresses, this page provides a way to set the
gateway used to reach each DNS server. This is especially useful in a Multi-WAN
scenario where, ideally, the firewall will have at least one DNS server configured per
WAN. More information on DNS for Multi-WAN can be found in DNS Servers and Static
Routes.

DNS Server Override When checked, a dynamic WAN ISP can supply DNS servers which
override those set manually. To force the use of only the DNS servers configured
manually, uncheck this option.

Disable DNS Forwarder By default, WiSecurity will consult the DNS Resolver or DNS
Forwarder running on this firewall to resolve hostnames for itself. It does this by
listing localhost (127.0.0.1) as its first DNS server internally. Activating this option
disables this behavior, forcing the firewall to use the DNS servers configured above
instead of itself.

Localization

Options in this section control the firewall’s clock display and language.

Timezone Choose a geographically named zone which best matches location of this firewall, or a com-
mon zone such as UTC. The firewall clock, log entries, and other areas of the firewall base their
time on this zone. Changing the zone may require a reboot to fully activate in all areas of the firewall.

Time Servers A Network Time Protocol (NTP) server hostname or IP address. Unless a
specific NTP server is required, such as one on LAN, the best practice is to leave
the Time Servers value at the default 0.WiSecurity.pool.ntp.org. This value will pick
a random server from a pool of known-good NTP hosts.

To utilize multiple time servers, add them in the same box, separating each server
by a space. For example, to use three NTP servers from the pool, enter:

0.WiSecurity.pool.ntp.org 1.WiSecurity.pool.ntp.org 2.WiSecurity.pool.ntp.org

This numbering is specific to how .pool.ntp.org operates and ensures each
address is drawn from a unique pool of NTP servers so the same server does not
get used twice.

Language The WiSecurity GUI has been translated into two other languages in addition
to the default En-glish language. The alternate languages are Portuguese (Brazil)
and Turkish.

webConfigurator

Options in this section control various aspects of the GUI's behavior.
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Theme Changing the Theme controls the look and feel of the GUI. Several themes are
included in the base system, and they only make cosmetic not functional changes to
the WebGUIL.

Top Navigation This option controls the behavior of the menu bar at the top of each
page. There are two possible choices:

Scrolls with page The default behavior. When the page is scrolled, the
navigation remains at the top of the page, so when scrolling down it is no
longer visible as it scrolls off the top of the window. This is the best option
for most situations.

Fixed When selected, the navigation remains fixed at the top of the window,
always visible and available for use. This behavior can be convenient,
but on smaller screens such as tablets and mobile devices, long menus
can be cut off, leaving options at the bottom unreachable.

Hostname in Menu When set, the firewall’s Hosthname or Fully Qualified Domain
Name will be in-cluded in the menu bar for reference. This can aid when
maintaining multiple firewalls, making it easier to distinguish them without
looking at the browser title or tab text.

Dashboard Columns The dashboard is limited to 2 columns by default. On wider
displays, more columns can be added to make better use of horizontal screen
space. The maximum number of columns is 4.

Associated Panels Show/Hide A few areas of the WiSecurity GUI contain
collapsible panels with settings. These panels take up extra screen space, so
they are hidden by default. For firewall administrators that use the panels
frequently, this can be slow and inefficient, so the options in this group allow
the panels to be shown by default instead of hidden.

Available Widgets Controls the Available Widgets panel on the Dashboard.

Log Filter Controls the log filtering ( A ) panel used for searching log entries
under
Status > System Logs.

Manage Log Controls the per-log settings in the Manage Log ( ’c ) panel
available for each log under Status > System Logs.

Monitoring Settings Controls the options panel used to change the graphs
at Status > Monitoring.

Left Column Labels When checked, the option labels in the left column are set to toggle
options when clicked. This can be convenient if the firewall administrator is used
to the behavior, but it can also be problematic on mobile or in cases when the
behavior is unexpected.

Dashboard Update Period Controls the interval at which the dashboard data is
updated. Many of the widgets update dynamically using AJAX. With many
widgets loaded, a fast update interval can cause a high load on the firewall,
depending on the hardware in use. Allowing longer time between updates
would reduce the overall load.

4.6 Advanced Configuration Options

System > Advanced contains numerous options of an advanced nature. Few of these options
require adjustment for basic routing/NAT deployments, these options can help customize the
firewall configuration in beneficial ways for more complex environments.
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Some of these options are covered in more detail in other sections of the book where their
discussion is more topical or relevant, but they are all mentioned here with a brief description.

Admin Access Tab

The options found on the Admin Access tab govern the various methods for administering the
firewall, including via the web interface, SSH, serial, and physical console.

webConfigurator (WebGUI)

Protocol

The WebGUI Protocol may be set to either HTTP or HTTPS. The best practice is to use HTTPS
so that traffic to and from the WebGUI is encrypted.

SSL Certificate

If HTTPS is chosen, a certificate must also be chosen from the SSL Certificate drop-down list.
The default certificate is an automatically-generated self-signed certificate. That is not an ideal
situation, but is better than no encryption at all.

Tip: To use an externally signed SSL certificate and key, import them using the
Certificate Manager, then select the certificate here.

The main downside to using a custom self-generated certificate is the lack of assurance of the
identity of the host, since the certificate is not signed by a Certificate Authority trusted by the
browser. Additionally, because for the bulk of Internet users such an invalid certificate should
be considered a risk, modern browsers have been cracking down on how they are handled.
Firefox, for example, gives a warning screen and forces the user to import the certificate and
allow a permanent exception. Internet Explorer will show a warning screen with a link to
continue, as does Chrome. Opera will show a warning dialog.

Tip: To generate a new self-signed certificate for the GUI, connect using the console or
ssh and from a shell prompt, run the following command:

pfSsh.php playback generateguicert

TCP Port

Moving the WebGUI to an alternate port is preferred by some administrators for security by obscurity
reasons, though such practices should not be considered as offering any security benefit. Moving
the GUI to another port will free up the standard web ports for use with port forwards or other services
such as a HAproxy. By default the WebGUI uses HTTPS on port 443 with a redirect from port 80 for
the best compatibility and ease of initial configuration. To change the port, enter a new port number
into the TCP Port field.

Max Processes
If multiple administrators view the GUI at the same time and pages are taking too long to load, or failing

to load, then increase the Max Processes value. By default it is set to 2, so the firewall runs two web
server worker processes.
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WebGUI Redirect

By default, for ease of access and compatibility, the firewall runs a redirect on port 80 so that if
a browser attempts to access the firewall with HTTP, the firewall will accept the request and
then redirect the browser to HTTPS on port 443. This redirect can be disabled by checking
Disable webConfigurator redirect rule. Disabling the redirect also allows another daemon to
bind to port 80.

WebGUI Login Autocomplete

For convenience, the login form allows autocomplete so browsers can save the login
credentials. In high-security environments, such as those that must adhere to specific security
compliance standards, this behavior is not acceptable. It can be disabled by checking Disable
webConfigurator login autocomplete. This only controls autocomplete on the login form.

Warning: Few browsers respect this option. Many of them will still offer to save passwords
even when the form specifies that it should not be allowed. This behavior must be controlled
or changed using browser options.

WebGUI login messages

Successful logins result in a message being printed to the console, and on some hardware
these console messages cause a “beep” to be heard from the device. To stop this log message
(and the resulting beep), check Disable logging of webConfigurator successful logins.

Anti-lockout

Access to the WebGUI port and SSH port on the LAN interface is permitted by default regardless of user-
defined filter rules, due to the anti-lockout rule. When two or more interfaces are present, the anti-lockout
rule is active on the LAN interface; If only one interface is configured, the anti-lockout rule will be active
on that interface instead.

Checking Disable webConfigurator anti-lockout Rule removes the automatic lockout prevention rule.
With that rule disabled, it is possible to control which LAN IP addresses may access the WebGUI
using firewall rules.

Warning: Filter rules must be in place to allow GUIl access before enabling this option!
If the LAN rules do not allow access to the GUI, removing the anti-lockout rule will
block access to the GUI, potentially leaving the administrator without a means to
reach the firewall.

Note: Resetting the LAN IP address from the system console also resets the anti-lockout rule. If
administrative access is locked out after enabling this, choose the console menu option 2, then choose
to set the LAN IP address, and enter in the exact same IP address and accompanying
information.

DNS Rebind Check

The firewall blocks private IP address responses from configured DNS servers by default, to
prevent DNS rebinding attacks. Check this box to disable DNS rebinding protection if it
interferes with webConfigurator access or name resolution.

See also:
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More detail on DNS rebinding attacks may be found on Wikipedia.

The most common case for disabling this would be when the firewall is set to use an internal
DNS server which will return private (RFC1918) answers for hostnames. When accessing the
firewall by IP address, these checks are not enforced because the attack is only relevant when
using a hostname.

Tip: Instead of disabling all DNS rebinding protections, it can be selectively disabled on a per-
domain basis in the DNS Resolver or DNS Forwarder. See DNS Resolver and DNS Rebinding
Protection and DNS Forwarder and DNS Rebinding Protection.

Browser HTTP_REFERER enforcement

The GUI checks the referring URL when it is accessed to prevent a form on another site from
submitting a request to the firewall, changing an option when the administrator did not intend
for that to happen. This also breaks some desirable convenience behavior, such as having a
page that links to various firewall devices. To disable this behavior, check Disable
HTTP_REFERER enforcement check.

Alternate Hostnames

To keep DNS Rebind Checks and HTTP_REFERER Enforcement active, but control their
behavior slightly, fill in Alternate Hostnames in the box. By default the system will allow access
to the hostname configured on the firewall and all IP addresses configured on the firewall.
Adding hostnames in this field will allow those hostnames to be used for GUI access and for
referring URL purposes.

Man-In-The-Middle Attack/Warning

If a browser attempts to access the GUI using an IP address that is not configured on the
firewall, such as a port forward from another firewall, a message will be printed that indicating
that access to the firewall may be compromised due to a Man-In-The-Middle (MITM) attack.

If such a forwarding was deliberately configured on the firewall or on a firewall ahead of this
one, the message may be safely ignored. If access to the firewall should have been direct, then
take great care before logging in to ensure the login credentials are not being routed through
an untrusted system. Access is not disabled in this case, only a warning, so there is no option
to disable this behavior.

Browser Tab Text

By default, the firewall GUI prints the firewall hostname first in the page/tab title, followed by
the page name. To reverse this behavior and show the page name first and hostname second,
check Display page name first in browser tab.

Administrators who access many firewalls at the same time in separate tabs tend to prefer
having the hostname first (default). Administrators who access one firewall with many pages in
separate tabs tend to prefer having the page name first.

Secure Shell (SSH)

The Secure Shell (SSH) server can be enabled which allows remote console access and file
management. A user can connect with any standard SSH client, such as the OpenSSH
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command line ssh client, PUTTY, SecureCRT, or iTerm. To login to the admin account, either
the admin username or root account may be used, and both accept the admin WebGUI
password for login.

Users in the User Manager that have the User - System - Shell account access privilege are
also al-lowed to login over ssh. These users do not have root access privileges, and do not
print the menu when they login because many of the options require root privileges.

Tip: To grant users additional shell privileges, use the sudo package.

File transfers to and from the WiSecurity firewall are also possible by using a Secure Copy (SCP)
client such as OpenSSH’s command line scp, FileZilla, WinSCP or Fugu. To use SCP, connect as
the root user, not admin. If a custom user has the User - System - Copy files permission, or all
access, then they may also utilize SCP.

Tip: SSH clients must be kept up-to-date. As time goes on, security standards evolve and the SSH
server settings utilized by WiSecurity will change. Outdated clients may not be able to connect
using the strong security keys and algorithms required by sshd on WiSecurity. If a client
will not connect, check for an update from the vendor.

Enable Secure Shell

To enable the SSH daemon, check Enable Secure Shell. After saving with this option enabled,
the firewall will generate SSH keys if they are not already present and then start the SSH
daemon.

Authentication Method

SSH can be configured to only allow key-based logins and not a password. Key-based logins
are a much more secure practice, though it does take more preparation to configure.

To force key-based authentication, check Disable Password login for Secure Shell.

User keys for key-based login are added by editing users in the User Manager (User Management and
Authentication). When editing a user, paste the allowed public keys into the Authorized Keys text field for their

account.

SSH Port

Moving the SSH server to an alternate port provides a negligible security improvement, and
frees up the port for other uses. To change the port, type the new port into the SSH Port box.

Tip: Brute force SSH scanners focus on hitting TCP port 22 but if the daemon is open to
the Internet on another port, it will eventually be found and hit by scanners.

Best Practices for SSH

If this firewall is installed in an environment that requires leaving SSH access unrestricted by firewall rules,
which is dangerous, we strongly recommended moving the SSH service to an alternate random port and
forcing key-based authentication. Moving to an alternate port will prevent log noise from many, but not all,
brute-force SSH login attempts and casual scans. It can still be found with a port scan, so switching to
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key-based authentication must always be done on every publicly accessible SSH server to eliminate the
possibility of successful brute force attacks.

Multiple unsuccessful logins from the same IP address will result in locking out the IP address
trying to authenticate, but that alone is not considered sufficient protection.

Serial Communications

If WiSecurity is running on hardware without a monitor or if it will be running “headless” (without
keyboard and video attached), then the serial console can be enabled to maintain physical
control, so long as the hardware has a serial port (not USB).

If hardware is detected which has no VGA port, the serial console is forced on and cannot be
disabled, and the serial options are all hidden except for the speed.

Serial Terminal

When Serial Terminal is set, the console is enabled on the first serial port. This console will
receive the kernel boot messages and a menu after the firewall has finished booting. This will
not disable the onboard keyboard and video console.

To connect to the serial console, use a null modem cable connected to a serial port or adapter
on another PC or serial device.

See also:

For more information on connecting to a serial console, see Connecting to a Serial Console and Start a
Serial Client.

When making any changes to the serial console, the firewall must be rebooted before they
take effect.

Serial Console Speed

The default serial console speed is 115200bps and almost all hardware works well at that speed. In rare
cases, a slower speed may be required which can be set here by picking the desired speed from the
Serial Speed drop-down.

When upgrading from an older version, this may remain at an older value such as 9600 or 38400 to match
the BIOS on older hardware. Increasing the speed to 115200 is almost always safe and more useful than
slower speeds.

Primary Console

On hardware with both the serial console enabled and a VGA port available, the Primary
Console selector chooses which is the preferred console, so it will receive the boot log
messages from WiSecurity. Other OS kernel messages will show up on all console connections,
and both consoles will have a usable menu.

In cases where the boot cannot complete, the preferred console must be used to resolve the
problem, such as reassigning interfaces.

Console Menu
Normally the console menu is always shown on the system console, and the menu will be available

as long as someone has physical access to the console. In high-security environments this is not
desirable. This option allows the console to be password protected. The same username and
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password may be used here that is used for the WebGUI. After setting this option, the firewall must
be rebooted before it takes effect.

Note: While this will stop accidental key presses and keep out casual users, this is by no means
a perfect security method. A knowledgeable person with physical access can still reset the
passwords (see Forgotten Password with a Locked Console). Consider other physical
security methods if console security is a requirement.

Firewall/NAT Tab
Firewall Advanced

IP Do-Not-Fragment compatibility

This option is a workaround for operating systems that generate fragmented packets with the don’t
fragment (DF) bit set. Linux NFS (Network File System) is known to do this, as well as some VolP
systems.

When this option is enabled, the firewall will not drop these malformed packets but instead clear
the don’t fragment bit. The firewall will also randomize the IP identification field of outgoing
packets to compensate for operating systems that set the DF bit but set a zero IP identification
header field.

IP Random ID generation

If Insert a stronger ID into IP header of packets passing through the filter is checked the firewall
replaces the IP identification field of packets with random values to compensate for operating
systems that use predictable values. This option only applies to packets that are not fragmented
after the optional packet reassembly.

Firewall Optimization Options

The optimization mode controls how the firewall expires state table entries:
Normal The standard optimization algorithm, which is optimal for most environments.

High Latency Used for high latency links, such as satellite links. Expires idle
connections later than default.

Aggressive Expires idle connections quicker. More efficient use of CPU and
memory but can drop legit-imate connections earlier than expected. This
option can also improve performance in high traffic deployments with lots of
connections, such as web services.

Conservative Tries to avoid dropping any legitimate connections at the expense of
increased memory usage and CPU utilization. Can aid in environments that
require long-lived but mostly idle UDP connections, such as VolP.

Disable Firewall
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When Disable all packet filtering is set, the WiSecurity firewall is turned into a routing-only platform.
This is accom-plished by disabling pf entirely, and as a consequence, NAT is disabled since it is
also handled by pf.

Tip: To disable only NAT, do not use this option. Consult Disabling Outbound NAT for
more information on controlling outbound NAT behavior.

Disable Firewall Scrub

When set, the scrubbing option in pf is disabled. The scrub action in pf can interfere with NFS,
and in rare cases, with VoIP traffic as well. By default, WiSecurity uses the fragment
reassemble option which reassembles fragmented packets before sending them on to their
destination, when possible. More information on the scrub feature of pf can be found in the
OpenBSD PF Scrub Documentation.

Note: Disabling scrub also disables other features that rely on scrub to function, such as DF bit
clearing and ID randomization. Disabling scrub does not disable MSS clamping if it is active for
VPNs, or when an MSS value is configured on an interface.

Firewall Adaptive Timeouts

Adaptive Timeouts control state handling in pf when the state table is nearly full. Using these timeouts, a
firewall administrator can control how states are expired or purged when there is little or no space
remaining to store new connection states.

Adaptive Timeouts are enabled by default and the default values are calculated automatically based on the
configured Firewall Maximum States value.

Adaptive Start Adaptive scaling is started once the state table reaches this level,
expressed as a number of states. Adaptive Start defaults to 60% of Firewall
Maximum States.

Adaptive End When the size of the state table reaches this value, expressed as a
number of state table entries, all timeout values are assumed to be zero, which
causes pf to purge all state entries imme-diately. This setting defines the scale
factor, it should be set greater than the total number of states allowed. Adaptive
End defaults to 120% of Firewall Maximum States.

When the number of connection states exceeds the threshold set by Adaptive Start, timeout
values are scaled linearly with factor based on how many states are used between the Start
and End state counts. The timeout adjustment factor is calculated as follows: (Number of states
until the Adaptive End value is reached) / (Difference between the Adaptive End and Adaptive
Start values).

Note: As an example, consider a firewall with Adaptive Start set to 600000, Adaptive End set
to 1200000 and Firewall Maximum States set to 1000000. In this situation, when the state table
size reaches 900000 entries the state timeouts will be scaled to 50% of their normal values.

(1,200,000 - 900,000) / (1,200,000 - 600,000) = 300,000 / 600,000 = 0.50, 50%

Continuing the example, when the state table is full at 1,000,000 states the timeout
values will be reduced to 1/3 of their original values.

Firewall Maximum States
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This value is the maximum number of connections the firewall can hold in its state table. The
default size is calculated based on 10% of total RAM. This default value is sufficient for most
installations, but can be adjusted higher or lower depending on the load and available memory.

Each state consumes approximately 1 KB of RAM, or roughly 1 MB of RAM for every 1000
states. The firewall must have adequate free RAM to contain the entire state table before
increasing this value. Firewall states are discussed further in Stateful Filtering.

Tip: On a firewall with 8GB of RAM the state table would have a default size of approximately
800,000 states. A custom Firewall Maximum States value of 4,000,000 would consume about 4GB
of RAM, half the available 8GB total.

Firewall Maximum Table Entries

This value defines the maximum number of entries that can exist inside of address tables used by
the firewall for collections of addresses such as aliases, ssh/GUI lockout records, hosts blocked by
snort alerts, and so on. By default this is 200,000 entries. If the firewall has features enabled which
can load large blocks of address space into aliases such as URL Table aliases or the pfBlocker
package, then increase this value to comfortably include at least double the total amount of entries
contained in all aliases combined.

Firewall Maximum Fragment Entries

When scrub is enabled the firewall maintains a table of packet fragments waiting to be reassembled. By default
this table can hold 5000 fragments. In rare cases a network may have an unusually high rate of fragmented

packets which can require more space in this table. When this limit is reached, the following log
message will appear in the main system log:

‘ kernel: [zone: pf frag entries] PF frag entries limit reached

Static Route Filtering

The Bypass firewall rules for traffic on the same interface option applies if the firewall has one or
more static routes defined. If this option is enabled, traffic that enters and leaves through the same
interface will not be checked by the firewall. This may be required in situations where multiple
subnets are connected to the same interface, to avoid blocking traffic that is passed through the
firewall in one direction only due to asymmetric routing. See Bypass Firewall Rules for Traffic on
Same Interface for a more in-depth discussion on that topic.

Disable Auto-added VPN rules

By default, when IPsec is enabled firewall rules are automatically added to the appropriate interface
which will allow the tunnel to establish. When Disable Auto-added VPN rules is checked, the firewall
will not automatically add these rules. By disabling these automatic rules, the firewall administrator
has control over which addresses are allowed to connect to a VPN. Further information on these
rules can be found at VPNs and Firewall Rules.

Disable Reply-To
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In a Multi-WAN configuration the firewall has a beneficial default behavior that ensures traffic leaves the same
interface it arrived through. This is accomplished using the pf keyword reply-to which is added automatically to
interface tab firewall rules for WAN-type interfaces. When a connection matches a rule with reply-to, the firewall
remembers the path through which the connection was made and routes the reply traffic back to the gateway
for that interface.

Tip: WAN-type interfaces are interfaces which have a gateway set on their Interfaces menu entry
configuration, or interfaces which have a dynamic gateway such as DHCP, PPPoE, or assigned
WIiVPN, GIF, or GRE interfaces.

In situations such as bridging, this behavior is undesirable if the WAN gateway IP address is
different from the gateway IP address of the hosts behind the bridged interface. Disabling reply-
to will allow clients to communicate with the proper gateway.

Another case that has issues with reply-to involves static routing to other systems in a larger
WAN subnet. Dis-abling reply-to in this case would help ensure that replies return to the proper
router instead of being routed back to the gateway.

This behavior can also be disabled on individual firewall rules rather than globally using this
option.

Disable Negate rules

In a Multi-WAN configuration traffic for directly connected networks and VPN networks typically
must still flow properly when using policy routing. WiSecurity will insert rules to pass this local
and VPN traffic without a gateway specified, to maintain connectivity. In some cases these
negation rules can over-match traffic and allow more than intended.

Tip: We recommend creating manual negation rules at the top of internal interfaces such as LAN.
These rules should pass to local and VPN destinations without a gateway set on the rule, to honor
the system routing table. These rules do not have to be at the top of the interface rules, but
they must be above rules that have a gateway set.

Aliases Hostnames Resolve Interval

This option controls how often hostnames in aliases are resolved and updated by the filterdns
daemon. By default this is 300 seconds (5 minutes). In configurations with a small number of
hostnames or a fast/low-load DNS server, decrease this value to pick up changes faster.

Check Certificate of Alias URLs

When Verify HTTPS certificates when downloading alias URLSs is set, the firewall will require a
valid HTTPS certificate for web servers used in URL table aliases. This behavior is more secure,
but if the web server is private and uses a self-signed certificate, it can be more convenient to
ignore the validity of the certificate and allow the data to be downloaded.

Warning: We always recommend using a server certificate with a valid chain of trust
for this type of role, rather than weakening security by allowing a self-signed
certificate.

Bogon Networks
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The Update Frequency drop-down for Bogon Networks controls how often these lists are
updated. Further informa-tion on bogon networks may be found in Block bogon networks.

Network Address Translation

NAT Reflection for Port Forwards

The NAT Reflection mode for port forwards option controls how NAT reflection is handled by
the firewall. These NAT redirect rules allow clients to access port forwards using the public IP
addresses on the firewall from within local internal networks.

See also:

Refer to NAT Reflection for a discussion on the merits of NAT Reflection when compared to
other techniques such as Split DNS.

There are three possible modes for NAT Reflection:

Disabled The default value. When disabled, port forwards are only accessible from
WAN and not from inside local networks.

Pure NAT This mode uses a set of NAT rules to direct packets to the target of the
port forward. It has better scalability, but it must be possible to accurately
determine the interface and gateway IP address used for communication with
the target at the time the rules are loaded. There are no inherent limits to the
number of ports other than the limits of the protocols. All protocols available
for port forwards are supported.

When this option is enabled, Automatic Outbound NAT for Reflection must
also be enabled if the clients and servers are in the same local network.

NAT + Proxy NAT + proxy mode uses a helper program to send packets to the target of the port
forward. The connection is received by the reflection daemon and it acts as a proxy, creating
a new connection to the local server. This behavior puts a larger burden on the firewall, but
is useful in setups where the interface and/or gateway IP address used for communication
with the target cannot be accurately determined at the time the rules are loaded. NAT +
Proxy reflection rules are not created for ranges larger than 500 ports and will not be
used for more than 1000 ports total between all port forwards. Only TCP port

forwards are supported.

Individual NAT rules have the option to override the global NAT reflection configuration, so they
may have NAT reflection forced on or off on a case-by-case basis.

Reflection Timeout

The Reflection Timeout setting forces a timeout on connections made when performing NAT
reflection for port forwards in NAT + Proxy mode. If connections are staying open and
consuming resources, this option can mitigate that issue.

NAT Reflection for 1:1 NAT

When checked, this option adds additional reflection rules which enable access to 1:1 mappings of
external IP ad-dresses from internal networks. This gives the same functionality that already exists
for port forwards, but for 1:1 NAT. There are complex routing scenarios that may render this option
ineffective.
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This option only affects the inbound path for 1:1 NAT, not outbound. The underlying rule style is
similar to the Pure NAT mode for port forwards. As with port forwards, there are per-entry options to
override this behavior.

Automatic Outbound NAT for Reflection

When checked, this option automatically creates outbound NAT rules which assist reflection
rules that direct traffic back out to the same subnet from which it originated. These additional
rules allow Pure NAT and 1:1 NAT Reflection to function fully when the clients and servers are
in the same subnet. In most cases, this box must be checked for NAT Reflection to work.

Note: This behavior is necessary because when clients and servers are in the same subnet, the
traffic source must be changed so that the connection appears to originate from the firewall.
Otherwise, the return traffic will bypass the firewall and the connection will not succeed.

TFTP Proxy

The built-in TFTP proxy will proxy connections to TFTP servers outside the firewall, so that
client connections may be made to remote TFTP servers. Ctrl-click or shift-click to select
multiple entries from the list. If no interfaces are chosen, the TFTP proxy service is deactivated.

State Timeouts

The State Timeout section allows fine-tuning of the state timeouts for various protocols. These are
typically handled automatically by the firewall and the values are dictated by the Firewall Optimization
Options options. In rare cases, these timeouts may need adjusted up or down to account for irregularities
in device behavior or site-specific needs.

All of the values are expressed in seconds, and control how long a connection in that state will
be retained in the state table.

See also:

Descriptions in the following options reference firewall state conditions as described in
Interpreting States.

TCP First The first packet of a TCP connection.
TCP Opening The state before the destination host has replied (e.g.
SYN_SENT:CLOSED).

TCP Established An established TCP connection where the three-way handshake has been
completed.

TCP Closing One side has sent a TCP FIN packet.

TCP FIN Wait Both sides have exchanged FIN packets and the connection is
shutting down. Some servers may continue to send packets during this time.

TCP Closed One side has sent a connection reset (TCP RST) packet.
UDP First The first UDP packet of a connection has been received.

UDP Single The source host has sent a single packet but the destination has not replied
(e.0.
SINGLE:NO_TRAFFIC).

UDP Multiple Both sides have sent packets.
ICMP First An ICMP packet has been received.
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ICMP Error An ICMP error was received in response to an ICMP packet.

Other First, Other Single, Other Multiple The same as UDP, but for other protocols.

Networking Tab

IPv6 Options

Allow IPv6

When the Allow IPv6 option is unchecked, all IPv6 traffic will be blocked.

This option is checked by default on new configurations so that the firewall is capable of
transmitting and receiving IPv6 traffic if the rules allow it to pass. This option controls a set of
block rules that prevent IPv6 traffic from being handled by the firewall to allow compatibility with
configurations imported from or upgraded from versions of WiSecurity older than 2.1.

Note: This option does not disable IPv6 functions or prevent it from being configured, it
only controls traffic flow.

IPv6 over IPv4 Tunneling

The Enable IPv4 NAT encapsulation of IPv6 packets option enables IP protocol 41/RFC 2893
forwarding to an IPv4 address specified in the IP address field.

When configured, this forwards all incoming protocol 41/IPv6 traffic to a host behind this firewall
instead of handling it locally.

Tip: Enabling this option does not add firewall rules to allow the protocol 41 traffic. A
rule must exist on the WAN interface to allow the traffic to pass through to the local
receiving host.

Prefer IPv4 over IPv6

When set, this option will cause the firewall itself to prefer sending traffic to IPv4 hosts instead
of IPv6 hosts when a DNS query returns results for both.

In rare cases when the firewall has partially configured, but not fully routed, IPv6 this can allow
the firewall to continue reaching Internet hosts over IPv4.

Note: This option controls the behavior of the firewall itself, such as when polling for updates,
package installations, downloading rules, and fetching other data. It cannot influence the behavior
of clients behind the firewall.

Network Interfaces

Device Polling

Warning: Device polling has a detrimental effect on modern hardware and is
unnecessary, decreasing perfor-mance and causing various problems. The option has
been removed from WiSecurity as of version 2.4.

Device polling is a technique that lets the system periodically poll network devices for new data
instead of relying on interrupts. This prevents the firewall WebGUI, SSH, etc. from being
inaccessible due to interrupt floods when under extreme load, at the cost of higher latency. The

59



WL-6XXF Industrial Firewall User Manual

need for polling has been nearly eliminated thanks to operating system advancements and more
efficient methods of interrupt handling such as MSI/MSIX.

Note: With polling enabled, the system will appear to use 100% CPU. This is normal, as the polling
thread is using CPU to look for packets. The polling thread is run at a lower priority so that if other
programs need CPU time, it will give it up as needed. The downside is that this option makes
the CPU graph less useful.

Hardware Checksum Offloading

When checked, this option disables hardware checksum offloading on the network cards.
Checksum offloading is usually beneficial as it allows the checksum to be calculated (outgoing)
or verified (incoming) in hardware at a much faster rate than it could be handled in software.

Note: When checksum offloading is enabled, a packet capture will see empty (all zero)
or flag incorrect packet checksums. These are normal when checksum handling is
happening in hardware.

Checksum offloading is broken in some hardware, particularly Realtek cards and
virtualized/emulated cards such as those on Xen/KVM. Typical symptoms of broken checksum
offloading include corrupted packets and poor throughput performance.

Tip: In virtualization cases such as Xen/KVM it may be necessary to disable checksum offloading
on the host as well as the VM. If performance is still poor or has errors on these types of VMs,
switch the type of NIC if possible.

Hardware TCP Segmentation Offloading

Checking this option will disable hardware TCP segmentation offloading (TSO, TSO4, TSO6).
TSO causes the NIC to handle splitting up packets into MTU-sized chunks rather than handling
that at the OS level. This can be faster for servers and appliances as it allows the OS to offload
that task to dedicated hardware, but when acting as a firewall or router this behavior is highly
undesirable as it actually increases the load as this task has already been performed elsewhere
on the network, thus breaking the end-to-end principle by modifying packets that did not
originate on this host.

Warning: This option is not desirable for routers and firewalls, but can benefit
workstations and appliances. It is disabled by default, and should remain disabled
unless the firewall is acting primarily or solely in an appli-ance/endpoint role.

Do not uncheck this option unless directed to do so by a support representative. This
offloading is broken in some hardware drivers, and can negatively impact performance
on affected network cards and roles.

Hardware Large Receive Offloading

Checking this option will disable hardware large receive offloading (LRO). LRO is similar to TSO, but for
the incoming path rather than outgoing. It allows the NIC to receive a large number of smaller packets
before passing them up to the operating system as a larger chunk. This can be faster for servers and
appliances as it offloads what would normally be a processing-heavy task to the network card. When
acting as a firewall or router this is highly undesirable as it delays the reception and forwarding of packets
that are not destined for this host, and they will have to be split back up again on the outbound path,
increasing the workload significantly and breaking the end-to-end principle.
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Warning: This option is not desirable for routers and firewalls, but can benefit
workstations and appliances. It is disabled by default, and should remain disabled
unless the firewall is acting primarily or solely in an appli-ance/endpoint role.

Do not uncheck this option unless directed to do so by a support representative. This
offloading is broken in some hardware drivers, and can negatively impact performance
on affected network cards and roles.

Suppress ARP messages

The firewall makes a log entry in the main system log when an IP address appears to switch to
a different MAC address. This log entry notes that the device has moved addresses, and
records the IP address and the old and new MAC addresses.

This event can be completely benign behavior (e.g. NIC teaming on a Microsoft server, a device
being replaced) or a legitimate client problem (e.g. IP conflict), and it could show up constantly
or rarely if ever. It all depends on the network environment.

We recommend allowing these ARP messages to be printed to log since there is a chance it
will report a problem worth the attention of a network administrator. However, if the network
environment contains systems which generate these messages while operating normally,
suppressing the errors can make the system log more useful as it will not be cluttered with
unneeded log messages.

Miscellaneous Tab

Proxy Support

If this firewall resides in a network which requires a proxy for outbound Internet access, enter the proxy
options in this section so that requests from the firewall for items such as packages and updates will be
sent through the proxy.

Proxy URL

This option specifies the location of the proxy for making outside connections. It must be an IP
address or a fully qualified domain name.

Proxy Port

The port to use when connecting to the proxy URL. By default the port is 8080 for HTTP proxy
URLSs, and 443 for SSL proxy URLs. The port is determined by the proxy, and may be a different
value entirely (e.g. 3128). Check with the proxy administrator to find the proper port value.

Proxy Username

If required, this is the username that is sent for proxy authentication.

Proxy Password

If required, this is the password associated with the username set in the previous option.
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Load Balancing

Sticky Connections

When WiSecurity is directed to perform load balancing, successive connections will be redirected in
a round-robin manner to a web server or gateway, balancing the load across all available servers or
paths. When Sticky Connections is active this behavior is changed so that connections from the
same source are sent to the same web server or through the same gateway, rather than being sent
in a purely round-robin manner.

Sticky Connections affects both outbound load balancing (Multi-WAN) as well as server load
balancing when en-abled. This “sticky” association will exist as long as states are in the table for
connections from a given source address. Once the states for that source expire, so will the sticky
association. Further connections from that source host will be redirected to the next web server in
the pool or the next available gateway in the group.

For outgoing traffic using a load balancing gateway group, the sticky association is between
the user and a gateway. As long as the local address has states in the state table, all of its
connections will flow out of a single gateway. This can help with protocols such as HTTPS and
FTP, where the server may be strict about all connections coming from the same source, or
where an additional inbound connection must be received from the same source. The downside
of this behavior is that balancing is not as efficient, a heavy user could dominate a single WAN
rather than having their connections spread out.

For server load balancing, described further in Server Load Balancing, sticky connections are
desirable for applications which rely on the same server IP addresses being maintained
throughout a given session for a user. Web applications on servers may not be intelligent
enough to allow a user session to exist on multiple backend servers at the same time, so this
allows a user to always reach the same server so long as they are browsing a site. This
behavior may not be required depending on the content of the server.

Tip: For more control over how user connections are associated with servers in a load balancing
scenario, consider using the HAProxy package instead of the built-in relayd load balancer.
HAProxy supports several methods of ensuring users are properly directed to a backend
server.

The Source Tracking Timeout for sticky connections controls how long the sticky association
will be maintained for a host after the all of the states from that host expire. The value is
specified in seconds. By default, this value is not set, so the association is removed as soon as
the states expire. If sticky connections appear to work initially but seem to stop partway through
sessions, increase this value to hold an association longer. Web browsers often hold open
connections for a while as users are on a site, but if there is a lot of idle time, connections may
be closed and states may expire.

Default Gateway Switching

Enable Default Gateway Switching allows additional non-default gateways to take over if the default
gateway be-comes unreachable. This behavior is disabled by default. With multiple WANs, switching
the default gateway auto-matically will ensure that the firewall always has a default gateway so that
traffic from the firewall itself can get out to the Internet for DNS, updates, packages, and add-on
services such as squid.

Tip: When using the DNS Resolver in the default non-forwarding mode, default gateway switching
is required for Multi-WAN to function properly. If default gateway switching cannot be used, then
consider using forwarding mode instead.

62



WL-6XXF Industrial Firewall User Manual

There are cases where switching the default gateway is not desirable, however, such as when
the firewall has additional gateways that are not connected to the Internet. In the future this
option will be expanded so it can be controlled on a per-gateway basis.

Warning: This option is known to not work properly with a PPP-type WAN (PPPOE,
L2TP, etc) as a default gateway.

Power Savings

When Enable PowerD is checked, the powerd daemon is started. This daemon monitors the system and
can lower or raise the CPU frequency based on system activity. If processes need the power, the CPU
speed will be increased as needed. This option will lower the amount of heat a CPU generates, and may
also lower power consumption.

Note: The behavior of this option depends greatly on the hardware in use. In some cases, the CPU
frequency may lower but have no measurable effect on power consumption and/or heat, where
others will cool down and use less power considerably. It is considered safe to run, but is left
off by default unless supported hardware is detected.

The mode for powerd may also be selected for three system states:
AC Power Normal operation connected to AC power.

Battery Power Mode to use when the firewall is running on battery. Support for
battery power detection varies by hardware.

Unknown Power Mode used when powerd cannot determine the power source.
Four modes choices exist for each of these states:

Maximum Keeps the performance as high as possible at all times.

Minimum Keeps performance at its lowest, to reduce power consumption.

Adaptive Tries to balance savings by decreasing performance when the system is
idle and increasing when busy.

Hiadaptive Similar to adaptive but tuned to keep performance high at the cost of increased
power con-sumption. It raises the CPU frequency faster and drops it slower. This is
the default mode.

Note: Some hardware requires powerd running to operate at its maximum attainable CPU
frequency. If the firewall device does not have powerd enabled but always runs at what appears
to be alow CPU frequency, enable powerd and set it to Maximum for at least the AC Power
state.

Watchdog

Certain firewall hardware includes a Watchdog feature which can reset the hardware when the
watchdog daemon can no longer interface with the hardware after a specified timeout. This can
increase reliability by resetting a unit when a hard lock is encountered that might otherwise
require manual intervention.

The downside to any hardware watchdog is that any sufficiently busy system may be
indistinguishable from one that has suffered a hard lock.

Enable Watchdog When checked, the watchdogd daemon is run which attempts to
latch onto a sup-ported hardware watchdog device.
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Watchdog Timeout The time, in seconds, after which the device will be reset if it
fails to respond to a watchdog request. If a firewall regularly has a high load
and triggers the watchdog accidentally, increase the timeout.

Cryptographic & Thermal Hardware

Cryptographic Hardware

There are a few options available for accelerating cryptographic operations via hardware. Some are built
into the kernel, and others are loadable modules. One optional module is selectable here: AES-NI
(Advanced Encryption Standard, New Instructions). If AES-NI CPU-based Acceleration (aesni) is chosen,
then its kernel module will be loaded when saved, and at bootup. The aesni module will accelerate
operations for AES-GCM, available in IPsec.

Support for AES-NI is built into many recent Intel and some AMD CPUs. Check with the OEM
for specific CPU or SoC support.

Speeds with AES-NI vary by support of the underlying software. Some OpenSSL-based software
like WiVPN can perform differently with AES-NI unloaded since OpenSSL has built-in support for
AES-NI. IPsec support will be greatly increased with AES-NI loaded provided that AES-GCM is used
and properly configured.

These drivers hook into the crypto(9) framework in FreeBSD, so many aspects of the system
will automatically use acceleration for supported ciphers.
There are other supported cryptographic devices, such as hifn(4) and ubsec(4). In most cases, if a

supported accelerator chip is detected, it will be shown in the System Information widget on the
dashboard.

Thermal Sensors

WiSecurity can read temperature data from a few sources to display on the dashboard. If the
firewall has a supported CPU, selecting a thermal sensor will load the appropriate driver to read
its temperature.

The following sensor types are supported:

None/ACPI The firewall will attempt to read the temperature from an ACPI-
compliant motherboard sensor if one is present, otherwise no sensor
readings are available.

Intel Core Loads the coretemp module which supports reading thermal data from Intel core-
series CPUs and other modern Intel CPUs using their on-die sensors, including Atom-
based processors.

AMD K8, K10, and K11 Loads the amdtemp module which supports reading
thermal data from mod-ern AMD CPUs using their on-die sensors.

If the firewall does not have a supported thermal sensor chip, this option will have no effect.
To unload the selected module, set this option to None/ACPI and then reboot.

Note: The coretemp and amdtemp modules report thermal data directly from the CPU core. This
may or may not be indicative of the temperature elsewhere in the system. Case
temperatures can vary greatly from temperatures on the CPU die.

Schedules

The Do not kill connections when schedule expires option controls whether or not states are cleared when
a sched-uled rule transitions into a state that would block traffic. If unchecked, connections are terminated
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when the schedule time has expired. If checked, connections are left alone and will not be automatically
closed by the firewall.

Gateway Monitoring

Clear States When a Gateway is Down

When using Multi-WAN, by default the monitoring process will not flush states when a gateway goes into
a down state. Flushing states for each gateway event can be disruptive in situations where a gateway is
unstable.

The Flush all states when a gateway goes down option overrides the default behavior, clearing
states for all existing connections when any gateway fails. Clearing states can help redirect
traffic for long-lived connections such as VolP phone/trunk registrations to another WAN, but it
can also disrupt ongoing connections if a lesser-used gateway is flapping which would still Kill
all states when it fails.

More information on how this impacts Multi-WAN can be found in State Killing/Forced Switch.

Note: When this is triggered, the entire state table is cleared. This is necessary because it is not
possible to kill all states for the failing WAN and the LAN-side states associated with the failing
WAN. Removing states on the WAN side alone is ineffective, the LAN-side states must be
cleared as well.

Skip Rules When Gateway is Down

By default, when a rule has a specific gateway set and this gateway is down, the gateway is
omitted from the rule and traffic is sent via the default gateway.

The Do not create rules when gateway is down option overrides that behavior and the entire rule is omitted
from the ruleset when the gateway is down. Instead of flowing via the default gateway, the traffic will
match a different rule instead. This is useful if traffic must only ever use one specific WAN and never flow
over any other WAN.

Tip: When utilizing this option, create a reject or block rule underneath the policy routing rule with
the same matching criteria. This will prevent the traffic from potentially matching other rules below
it in the ruleset and taking an unintended path.

RAM Disk Settings

The /tmp and /var directories are used for writing files and holding data that is temporary and/or
volatile. Using a RAM disk can reduce the amount of writing that happens on the firewall’'s disks.
Modern SSDs do not have disk write concerns as older drives once did, but it can still be a
concern when running from lower quality flash storage such as USB thumb drives.

This behavior has the benefit of keeping most of the writes off of the disk in the base system,
but packages may yet write frequently to the hard drive. It also requires additional handling to
ensure data such as RRD graphs and DHCP leases are retained across reboots. Data for both
is saved during a proper shutdown or reboot, and also periodically if configured.

Use RAM Disks When checked, a memory disk is created at boot time for /tmp and

/var/ and the associated structure is initialized. When this setting is toggled, a
reboot is required and forced on save.
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/tmp RAM Disk Size The size of the /tmp RAM disk, in MiB. The default value is 40,
but should be set higher if there is available RAM.

Ivar RAM Disk Size The size of the /var RAM disk, in MiB. The default value is 60,
but should be set much higher, especially if packages will be used. 512-1024
is a better starting point, depending on the available firewall RAM.

Periodic RRD Backup The time, in hours, between periodic backups of RRD files.
If the firewall is rebooted unexpectedly, the last backup is restored when the
firewall boots back up. The lower the value, the less data that will be lost in
such an event, but more frequent backups write more to the disk.

Periodic DHCP Leases Backup The time, in hours, between periodic backups of the
DHCP lease databases. If the firewall is rebooted unexpectedly, the last
backup is restored when the firewall boots back up. The lower the value, the
less data that will be lost in such an event, but more frequent backups write
more to the disk.

Warning: Aside from the points mentioned above, there are several items to be
cautious about when choosing whether or not to use the RAM disk option. Used
improperly, this option can lead to data loss or other unexpected failures.

The system logs are held in /var but they are not backed up like the RRD and DHCP
databases. The logs will reset fresh on each reboot. For persistent logs, utilize remote
syslog to send the logs to another device on the network.

Packages may not properly account for the use of RAM disks, and may not function
properly at boot time or in other ways. Test each package, including whether or not
it works immediately after a reboot.

These are RAM disks, so the amount of RAM available to other programs will be
reduced by the amount of space used by the RAM disks. For example if the firewall
has 2GB of RAM, and has 512MB for /var and 512MB for /tmp, then only 1GB of RAM
will be available to the OS for general use.

Special care must be taken when choosing a RAM disk size, which is discussed in
the following section.

RAM Disk Sizes

Setting a size too small for /tmp and /var can backfire, especially when it comes to packages. The
suggested sizes on the page are an absolute minimum and often much larger sizes are required. The
most common failure is that when a package is installed, and parts of the package touch places in both
/tmp and /var and it can ultimately fill up the RAM disk and cause other data to be lost. Another common
failure is setting /var as a RAM disk and then forgetting to move a squid cache to a location outside of
Ivar - if left unchecked, it will fill up the RAM disk.

For /tmp, a minimum of 40 MiB is required. For /var a minimum of 60 MiB is required. To
determine the proper size, check the current usage of the /tmp and /var directories before
making a switch. Check the usage several times over the course of a few days so it is not
caught at a low point. Watching the usage during a package installation adds another useful
data point.

System Tunables Tab
The System Tunables tab under System > Advanced provides a means to set run-time FreeBSD system

tunables, also known as sysctl OIDs. In almost all cases, we recommend leaving these tunables at their
default values. Firewall administrators familiar with FreeBSD, or users doing so under the direction of a
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developer or support representative, may want to adjust or add values on this page so that they will be
set as the system starts.

Note: The tunables on this page are different from Loader Tunables. Loader Tunables
are read-only values once the system has booted, and those values must be set in
/boot/loader.conf.local.

Creating and Editing Tunables

"]
To edit an existing tunable, click 4 .
+

When editing or creating a tunable, the following fields are available:

To create a new tunable, click New at the top of the list.

Tunable The sysctl OID to set

Value The value to which the Tunable will be set.

Note: Some values have formatting requirements. Due to the vast
number of sysctl OIDs, the GUI does not validate that the given Value
will work for the chosen Tunable.

Description An optional description for reference.

Click Save when the form is complete.

Tunable OIDs and Values

There are many OIDs available from sysctl, some of them can be set, some are read only
outputs, and others must be set before the system boots as Loader Tunables. The full list of
OIDs and their possible values is outside the scope of this book, but for those interested in
digging a little deeper, The sysctl manual page from FreeBSD contains detailed instructions
and information.

Notifications
WiSecurity notifies the administrator of important events and errors by displaying an alert in the menu bar,

indicated by the ‘ icon. WiSecurity can also send these notifications remotely via E-mail using SMTP
or via Growl.

SMTP E-mail

E-mail notifications are delivered by a direct SMTP connection to a mail server. The server
must be configured to allow relaying from the firewall or accept authenticated SMTP
connections.

Disable SMTP When checked, SMTP notifications will not be sent. This is useful to silence
notifications while keeping SMTP settings in place for use by other purposes such as
packages that utilize e-mail.

E-mail server The hostname or IP address of the e-mail server through which the
notifications will be sent.
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SMTP Port of E-mail server The port to use when communicating with the SMTP
server. The most common ports are 25 and 587. In many cases, 25 will not
work unless it is to a local or internal mail server. Providers frequently block
outbound connections to port 25, so use 587 (the Submission port) when
possible.

Connection Timeout to E-Mail Server The length of time, in seconds, that the firewall
will wait for an SMTP connection to complete.

Secure SMTP Connection When set, the firewall will attempt an SSL/TLS connection
when sending e-mail. The server must have a valid SSL certificate and accept
SSL/TLS connections.

From e-mail address The e-mail address that will be used in the From: header,
which specifies the source of the message. Some SMTP servers attempt to
validate this address so the best practice is to use a real address in this field.
This is commonly set to the same address as Notification E-mail address.

Notification E-mail address The e-mail address for the To: header of the message,
which is the desti-nation where the notification e-mails will be delivered by the
firewall.

Notification E-Mail Auth Username Optional. If the mail server requires a username
and password for authentication, enter the username here.

Notification E-Mail Auth Password Optional. If the mail server requires a username
and password for authentication, enter the password here and in the
confirmation field.

Notification E-mail Auth Mechanism This field specifies the authentication
mechanism required by the mail server. The majority of e-mail servers work
with PLAIN authentication, others such as MS Exchange may require LOGIN
style authentication.

Click

Save to store the settings before proceeding.

Click 4 Test SMTP Settings to generate a test notification and send it via SMTP using the
previously stored settings. Save settings before clicking this button.

Startup/Shutdown Sound

If the firewall hardware has a PC speaker WiSecurity will play a sound when startup finishes
and again when a shutdown is initiated.

Check Disable the startup/shutdown beep to prevent the firewall from playing these sounds.

Growl

Growl provides an unobtrusive method of delivering desktop notifications. These notifications
pop up on a desktop and then hide or fade away. Growl is available in the App store for Mac
OSX, and it is available on Windows and FreeBSD/Linux as well.

Disable Growl Notifications When checked, the firewall will not send Growl notifications.

Registration Name The service name the firewall will use to register with the Growl server.
By default this is WiSecurity-Growl. Consider this as the type of notification as seen by
the Growl server.
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Notification Name The name of the system that produces notifications. The default
value of WiSecurity growl alert may be sufficient, or customize it with the
firewall hostname or any other value to make it distinct.

IP Address The IP address to which the firewall will send Growl notifications.

Password The password required by the Growl server.

Click

Click N

settings. Save before attempting a test.

4.7 Console Menu Basics

Save to store the settings before proceeding.

Test Growl Settings to send a test notification via Growl using the previously saved

Basic configuration and maintenance tasks can be performed from the system console. The console is
available using a keyboard and monitor, serial console, or by using SSH. Access methods vary depending
on hardware. Below is an example of what the console menu will look like, but it may vary slightly

depending on the version and platform:

**% Welcome to WiSecurity 2.4.0-RELEASE (amd64) on WiSecurity ***

WAN (wan) ->vmx0

LAN (lan) ->vmx1

0) Logout (SSH only)

1) Assign Interfaces

2) Setinterface(s) IP address

3) Reset webConfigurator password
4) Reset to factory defaults

5) Reboot system

6) Halt system

7) Ping host

8) Shell

-> v4/DHCP4: 198.51.100.6/24

v6/DHCP6: 2001:db8::20c:29ff.fe78:6e4e/64
->v4:10.6.0.1/24

v6/t6: 2001:db8:1:eea0:20c:29ff:fe78:6e58/64

9) pfTop
10) Filter Logs
11) Restart  webConfigurator
12) PHP shell + WiSecurity tools
13) Update from console
14) Disable  Secure Shell (sshd)
15) Restore recent configuration
16) Restart PHP-FPM

Assign Interfaces

This option restarts the Interface Assignment task, which is covered in detail in Assign Interfaces and
Manually Assigning Interfaces. This menu option can create VLAN interfaces, reassign existing

interfaces, or assign new ones.

Set interface(s) IP address

The script to set an interface IP address can set WAN, LAN, or OPT interface IP addresses,
but there are also other useful features of this script:

» The firewall prompts to enable or disable DHCP service for an interface, and to set the

DHCP IP address range if it is enabled.

« If the firewall GUI is configured for HTTPS, the menu prompts to switch to HTTP. This
helps in cases when the SSL configuration is not functioning properly.

« If the anti-lockout rule on LAN has been disabled, the script enables the anti-lockout rule
in case the user has been locked out of the GUI.
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Reset webConfigurator password

This menu option invokes a script to reset the admin account password and status. The
password is reset to the default value of WiSecurity.

The script also takes a few other actions to help regain entry to the firewall:

« If the GUI authentication source is set to a remote server such as RADIUS or LDAP, it
prompts to return the authentication source to the Local Database.

« If the admin account has been removed, the script re-creates the account.

« If the admin account is disabled, the script re-enables the account.

Reset to factory defaults

This menu choice restores the system configuration to factory defaults. It will also attempt to
remove any installed packages.

Note: This action will not make any other changes to the filesystem. If system files have
been corrupted or altered in an undesirable way, the best practice is to make a backup, and
reinstall from installation media.

This action is also available in WebGUI at Diagnostics > Factory Defaults
Reboot system

This menu choice will cleanly shutdown the WiSecurity firewall and restart the operating
system.

A few advanced options may also be displayed on this page, depending on hardware
support:

Reboot normally Performs a normal reboot in the traditional way.

Reroot This option does not perform a full reboot, but a “reroot” style boot. All
running processes are killed, all filesystems are remounted, and then the
system startup sequence is run again. This type of restart is much faster as it
does not reset the hardware, reload the kernel, or need to go through the
hardware detection process.

Reboot into Single User Mode This will restart the firewall into single user mode for
diagnostic pur-poses. The firewall cannot automatically recover from this state,
console access is required to use single user mode and reboot the firewall. This
menu option is not available on SG-1000.

Warning: In single user mode, the root filesystem defaults to read-only and
other filesystems are not mounted. The firewall also does not have an
active network connection. This option must only be used under the
guidance of a support representative or a FreeBSD user with advanced
knowledge.

Reboot and run a filesystem check This reboots the firewall and forces a filesystem
check using fsck, run five times. This operation can typically correct issues with
the filesystem on the firewall. This menu option is not available on SG-1000.

Note: The single user mode and filesystem check options require an uppercase letter to be
entered to confirm the action. This is necessary to avoid activating the options accidentally. The
reboot and reroot options may be entered in upper or lower case.
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This action is also available in WebGUI at Diagnostics > Reboot

Halt system

This menu choice cleanly shuts down the firewall and either halts or powers off, depending on hardware
support.

Warning: We strongly discourage cutting power from a running system. Halting
before removing power is always the safest choice.

This action is also available in WebGUI at Diagnostics > Halt System

Ping host

This menu option runs a script which attempts to contact a host to confirm if it is reachable through a
connected network. The script prompts the user for an IP address, and then it sends that target host three
ICMP echo requests.

The script displays output from the test, including the number of packets received, sequence
numbers, response times, and packet loss percentage.

The script uses ping when given an IPv4 address or a hostname, and ping6é when given an
IPv6 address.

Shell

This menu choice starts a command line shell. A shell is very useful and very powerful, but also
has the potential to be very dangerous.

Note: The majority of WiSecurity users do not need to touch the shell, or even know it
exists.

Complex configuration tasks may require working in the shell, and some troubleshooting tasks
are easier to accomplish from the shell, but there is always a chance of causing irreparable
harm to the system.

Veteran FreeBSD users may feel slightly at home there, but there are many commands which are
not present on a WiSecurity system since unnecessary parts of the OS are removed for security and
size constraints.

A shell started in this manner uses tcsh, and the only other shell available is sh . While it is
possible to install other shells for the convenience of users, we do not recommend or support
using other shells.

pfTop
This menu option invokes pftop which displays a real-time view of the firewall states, and the
amount of data they have sent and received. It can help pinpoint sessions currently using large

amounts of bandwidth, and may also help diagnose other network connection issues.

See also:

See Viewing States with pfTop for more information on how to use pfTop.

Filter Logs
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The Filter Logs menu option displays firewall log entries in real-time, in their raw form. The raw
logs contain much more information per line than the log view in the WebGUI (Status > System
Logs, Firewall tab), but not all of this information is easy to read.

Tip: For a simplified console view of the logs in real time with low detail, use this shell
command:

clog -f /var/log/filter.log | filterparser.php

Restart webConfigurator

Restarting the webConfigurator will restart the system process that runs the WebGUI (nginx).
In extremely rare cases the process may have stopped, and restarting it will restore access to
the GUI.

If the GUI is not responding and this option does not restore access, invoke menu option 16 to
Restart PHP-FPM after using this menu option.

PHP shell + WiSecurity tools

The PHP shell is a powerful utility that executes PHP code in the context of the running system.
As with the normal shell, it is also potentially dangerous to use. This is primarily used by
developers and experienced users who are intimately familiar with both PHP and the
WiSecurity code base.

Playback Scripts

There are several playback scripts for the PHP Shell that automate simple tasks or enable access
to the GUI.

These scripts are run from within the PHP shell like so:

‘ WiSecurity shell: playback scriptname

They may also be run from the command line:

‘# pfSsh.php playback scriptname

changepassword

This script changes the password for a user, and also prompts to reset the account properties if it is disabled
or expired.

disablecarp / enablecarp

These scripts disable and enable CARP high availability functions, and will deactivate CARP
type Virtual IP addresses. This action does not persist across reboots.

disablecarpmaint / enablecarpmaint

These scripts disable and enable CARP maintenance mode, which leaves CARP active but
demotes this unit so the other node can assume control. This maintenance mode will persist
across reboots.

disabledhcpd
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This script removes all DHCP configuration from the firewall, effectively disabling the DHCP
service and completely removing all of its settings.

disablereferercheck

This script disables the HTTP_REFERER check mentioned in Browser HTTP_REFERER
enforcement. This can help gain access to the GUI if a browser session is triggering this
protection.

enableallowallwan

This script adds an allow all rule for IPv4 and IPv6 to the WAN interface.

Warning: Be extremely careful with this option, itis meant to be atemporary measure
to gain access to services on the WAN interface of the firewall in situations where the
LAN is not usable. Once proper access rules are put in place, remove the rules added
by this script.

Enablesshd
This script enables the SSH daemon, the same as the console menu option or GUI option.

externalconfiglocator

This script will look for a config.xml file on an external device, such as a USB thumb drive, and
will move it in place for use by the firewall.

gatewaystatus

This script prints the current gateway status and statistics. It also accepts an optional parameter
brief which prints only the gateway name and status, omitting the addresses and statistical data.

generateguicert

This script creates a new self-signed certificate for the firewall and activates it for use in the
GUI. This is useful in cases where the previous certificate is invalid or otherwise not usable. It
also fills in the certificate details using the firewall hostname and other custom information, to
better identify the host.

gitsync

This complex script synchronizes the PHP and other script sources with files from the
WiSecurity github repository. It is most useful on development snapshots to pick up changes
from more recent commits.

Warning: This script can be dangerous to use in other circumstances. Only use this
under the direction of a knowledgeable developer or support representative.

If the script is run without any parameters it will print a help message outlining its use. More
information can be found on the WiSecurity Doc Wiki.

installpkg / listpkg / uninstallpkg
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These scripts interface with the WiSecurity package system in a similar way to the GUI. These are
primarily used for debugging package issues, comparing information in config.xml compared to the
package database.

pfanchordrill

This script recursively searches through pf anchors and prints any NAT or firewall rules it finds.
This can help track down unexpected behavior in areas such as the relayd load balancer which
rely on rules in anchors that are not otherwise visible in the GUI.

pftabledrill

This script prints the contents of all pf tables, which contain addresses used in firewall aliases as
well as built-in system tables for features such as bogon network blocking, snort, and GUI/SSH
lockout. This script is useful for checking if a specific IP address is found in any table, rather than
searching individually.

removepkgconfig

This script removes all traces of package configuration data from the running config.xml. This
can be useful if a package has corrupted settings or has otherwise left the packages in an
inconsistent state.

removeshaper

This script removes ALTQ traffic shaper settings, which can be useful if the shaper
configuration is preventing rules from loading or is otherwise incorrect and preventing proper
operation of the firewall.

resetwebgui

This script resets the GUI settings for widgets, dashboard columns, the theme, and other
GUI-related settings. It can return the GUI, particularly the dashboard, to a stable state if it is
not functioning properly.

restartdhcpd

This script stops and restarts the DHCP daemon.

restartipsec

This script rewrites and reloads the IPsec configuration for strongSwan.
SvC

This script gives control over the services running on the firewall, similar to interacting with
services at Status > Services.

The general form of the command is:

playback svc <action> <service name> [service-specific options]

The action can be stop, start, or restart.
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The service name is the name of the services as found under Status > Services. If the name
includes a space, enclose the name in quotes.

The service-specific options vary depending on the service, they are used to uniquely identify
services with multiple instances, such as WiVPN or Captive Portal entries.

Examples:

+ Stop miniupnpd:

pfSsh.php playback svc stop miniupnpd

« Restart WiVPN client with ID 2:

pfSsh.php playback svc restart WiVPN client 2

« Start the Captive Poral process for zone “MyZone”:

pfSsh.php playback svc start captiveportal MyZone

Upgrade from console

This menu option runs the WiSecurity-upgrade script to upgrade the firewall to the latest
available version. This is operationally identical to running an upgrade from the GUI and
requires a working network connection to reach the update server.

This method of upgrading is covered with more detail in Upgrading using the Console.

Enable/Disable Secure Shell (sshd)

This option toggles the status of the Secure Shell Daemon, sshd. This option works the same
as the option in the WebGUI to enable or disable SSH, but is accessible from the console.

Restore recent configuration

This menu option starts a script that lists and restores backups from the configuration history. This
is similar to accessing the configuration history from the GUI at Diagnostics > Backup/Restore on
the Config History tab.

This script can display the last few configuration files, along with a timestamp and description
of the change made in the configuration, the user and IP address that made the change, and

the config revision. This is especially useful if a recent configuration error accidentally removed
access to the GUI.

Restart PHP-FPM
This menu option stops and restarts the daemon which handles PHP processes for nginx. If

the GUI web server process is running but unable to execute PHP scripts, invoke this option.
Run this option in conjunction with Restart webConfigurator for the best result.

4.8 Time Synchronization
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Time and clock issues are relatively common on hardware, but on firewalls they are critical,
especially if the firewall is performing tasks involving validating certificates as part of a PKI
infrastructure.

Proper time synchronization is an absolute necessity on embedded systems, some of which
do not have a battery onboard to preserve their date and time settings when power is removed.

Not only will getting this all in line help with critical system tasks, but it also ensures that the log files on
the firewall are properly timestamped, which aids with troubleshooting, record keeping, and general
system management.

Time Keeping Problems

Hardware can have significant problems keeping time, though such problems are generally isolated
to older, low-quality hardware. All PC clocks will drift to some extent, but some hardware can drift
as much as one minute for every couple minutes that pass and rapidly get out of sync. NTP is
designed to periodically update the system time to account for normal drift. It cannot reasonably
correct clocks that drift significantly. This is very uncommon, but there are a few methods that can
potentially work around these problems.

The best way to avoid time keeping problems is to use quality hardware that has been tested
and does not experience these issues, such as hardware found in the WiSecurity Store.

There are four items to check if hardware has significant time keeping problems.

Network Time Protocol

By default, WiSecurity attempts to synchronize its time using the ntp.org Network Time Protocol
(NTP) server pool. This ensures an accurate date and time on the firewall, and will accommodate
normal clock drift. If the firewall date and time are incorrect, ensure NTP synchronization is
functioning. The most common problem preventing synchronization is the lack of proper DNS
configuration on the firewall. If the firewall cannot resolve hostnames, NTP synchronization will fail.
The results of synchronization are shown at boot time in the system log, and the status of the NTP
clock syn-chronization can be viewed at Status > NTP. The NTP Status widget for the Dashboard
also offers basic information about the NTP server selected for use by the firewall.

BIOS Updates

We have seen older hardware that ran fine for years on Windows encounter major timekeeping
problems once rede-ployed on FreeBSD (and by consequence, WiSecurity). The systems were
running a BIOS version several revisions out of date. One of the revisions addressed a
timekeeping issue that apparently never affected Windows. Applying the BIOS update fixed the
problem. The first thing to check is to make sure the hardware in question has the latest
available BIOS.

PNP OS settings in BIOS

Other hardware might have time keeping difficulties in FreeBSD and WiSecurity unless PNP OS in
the BIOS was set to No. If the BIOS does not have a PNP OS configuration option, look for an OS
setting and set it to Other.

Disable ACPI
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A few BIOS vendors have produced ACPI (Advanced Configuration and Power Interface)
implementations which are buggy at best and dangerous at worst. On more than one occasion
we have encountered hardware that would not boot or run properly while ACPI support is active.

While ACPI support can be disabled in the BIOS, and in the OS, we do not recommend using
hardware that requires such changes.

Adjust Timecounter Hardware Setting

On rare systems, the kern.timecounter.hardware sysctl value may need to be changed to correct an
inaccurate clock. This is known to be an issue with older versions of VMware such as ESX 5.0 in
combination with an amd64-based WiSecurity or FreeBSD image. That special case was a bug in the
hypervisor that is fixed in ESX 5.1 and later.

On these systems the default timecounter will eventually stop the clock from ticking, causing
problems with en-cryption, VPNs, and services in general. On other systems, the clock may
skew by large amounts with the wrong timecounter.

To change the timecounter, browse to System > Advanced, on the System Tunables tab and
add an entry to set kern.timecounter.hardware to i8254

This will make the system use the i8254 timecounter chip, which typically keeps good time but
may not be as fast as other methods. The other timecounter choices will be explained later in
this section.

If the system keeps time properly after making this change, leave the tunable entry in place to
make this change permanent. If the change did not help, remove the tunable or try another
value.

Depending on the platform and hardware, there may also be other timecounters to try. For a
list of available timecoun-ters found on a firewall, execute the following command:

’ # sysctl kern.timecounter.choice

The firewall will print a list of available timecounters and their “quality” as reported by
FreeBSD:

’ kern.timecounter.choice: TSC-low(1000) ACPI-safe(850) i8254(0) dummy(-1000000)

Try any of those four values for the sysctl kern.timecounter.hardware setting. In terms of
“quality” in this listing, the larger the number the better, but the actual usability varies from
system to system.

TSC A counter on the CPU, but is tied to the clock rate and is not readable by other CPUs.
It can be used in bare metal SMP systems but it requires that TSCs on all CPUs be
synchronized. It cannot be used reliably on systems with variable-speed CPUs or
virtualized system with multiple CPUs.

18254 A clock chip found in most hardware, which tends to be safe but can have
performance drawbacks.

ACPI-safe If it is properly supported by the hardware, this is a good choice because
it does not suffer from the performance limitations of i8254, but in practice its
accuracy and speed vary widely depending on the implementation.

ACPI-fast A faster implementation of the ACPI timecounter available on hardware
that does not suffer from known ACPI issues.

HPET High Precision Event Timer available in some hardware. When available, it
is generally consid-ered a good source of accurate time counting.

77



WL-6XXF Industrial Firewall User Manual

This and more information on FreeBSD Timecounters can be found in the paper Timecounters: Efficient
and precise timekeeping in SMP kernels by Poul-Henning Kamp of the FreeBSD Project, and in the
FreeBSD source code.

Adjust the Kernel Timer Frequency

In rare cases adjusting the kernel timer frequency, or kern.hz kernel tunable, can help performance
or stability. This is especially true on virtualized environments. The default is 1000, but in some
cases 100, 50, or even 10 will be a better value depending on the system. When WiSecurity is
installed in VMware, it detects it and automatically sets this tunable to 100, which should work fine
in nearly all cases with VMware products.

To adjust this setting, add a line to /boot/loader.conf.local with the new value:

| kern.hz=100

GPS Time Synchronization

To aid in maintaining an accurate clock, GPS time synchronization is also provided by
WiSecurity on supported hardware. Certain serial or USB GPS devices are supported, and in
combination with external time servers, they can help keep the clock accurate. For more detail,
see NTPD.

4.9 Troubleshooting

The Setup Wizard and related configuration tasks will work for most situations, but there may
be issues getting con-nections to flow normally in their intended directions. Some of these
issues may be unique to a particular environment or configuration, but can be worked through
with basic troubleshooting.

Cannot access WebGUI from LAN

If the WebGUI is not accessible from the LAN, the first thing to check is cabling. If the cable is a
hand-made cable or _shorter_ than 3 feet (One meter), try a different cable. If the client PC is
directly connected to a network interface on the firewall, a crossover cable may be needed on older
hardware that does not have Auto-MDIX support on its network cards. This is not a concern on
gigabit or faster hardware.

Once there is a link light on both the client network card and the firewall LAN interface, check
the TCP/IP configu-ration on the client PC. If the DHCP server is enabled on the firewall, as
it is by default, ensure that the client is also set for DHCP. If DHCP is disabled on the firewall,
hard code an IP address on the client residing in the same subnet as the firewall LAN IP
address, with the same subnet mask, and use the firewall LAN IP address as the gateway
and DNS server.

If the cabling and network settings are correct, the client will be able to ping the LAN IP address of the
firewall. If the client PC can ping, but not access the WebGuUI, there are still a few more things to try.
First, if the error on the client PC is a connection reset or failure, then either the server daemon that runs
the WebGUI is not running or the client is attempting to use the wrong port. If the error is instead a
connection timeout, that points more toward a firewall rule.

If the client receives a connection timeout, refer to What to do when locked out of the WebGUI. With a properly
configured network connection, this shouldn’t happen, and that section offers ways to work around firewall rule
issues.
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Double check that WAN and LAN are not on the same subnet. If WAN is set for DHCP and is
plugged in behind another NAT router, it may also be using 192.168.1.1. If the same subnet
is present on WAN and LAN, unpre-dictable results may happen, including not being able to
route traffic or access the WebGUI. When in doubt, unplug the WAN cable, reboot the
WiSecurity firewall, and try again.

If the client receives a connection reset, first try to restart the WebGUI server process from
the system console, typically option 11, followed by option 16 to restart PHP-FPM. If that does
not help, start a shell from the console (option 8), and type:

# sockstat | grep nginx

The firewall will return a list of all running nginx processes, and the port upon which they are
listening, like this:

root nginx 41948 5 tcp4 *:443 *'x
root nginx 41948 6 tcpb6 *443 '
root nginx 41948 7 tcp4d *:80 o
root nginx 41948 8 tcpb6 *:80 i

In that output, it shows that the process is listening on port 443 of each interface on both IPv4
and IPv6, as well as port 80 for the redirect, but that may vary based on the firewall
configuration.

Try connecting to the firewall LAN IP address by using that port directly, and with both HTTP
and HTTPS. For exam-ple, if the LAN IP address was 192.168.1.1, and it was listening on
port 82, try http://192.168.1.1:82 and https://192.168.1.1:82.

No Internet from LAN

If the client PC is able to reach the WebGUI but not the Internet, there are several things to
consider. The WAN interface may not be properly configured, DNS resolution may not be
working, there could be a problem with the firewall rules, NAT rules, or even something as
simple as a local gateway issue.

WAN Interface Issues

First, check the WAN interface to be sure it is operational. Browse to Status > Interfaces and
look at the WAN interface status there. If the interface is working properly the status will show
as “up”. If it shows “no carrier” or “down”, double check the cabling and WAN settings under
Interfaces > WAN.

If the interface is using PPPoE or PPTP for the WAN type, there is an additional status line
indicating if the PPP

~a
connection is active. If it is down, try pressing the ™ Connect button. If that doesn’t work,

double check all of the interface settings on Interfaces > WAN, check or reboot the ISP CPE
(cable/DSL modem, etc.), and perhaps consult with the ISP for help regarding the settings and
circuit state.

DNS Resolution Issues
Inside the WebGUI, navigate to Diagnostics > Ping and enter in the ISP gateway address. The

gateway address is listed on Status > Interfaces for the WAN interface and under Status >
Gateways.
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If the gateway is unknown, try another known-valid address such as 8.8.8.8. If the firewall is
able to ping that address and receive a response, then repeat that same ping test from the
client PC. Open a command prompt or terminal window, and ping that same IP address.

If the client can ping by IP address, then try to ping a web site by name such as
www.google.com. Try it from the firewall GUI and from the client PC. If the IP ping test works,
but the name test fails, then there is a problem with DNS resolution. See Figure Testing
Connectivity for Bogon Updates for an example.

If DNS resolution does not work on the firewall, first check which DNS service is enabled on the
firewall and how it is configured. By default, a WiSecurity firewall is configured to use the DNS
Resolver in a mode that does not require any specific DNS servers. It queries the root servers and
other authoritative servers directly. Older installations and upgraded installations default to the DNS
Forwarder, which requires DNS Servers to be entered under System > General Setup or to be
acquired from a dynamic WAN such as DHCP or PPPoE. The DNS Resolver can also operate in
this mode if Enable Forwarding Mode is activated in its settings.

If the DNS Resolver is active but the firewall is unable to resolve hostnames, the problem is usually a lack
of working WAN connectivity. Aside from that, one possibility is that the WAN or upstream network gear
does not properly pass DNS traffic in a way that is compatible with DNSSEC. Disable DNSSEC in the
Resolver options to see if that allows resolution to function. It is also possible that the ISP filters DNS
requests and requires the use of specific DNS servers. In that case, configure DNS servers and then
activate forwarding mode or switch to the DNS Forwarder.

The firewall DNS server settings are under System > General Setup, and are also visible at Status >
Interfaces. Check with ping to be sure these DNS servers are reachable. If the firewall can reach
the gateway address at the ISP, but not the DNS servers, contact the ISP and double check those
values. If the DNS servers are obtained via DHCP or PPPoE and the firewall cannot reach them,
contact the ISP. If all else fails, consider using Google’s public DNS (8.8.8.8, 8.8.4.4) name servers
on the firewall instead of those provided by the ISP.

If DNS works from the WiSecurity firewall but not from a client PC, it could be the DNS Resolver or
Forwarder con-figuration on the firewall, the client configuration, or firewall rules. Out of the box, the
DNS Resolver handles DNS queries for clients behind the firewall. If the client PCs are configured
with DHCP, they will receive the IP address of the firewall interface to which they are connected as
a DNS server, unless that is manually changed. For example, if a PC is on the LAN interface, and
the firewall LAN IP address is 192.168.1.1, then the client DNS server should also be 192.168.1.1.
If the DNS Resolver and DNS Forwarder are disabled, adjust the DNS servers which get assigned
to DHCP clients under Services > DHCP Server. Normally when the DNS Resolver and DNS
Forwarder are disabled, the system DNS servers are assigned directly to the clients, but if that is
not the case in practice for this setup, define them in the DHCP settings. If the client PC is not
configured for DHCP, be sure it has the proper DNS servers set: either the LAN IP address of the
WiSecurity firewall or an alternate set of working internal or external DNS servers.

Another possibility for DNS working from the WiSecurity firewall but not a local client is an
overly strict firewall rule on the LAN. Check Status > System Logs, on the Firewall tab. If
blocked connections appear in the log from the local client trying to reach a DNS server, then
add a firewall rule at the top of the LAN rules for that interface which will allow connections to
the DNS servers on TCP and UDP port 53.

Client Gateway Issue

In order for a WiSecurity firewall to properly route Internet traffic for client PCs, it must be their gateway.
If client PCs are configured using the DHCP server built into WiSecurity firewalls, this will be set
automatically. However, if the clients receive DHCP information from an alternate DHCP server, or their
IP addresses have been entered manually, double check that their gateway is set for the IP address of
the interface to which they connect on the WiSecurity firewall. For example, if the clients are on the
WiSecurity LAN interface and the IP address for the LAN interface is 192.168.1.1, then the gateway
address on the client PCs must be set to 192.168.1.1.
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Firewall Rule Issues

If the default “LAN to Any” rule has been changed or removed from the LAN interface, traffic attempting
to reach the Internet from client PCs via the WiSecurity firewall may be blocked. This is easily confirmed
by browsing to Status > System Logs and looking at the Firewall tab. If there are entries there that show
blocked connections from LAN PCs trying to reach Internet hosts, revisit the LAN ruleset at Firewall >
Rules, on the LAN tab to make the necessary adjustments to allow that traffic. Consult Firewall for more
detailed information on editing or creating additional rules.

If it works from the LAN side but not from an OPT interface, be sure the firewall has rules in
place to allow the traffic to pass. Rule are not created by default on OPT interfaces.

NAT Rule Issues

If the outbound NAT rules have been changed from their defaults, traffic attempting to reach
the Internet may not have NAT properly applied. Navigate to Firewall > NAT, Outbound tab. In
most cases the setting should be on Automatic outbound NAT rule generation. If it is not,
change to that setting, Click Save and Apply Changes, and then try to reach the Internet from
a client PC again. If that did not help a PC on the LAN to get out, then the issue is likely
elsewhere.

If Outbound NAT is set to Manual Outbound NAT rule generation and Internet access works
from LAN but not from an OPT interface, manually add rules that matches traffic coming from
the OPT interface. Look at the existing rules for LAN and adjust them accordingly, or refer to
Outbound NAT for more information on creating outbound NAT rules.

The same applies for traffic coming from VPN users: WiVPN, IPsec, etc. If these users need to reach the Internet

via this WiSecurity firewall, they will need outbound NAT rules for their subnets. See Outbound NAT for more
information.

4.10 WiSecurity XML Configuration File

WiSecurity firewalls store all of their settings in an XML format configuration file. All configuration
settings including settings for packages are held in this one file. All other configuration files for
system services and behavior are generated dynamically at run time based on the settings held
within the XML configuration file.

Those familiar with FreeBSD and related operating systems have found this out the hard way,
when their changes to system configuration files were repeatedly overwritten by the firewall
before they came to understand that WiSecurity handles everything automatically.

Most people will never need to know where the configuration file resides, but for reference it is
in /cflconf/config.xml. Typically, /conf/ is a symlink to /cf/conf, so it may also be accessible
directly from /conf/config.xml, but this varies by platform and filesystem layout.

Manually editing the configuration

A few configuration options are only available by manually editing the configuration file, though this
isn’t required in the vast majority of deployments. Some of these options are covered in other parts
of this book.

Warning: Even for seasoned administrators it is still easy to incorrectly edit the
configuration file. Always keep backups and be aware that breaking the configuration
will result in unintended consequences.
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The safest and easiest method of editing the configuration file is to make a backup from Diagnostics >
Backup/Restore, save the file to a PC, edit the file and make any needed changes, then restore the
altered config-uration file to the firewall. Use an editor that properly understands UNIX line endings,
and preferably an editor that has special handling for XML such as syntax highlighting. Do not use
notepad.exe on Windows.

For administrators familiar with the vi editor, the viconfig command will edit the running
configuration live, and after saving and quitting the editor, the firewall will remove the cached
configuration from /tmp/config.cache and then the changes will be visible in the GUI. The
changes will not be active until the next time the service relevant to the edited portion of the
config is restarted/reloaded.

4.11 What to do when locked out of the WebGUI

Under certain circumstances an administrator can be locked out of the WebGUI. Don'’t be afraid if this happens;
there are a number of ways to regain control. Some methods are a little tricky, but it is nearly always possible
to recover access. The worst-case scenarios require physical access, as anyone with physical access can
bypass security measures.

Warning: Let the tactics in this section be a lesson. Physical security of a firewall is
critical, especially in environments where the firewall is physically located in a
common area accessible to people other than authorized administrators.

Before taking any of these steps, try the default credentials:
Username admin

Password WiSecurity
Forgotten Password

The firewall administrator password can easily be reset using the firewall console if it has been
lost. Access the physical console (Serial or Keyboard/Monitor) and use option 3 to reset the
WebGUI password. This option can also reset the admin account if it has been disabled or
expired.

After resetting the password, the admin user can login with the default password WiSecurity
Forgotten Password with a Locked Console

If the console is password protected, all is not lost. It takes two reboots to accomplish, but the
password can be reset with physical access to the console:

» Reboot the WiSecurity firewall

» Choose the Boot Single User option (2) from the loader menu (the one with the ASCII
WiSecurity logo)

* Press enter when prompted to start /bin/sh

* Remount all partitions as rewritable:

# /shin/mount -a -t ufs

* Run the built-in password reset command:

# letc/rc.initial.password

* Follow the prompts to reset the password
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* Reboot

When the firewall reboots, the admin user can login with the default password WiSecurity.

HTTP vs HTTPS Confusion

Ensure the client is connecting with the proper protocol, either HTTP or HTTPS. If one doesn’t
work, try the other. If the GUI has not been configured correctly, the firewall may be running
the GUI on an unexpected port and protocol combination, such as:

* http://WiSecurityhostname:443
* https://WiSecurityhostname:80

To reset this from the console, reset the LAN interface IP Address, enter the same IP address,
and the script will prompt to reset the WebGUI back to HTTP.

Blocked Access with Firewall Rules

If a remote administrator loses access to the WebGUI due to a firewall rule change, then access
can still be obtained from the LAN side. The LAN rules cannot prevent access to the GUI unless
the anti- lockout rule is disabled. The anti-lockout rule ensures that hosts on the LAN are able
to access the WebGUI at all times, no matter what the other rules on the LAN interface block.

Having to walk someone on-site through fixing the rule from the LAN is better than losing
everything or having to make a trip to the firewall location!

Remotely Circumvent Firewall Lockout with Rules

There are a few ways to manipulate the firewall behavior at the shell to regain access to the firewall GUI.
The following tactics are listed in order of how easy they are and how much impact they have on the
running system.

Add arule with EasyRule

The easiest way, assuming the administrator knows the IP address of a remote client PC that
needs access, is to use the easyrule shell script to add a new firewall rule. In the following
example, the easyrule script will allow access on the WAN interface, from x.x.x.x (the client IP
address) to y.y.y.y (presumably the WAN IP address) on TCP port 443:

‘ # easyrule pass wan tcp X.X.X.X y.y.y.y 443

Once the easyrule script adds the rule, the client will be able to access the GUI from the specified
source address.

Add an allow all WAN rule from the shell

Another tactic is to temporarily activate an “allow all” rule on the WAN to let a client in.

Warning: An “allow all” style rule is dangerous to have on an Internet-connected WAN
interface. Do not forget to remove the rule added by this script

To add an “allow all” rule to the WAN interface, run the following command at a shell prompt:

# pfSsh.php playback enableallowallwan

Once the administrator regains access and fixes the original issue preventing them from
reaching the GUI, remove the “allow all rule” on WAN.
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Disable the Firewall

An administrator can (very temporarily) disable firewall rules by using the physical console or
SSH.

Warning: This completely disables pf which disables firewall rules and NAT. If the network
run by this firewall relies on NAT to function, which most do, then running this command will
disrupt connectivity from the LAN to the Internet.

To disable the firewall, connect to the physical console or ssh and use option 8 to start a shell, and
then type:

# pfctl -d

That command will disable the firewall, including all NAT functions. Access to the WebGUI is
now possible from anywhere, at least for a few minutes or until a process on the firewall causes
the ruleset to be reloaded (which is almost every page save or Apply Changes action). Once
the administrator has adjusted the rules and regained the necessary access, turn the firewall
back on by typing:

# pfctl -e

Manual Ruleset Editing

The loaded ruleset is retained in /tmp/rules.debug. If the administrator is familiar with PF ruleset
syntax, they can edit that file to fix the connectivity issue and reload those rules:

# pfctl -f tmp/rules.debug

After getting back into the WebGUI with that temporary fix, the administrator must perform
whatever work is re-quired in the WebGUI to make the fix permanent. When the rules are saved
in the WebGUI, the temporary edit to /tmp/rules.debug will be overwritten.

Remotely Circumvent Firewall Lockout with SSH Tunneling

If remote access to the WebGUI is blocked by the firewall, but SSH access is allowed, then
there is a relatively easy way to get in: SSH Tunneling.

If the WebGUI is on port 80, set the SSH client to forward local port 443 (or 4443, or another
port) to remote port localhost:443. If the firewall WebGUI is on another port, use that as the
target instead. Then point the browser to https://localhost. Add the port to the end of the URL
if it differs from the default 443, for example https://localhost:4443. If the GUI is using HTTP,
change the protocol on the URL to http://.
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Fig. 4.16: Setting Up a Port 80 SSH Tunnel in PUTTY

Fill out the options as shown in Figure Setting Up a Port 80 SSH Tunnel in PuTTY, then click
Add.

Once the client connects and authenticates, the WebGUI is accessible from the redirected
local port.

Locked Out Due to Squid Configuration Error

If a firewall administrator accidentally configures Squid to use the same port as the WebGUI, it can cause
a race condition for control of the port, depending on which service (re)starts at a particular time. If Squid
manages to get control of the port that the WebGUI wants, then the WebGUI will not be accessible to fix
the configuration.

The following procedure may help to regain control.
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» Connect to the WiSecurity firewall console with SSH or physical access
« Start a shell, option 8 from the console.

* Terminate the squid process:

‘ # lusr/local/etc/rc.d/squid.sh stop

If that doesn’t work, try this command instead:

[# Killall -9 squid

or:

‘ # squid -k shutdown

Once the squid process is fully terminated, use console menu option 11 to restart the WebGUI
process, and then attempt to access the WebGUI again.

Note: Work quickly or repeat the shutdown command, as squid may be automatically
restarted by its internal moni-toring scripts depending on the method used to stop the
process.

Most WiSecurity configuration is performed using the web-based GUI configurator
(webConfigurator), or WebGUI for short. There are a few tasks that may also be performed
from the console, whether it be a monitor and keyboard, over a serial port, or via SSH.

4.12 Connecting to the WebGUI

In order to reach the WebGUI, connect with a web browser from a computer connected to the LAN.
This computer may be directly connected with a network cable or connected to the same switch as
the LAN interface of the firewall. By default, the LAN IP address of a new WiSecurity system is
192.168.1.1 with a /24 mask (255.255.255.0), and there is also a DHCP server running. If the
computer is set to use DHCP, it should obtain an address in the LAN subnet automatically. Then
open a browser and navigate to https://192.168.1.1.

Warning: If the default LAN subnet conflicts with the WAN subnet, the LAN subnet
must be changed before connecting it to the rest of the network.

The LAN IP address may be changed and DHCP may be disabled using the console:
» Open the console (VGA, serial, or using SSH from another interface)
» Choose option 2 from the console menu
» Enter the new LAN IP address, subnet mask, and specify whether or not to enable DHCP.

 Enter the starting and ending address of the DHCP pool if DHCP is enabled. This can be
any range inside the given subnet.

Note: When assigning a new LAN IP address, it cannot be in the same subnet as the
WAN or any other active interface. If there are other devices already present on the LAN
subnet, it also cannot be set to the same IP address as an existing host.

If the DHCP server is disabled, client computers on LAN must have an IP address in the WiSecurity
LAN subnet statically configured, such as 192.168.1.5, with a subnet mask that matches the one
given to WiSecurity, such as 255.255.255.0.
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Once the computer is connected to the same LAN as WiSecurity, navigate to the firewall LAN IP
address. The GUI listens on HTTPS by default, but if the browser attempts to connect using HTTP,
it will be redirect by the firewall to the HTTPS port instead. To access the GUI directly without the
redirect, use https://192.168.1.1.

When loading the WebGUI, the firewall first presents a login page. On this page, enter the default
credentials:

username admin

password WiSecurity
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CHAPTER 5

5. INTERFACE TYPES AND CONFIGURATION

5.1 Interface Groups

Unlike the other interfaces in this chapter, an Interface Group is not a type of interface that can
be assigned. Interface groups are used to apply firewall or NAT rules to a set of interfaces on
a common tab. If this concept is unfamiliar, consider how the firewall rules for WiVPN, the
PPPOoE server, or L2TP server work. There are multiple interfaces in the underlying OS, but the
rules for all of them are managed on a single tab for each type. If many interfaces of a similar
function are present on the firewall that need practically identical rules, an interface group may
be created to add rules to all of the interfaces at the same time. Interfaces can still have their
own individual rules, which are processed after the group rules.

To create an interface group:

» Navigate to Interfaces > (assign), Interface Groups tab

Click + Add to create a new group

* Enter a Group Name. This nhame may only contain upper and lowercase letters, no
numbers, spaces, or special characters

» Enter a Group Description (optional)
» Add interfaces as Group Members by ctrl-clicking to select entries from the interface list
* Click Save

Interface groups each have an individual tab under Firewall > Rules to manage their rules. Figure
Interface Group Firewall Rules Tab shows the firewall rule tab for the group defined in figure Add
Interface Group

See also:

Configuring firewall rules for information on managing firewall rules.

Group Rule Processing Order

The rule processing order for user rules is:
* Floating rules
* Interface group rules
* Rules on the interface directly

For example, if a rule on the group tab matches a connection, the interface tab rules will not be
consulted. Similarly, if a floating rule with Quick set matched a connection, the interface group
rules will not be consulted.
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Interface Group Configuration

Group Name LocalNetworks

Mo numbers or spaces are allowed. Only characters: a-zA-Z

Group Description Local interfaces/networks

A group description may be entered here for administrative reference (not parsed).

Group Members WAN

WAN2Z

MNOTE: Rules for WAN type interfaces in groups do not contain the reply-to mechanism
upon which Multi-WAN typically relies. More Information

Fig. 5.1: Add Interface Group

Firewall / Rules/ LocalNetworks

Floating LocalNetworks WAN LAN DMZ WAN2

Rules (Drag to Change Order)

States Protocol Source Port Destination

Fig. 5.2: Interface Group Firewall Rules Tab

The processing order prevents some combination of rules that otherwise might be a good fit.
For example, if a general blocking rule is present on the group, it cannot be overriden by a rule
on a specific interface. Same with a pass rule, a specific interface rule cannot block traffic
passed on a group tab rule.

Use with WAN Interfaces

We do not recommend using interface groups with multiple WANs. Doing so may appear to be
convenient, but the group rules do not receive the same treatment as actual WAN tab rules. For
example, rules on a tab for a WAN-type interface (Gateway selected on the interface configuration)
will receive reply-to which allows pf to return traffic back via the interface from which it entered.
Group tab rules do not receive reply-to which effectively means that the group rules only function as
expected on the WAN with the default gateway.
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5.2 Wireless

The Wireless tab under Interfaces > (assign) is for creating and managing additional Virtual Access
Point (VAP) interfaces. Using VAPs allows multiple networks with unique wireless SSIDs to be run
off a single card, if that feature is supported by the hardware and driver in use. A VAP is created on
the Wireless tab, then assigned on the Interface assignments tab. In-depth information on this
feature can be found in Wireless.

5.3 VLANSs

VLAN tagged interfaces, or 802.1Q tagged interfaces, are located on the VLANs tab under
Interfaces > (assign). VLAN instances allow the system to address traffic tagged by an 802.1Q
capable switch separately as if each tag were its own distinct interface. A VLAN is created on
this tab, then assigned on the Interface assignments tab. In-depth information on this feature
can be found in Virtual LANs (VLANS).

5.4 QinQs

The QinQs tab under Interfaces > (assign) allows creating an 802.1ad compatible interface that is
also known as Stacked VLANSs. This feature allows multiple VLAN tags to be contained in a single
packet. This can aid in carrying VLAN-tagged traffic for other networks across an intermediate
network using a different or overlapping tag. In-depth information on this feature can be found in
WiSecurity QinQ Configuration.

5.5 Bridges

Interface Bridges, or multiple interfaces tied together into a common shared layer 2 broadcast
domain, are created and managed on the Bridges tab under Interfaces > (assign). More
information on bridging, including how to create and manage bridges, is in Bridging.

5.6 WiVPN

After An WiVPN instance is created, it may be assigned under Interfaces > (assign). Assigning an WiVPN
interface enables interface-specific rules, and allows the interface to be used elsewhere in the GUI that
requires an assigned interface. This also triggers the creation of a dynamic gateway. This gateway can
be used for policy routing, or in a gateway group for Multi-WAN. See Assigning WiVPN Interfaces for
more information.

5.7 PPPs

There are four types of PPP interfaces:
¢ Plain PPP for 3G/4G and modem devices
* PPPoOE for DSL or similar connections

* PPTP and L2TP for ISPs that require them for authentication.
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In most cases these are managed from the interface settings directly, but they can also be
edited under Interfaces > (assign) on the PPPs tab.

Multi-Link PPP (MLPPP)

Editing a PPP instance also allows Multi-Link PPP (MLPPP) to be configured for supported providers.
MLPPP bonds multiple PPP links into a single larger aggregate channel. Unlike other multi-WAN
techniques, with MLPPP it is possible to use the full bandwidth of all links for a single connection,
and the usual concerns about load balancing and failover do not apply. The MLPPP link is presented
as one interface with one IP address, and if one link fails, the connection functions the same but
with reduced capacity.

For more information on MLPPP, see Multiple WAN Connections.

PPP (Point-to-Point Protocol) Interface Types

Add or edit a PPP entry as follows:

» Navigate to Interfaces > (assign) on the PPPs tab
ol

» Set the Link Type, which changes the remaining options on the page. The link types are
explained throughout the remainder of this section.

.
* Click 4 to edit an existing entry or to add a new entry

PPP (3G/4G, Modem)

The PPP link type is used for talking to a modem over a serial device. This can be anything
from a USB 3G/4G dongle for accessing a cellular network down to an old hardware modem
for dial-up access. Upon selecting the PPP link type, the Link Interface(s) list is populated with
serial devices that can be used to communicate with a modem. Click on a specific entry to
select it for use. After selecting the interface, optionally enter a Description for the PPP entry.

Note: The serial device for a modem is not automatically detected. Some modems present
themselves as several devices, and the subdevice for the PPP line may be any of the available
choices, but start with the last device, then try the first, and then others in between if none of
those function.

When configuring a 3G/4G network, the Service Provider options pre-fill other relevant fields
on the page.

» Select a Country, such as United States, to activate the Provider drop-down with known
cellular providers in that country

» Select a Provider from the list, such as T-Mobile, to activate the Plan drop-down.

+ Select a Plan and the remaining fields will be filled with known values for that Provider
and Plan

The Service Provider options can be configured manually if other values are needed, or
when using a provider that is not listed:
Username and Password The credentials used for the PPP login.

Phone Number The number to dial at the ISP to gain access. For 3G/4G this tends to
be a number such as 99# or #777, and for dial-up this is usually a traditional
telephone phone number.
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Access Point Name (APN) This field is required by some ISPs to identify the
service to which the client connects. Some providers use this to distinguish
between consumer and business plans, or legacy networks.

APN Number Optional setting. Defaults to 1 if the APN is set, and ignored when APN is
unset.

SIM PIN Security code on the SIM to prevent unauthorized use of the card. Do not
enter anything here if the SIM does not have a PIN.

SIM PIN Wait Number of seconds to wait for SIM to discover network after the PIN
is sent to the SIM. If the delay is not long enough, the SIM may not have time
to initialize properly after unlocking.

Init String The modem initialization string, if necessary. Do not include AT at the
beginning of the command. Most modern modems do not require a custom
initialization string.

Connection Timeout Time to wait for a connection attempt to succeed, in seconds.
Default is 45 sec-onds.

Uptime Logging When checked, the uptime for the connection is tracked and
displayed on Status > Interfaces.

PPPoE (Point-to-Point Protocol over Ethernet)

PPPoE is a popular method of authenticating and gaining access to an ISP network, most
commonly found on DSL networks.

To configure a PPPOE link, start by setting Link Type to PPPoE and complete the remainder
of the settings as follows:

Link Interface(s) A list network interfaces that can be used for PPPOE. These are
typically physical interfaces but it can also work over some other interface
types such as VLANSs. Select one for normal PPPoE, or multiple for MLPPP.

Description An optional text description of the PPP entry

Username and Password The credentials for this PPPoE circuit.These will be
provided by the ISP, and the username is typically in the form ofan e-
mail address, such as mycompany@ispexample.com.

Service Name Left blank for most ISPs, some require this to be set to a specific
value. Contact the ISP to confirm the value if the connection does not function
when left blank.

Configure NULL Service Name Some ISPs require NULL be sent instead of a
blank service name. Check this option when the ISP considers this behavior
necessary.

Periodic Reset Configures a pre-set time when the connection will be dropped and
restarted. This is rarely needed, but in certain cases it can better handle
reconnections when an ISP has forced daily reconnections or similar quirky
behavior.

PPTP (Point-to-Point Tunneling Protocol)

Not to be confused with a PPTP VPN, this type of PPTP interface is meant to connect to an
ISP and authenticate, much the same as PPPoE works. The options for a PPTP WAN are
identical to the PPPOE options of the same name. Refer to the previous section for configuration
information.
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L2TP (Layer 2 Tunneling Protocol)

L2TP, as it is configured here, is used for connecting to an ISP that requires it for
authentication as a type of WAN. L2TP works identically to PPTP. Refer to the previous
sections for configuration information.

Advanced PPP Options

All PPP types have several advanced options in common that can be edited in their entries

£

here. In most cases these settings need not be altered. To show these options, click
Display Advanced.

Dial On Demand The default behavior for a PPP link is to immediately connect and it will
immediately attempt to reconnect when a link is lost. This behavior is described as
Always On. Dial-on-Demand will delay this connection attempt. When set, the firewall
will wait until a packet attempts to leave the via this interface, and then it will connect.
Once connected, it will not automatically disconnect.

Idle Timeout A PPP connection will be held open indefinitely by default. A value in
Idle Timeout, specified in seconds, will cause the firewall to monitor the line for
activity. If there is no traffic on the link for the given amount of time, the link will
be disconnected. If Dial-on-Demand has also been set, the firewall will return
to dial-on-demand mode.

Note: WiSecurity will perform gateway monitoring by default which will
generate two ICMP pings per second on the interface. Idle Timeout will not
function in this case. This can be worked around by editing the gateway for
this PPP link, and checking Disable Gateway Monitoring.

Compression (vjcomp) This option controls whether or not Van Jacobson TCP
header compression will be used. By default it will be negotiated with the peer
during login, so if both sides support the feature it will be used. Checking
Disable vijcomp will cause the feature to always be disabled. Nor-mally this
feature is beneficial because it saves several bytes per TCP data packet. The
option should almost always remain enabled. This compression is ineffective
for TCP connections with enabled modern extensions like time stamping or
SACK, which modify TCP options between sequential packets.

TCP MSS Fix The tcpmssfix option causes the PPP daemon to adjust incoming and outgoing TCP
SYN segments so that the requested maximum segment size (MSS) is not greater than the
amount allowed by the interface MTU. This is necessary in most cases to avoid problems
caused by routers that drop ICMP “Datagram Too Big” messages. Without these messages,
the originating machine sends data, it passes the rogue router then hits a machine that has
an MTU that is not big enough for the data. Because the IP “Don’t Fragment” option is set,
this machine sends an ICMP “Datagram Too Big” message back to the originator and drops
the packet. The rogue router drops the ICMP message and the originator never gets to
discover that it must reduce the fragment size or drop the IP Don’t Fragment option from its
outgoing data. If this behavior is undesirable, check Disable tcpmssfix.

Note: The MTU and MSS values for the interface may also be adjusted
on the interface’s configu-ration page under the Interfaces menu, such
as Interfaces > WAN.

Short Sequence (ShortSeq) This option is only meaningful if MLPPP is negotiated. It
proscribes shorter multi-link fragment headers, saving two bytes on every frame. It is
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not necessary to disable this for connections that are not multi-link. If MLPPP is active
and this feature must be disabled, check
Disable shortseq.

Address Control Field Compression (AFCComp) This option only applies to
asynchronous link types. It saves two bytes per frame. To disable this, check
Disable ACF Compression.

Protocol Field Compression (ProtoComp) This option saves one byte per frame
for most frames. To disable this, check Disable Protocol Compression.

5.8 GRE (Generic Routing Encapsulation)

Generic Routing Encapsulation (GRE) is a method of tunneling traffic between two endpoints without
encryption. It can be used to route packets between two locations that are not directly connected, which
do not require encryption. It can also be combined with a method of encryption that does not perform its
own tunneling. IPsec in transport mode can use GRE for tunneling encrypted traffic in a way that allows
for traditional routing or the use of routing protocols. The GRE protocol was originally designed by Cisco,
and it is the default tunneling mode on many of their devices.

To create or manage a GRE interface:

» Navigate to Interfaces > (assign), GRE tab

* Click +

» Complete the settings as follows:

"]
Add to create a new GRE instance, or click 4 to edit an existing interface.

Parent interface The interface upon which the GRE tunnel will terminate. Often
this will be WAN or a WAN-type connection.

GRE Remote Address The address of the remote peer. This is the address where the
GRE packets will be sent by this firewall; The routable external address at the other
end of the tunnel.

GRE tunnel local address The internal address for the end of the tunnel on this
firewall. The fire-wall will use this address for its own traffic in the tunnel,

and tunneled remote traffic would be sent to this address by the remote
peer.

GRE tunnel remote address The address used by the firewall inside the tunnel
to reach the other end. Traffic destined for the other end of the tunnel must
use this address as a gateway for routing purposes.

GRE Tunnel Subnet The subnet mask for the GRE interface address.
Description A short description of this GRE tunnel for documentation purposes.
* Click Save

5.9 GIF (Generic tunnel InterFace)

A Generic Tunneling Interface (GIF) is similar to GRE; Both protocols are a means to tunnel traffic
between two hosts without encryption. In addition to tunneling IPv4 or IPv6 directly, GIF may be
used to tunnel IPv6 over IPv4 networks and vice versa. GIF tunnels are commonly used to obtain
IPv6 connectivity to tunnel brokers such as Hurricane Electric and SixXS in locations where IPv6
connectivity is unavailable.
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See also:

See Connecting with a Tunnel Broker Service for information about connecting to a
tunnelbroker service.

GIF interfaces carry more information across the tunnel than can be done with GRE, but GIF is not
as widely supported. For example, a GIF tunnel is capable of bridging layer 2 between two locations
while GRE cannot.

To create or manage a GIF interface:
* Navigate to Interfaces > (assign), GIF tab
* Click +

» Complete the settings as follows:

“J
Add to create a new GIF instance, or click 4 to edit an existing interface.

Parent interface The interface upon which the GIF tunnel will terminate. Often
this will be WAN or a WAN-type connection.

GIF Remote Address The address of the remote peer. This is the address
where the GIF packets will be sent by this firewall; The routable external
address at the other end of the tunnel. For example, in a IPv6-in-1Pv4 tunnel
to Hurricane Electric, this would be the IPv4 address of the tunnel server,
such as 209.51.181.2.

GIF tunnel local address The internal address for the end of the tunnel on this
firewall. The firewall will use this address for its own traffic in the tunnel,
and tunneled remote traffic would be sent to this address by the remote
peer. For example, when tunneling IPv6-in-1Pv4 via Hurricane Electric, they
refer to this as the Client IPv6 Address.

GIF tunnel remote address The address used by the firewall inside the tunnel
to reach the other end. Traffic destined for the other end of the tunnel must
use this address as a gateway for routing purposes. For example, when
tunneling IPv6-in-IPv4 via Hurricane Electric, they refer to this as the Server
IPv6 Address.

GIF Tunnel Subnet The subnet mask or prefix length for the interface address.
In this example it would be 64.

Route Caching The Route caching option controls whether or not the route to
the remote endpoint is cached. If the path to the remote peer is static,
setting this can avoid one route lookup per packet. However if the path to
the far side can change, this option could result in the GIF traffic failing to
flow when the route changes.

ECN Friendly Behavior The ECN friendly behavior option controls whether or not
the Explicit Congestion Notification (ECN)-friendly practice of copying the TOS
bit into/out of the tunnel traffic is performed by the firewall. By default the firewall
clears the TOS bit on the packets or sets it to 0, depending on the direction of
the traffic. With this option set, the bit is copied as needed between the inner
and outer packets to be more friendly with intermediate routers that can perform
traffic shaping. This behavior breaks RFC 2893 so it must only be used when
both peers agree to enable the option.

Description A short description of this GIF tunnel for documentation purposes.
* Click Save

Note: If the GIF interface is assigned under Interfaces > (assign), set the IPv4 Configuration
Type and IPv6 Configuration Type to None. The firewall will automatically create a dynamic
gateway in this situation.
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5.10 LAGG (Link Aggregation)

Link aggregation is handled by lagg(4) type interfaces (LAGG) on WiSecurity. LAGG combines
multiple physical interfaces together as one logical interface. There are several ways this can
work, either for gaining extra bandwidth, redundancy, or some combination of the two.

To create or manage LAGG interfaces:

» Navigate to Interfaces > (assign), LAGGs tab

"
* Click + Add to create a new LAGG, or click 4 to edit an existing instance.

» Complete the settings as follows:

Parent Interfaces This list contains all currently unassigned interfaces, and members of
the current LAGG interface when editing an existing instance. To add interfaces to
this LAGG, select one or more interfaces in this list.

Note: An interface may only be added to a LAGG group if it is not assigned.
If an interface is not present in the list, it is likely already assigned as an
interface.

LAGG Protocol There are currently six different operating modes for LAGG interfaces:
LACP, Failover, Load Balance, FEC, Round Robin, and None.

LACP The most commonly used LAGG protocol. This mode supports IEEE
802.3ad Link Aggregation Control Protocol (LACP) and the Marker
Protocol. In LACP mode, negotiation is performed with the switch — which
must also support LACP —to form a group of ports that are all active at the
same time. This is knowns as a Link Aggregation Group, or LAG. The
speed and MTU of each portin a LAG must be identical and the ports must
also run at full- duplex. If link is lost to a port on the LAG, the LAG
continues to function but at reduced capacity. In this way, an LACP LAGG
bundle can gain both redundancy and increased bandwidth.

Traffic is balanced between all ports on the LAG, however, for
communication between two single hosts it will only use one single port
at a time because the client will only talk to one MAC address at a time.
For multiple connections through multiple devices, this limitation
effectively becomes irrelevant. The limitation is also not relevant for
failover.

In addition to configuring this option on WiSecurity, the switch must
enable LACP on these ports or have the ports bundled into a LAG
group. Both sides must agree on the configuration in order for it to work
properly.

Failover When using the Failover LAGG protocol traffic will only be sent on the
primary interface of the group. If the primary interface fails, then traffic will use
the next available interface. The primary interface is the first interface selected
in the list, and will continue in order until it reaches the end of the selected
interfaces.

Note: By default, traffic may only be received on the active
interface. Create a system tunable for net.link.lagg.failover_rx_all
with a value of 1 to allow traffic to be received on every member
interface.
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Load Balance Load Balance mode accepts inbound traffic on any port of
the LAGG group and balances outgoing traffic on any active ports in
the LAGG group. Itis a static setup that does not monitor the link state
nor does it negotiate with the switch. Outbound traffic is load balanced
based on all active ports in the LAGG using a hash computed using
several factors, such as the source and destination IP address, MAC
address, and VLAN tag.

FEC FEC mode supports Cisco EtherChannel and is an alias for Load Balance
mode.

Round Robin This mode accepts inbound traffic on any port of the LAGG group
and sends outbound traffic using a round robin scheduling algorithm. Typically
this means that traffic will be sent out in sequence, using each interface in the
group in turn.

None This mode disables traffic on the LAGG interface without disabling
the interface itself. The OS will still believe the interface is up and
usable, but no traffic will be sent or received on the group.

Description A short note about the purpose of this LAGG instance.

« Click Save

After creating a LAGG interface, it works like any other physical interface. Assign the lagg
interface under Interfaces > (assign) and give it an IP address, or build other things on top of it
such as VLANSs.

Due to limitations in FreeBSD, lagg(4) does not support altq(4) so it is not possible to use the
traffic shaper on LAGG interfaces directly. vlan(4) interfaces support altq(4) and VLANs can be
used on top of LAGG interfaces, so using VLANs can work around the problem. As an alternate
workaround, Limiters can control bandwidth usage on LAGG interfaces.

5.11 Interface Configuration

To assign a new interface:
» Navigate to Interfaces > (assign)

 Pick the new interface from the Available network ports list

* Click + Add

The newly assign interface will be shown in the list. The new interface will have a default name
allocated by the firewall such as OPT1 or OPT2, with the number increasing based on its
assignment order. The first two interfaces default to the names WAN and LAN but they can be
renamed. These OPTx names appear under the Interfaces menu, such as Interfaces > OPT1.
Selecting the menu option for the interface will open the configuration page for that interface.

The following options are available for all interface types.

Description

The name of the interface. This will change the name of the interface on the Interfaces menu,
on the tabs under Firewall > Rules, under Services > DHCP, and elsewhere throughout the
GUI. Interface names may only contain letters, numbers and the only special character that is
allowed is an underscore (“_"). Using a custom name makes it easier to remember the purpose
of an interface and to identify an interface for adding firewall rules or choosing other per-

interface functionality.
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IPv4 Configuration Type

Configures the IPv4 settings for the interface. Details for this option are in the next section, IPv4
WAN Types.

IPv6 Configuration Type
Configures the IPv6 settings for the interface. Details for this option are in IPv6 WAN Types.

MAC address

The MAC address of an interface can be changed (“spoofed”) to mimic a previous piece of
equipment.

Warning: We recommend avoiding this practice. The old MAC would generally be
cleared out by resetting the equipment to which this firewall connects, or by clearing
the ARP table, or waiting for the old ARP entries to expire. It is a long-term solution
to atemporary problem.

Spoofing the MAC address of the previous firewall can allow for a smooth transition from an old
router to a new router, so that ARP caches on devices and upstream routers are not a concern. It
can also be used to fool a piece of equipment into believing that it’s talking to the same device that
it was talking to before, as in cases where a certain network router is using static ARP or otherwise
filters based on MAC address. This is common on cable modems, where they may require the MAC
address to be registered if it changes.

One downside to spoofing the MAC address is that unless the old piece of equipment is permanently
retired, there is a risk of later having a MAC address conflict on the network, which can lead to connectivity
problems. ARP cache problems tend to be very temporary, resolving automatically within minutes or by
power cycling other equipment.

If the old MAC address must be restored, this option must be emptied out and then the firewall must be
rebooted. Alternately, enter the original MAC address of the network card and save/apply, then empty the
value again.

MTU (Maximum Transmission Unit)

The Maximum Transmission Unit (MTU) size field can typically be left blank, but can be
changed when required. Some situations may call for a lower MTU to ensure packets are sized
appropriately for an Internet connection. In most cases, the default assumed values for the
WAN connection type will work properly. It can be increased for those using jumbo frames on
their network.

On a typical Ethernet style network, the default value is 1500, but the actual value can vary
depending on the interface configuration.

MSS (Maximum Segment Size)

Similar to the MTU field, the MSS field “clamps” the Maximum Segment Size (MSS) of TCP
connections to the specified size in order to work around issues with Path MTU Discovery.

Speed and Duplex
The default value for link speed and duplex is to let the firewall decide what is best. That option typically

defaults to Autoselect, which negotiates the best possible speed and duplex settings with the peer,
typically a switch.
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The speed and duplex setting on an interface must match the device to which it is connected.
For example, when the firewall is set to Autoselect, the switch must also be configured for
Autoselect. If the switch or other device has a specific speed and duplex forced, it must be
matched by the firewall.

Block Private Networks

When Block private networks is active WiSecurity inserts a rule automatically that prevents any
RFC 1918 networks (10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16) and loopback (127.0.0.0/8)
from communicating on that interface. This option is usually only desirable on WAN type
interfaces to prevent the possibility of privately numbered traffic coming in over a public
interface.

Block bogon networks

When Block bogon networks is active WiSecurity will block traffic from a list of unallocated and
reserved networks. This list is periodically updated by the firewall automatically.

Now that the IPv4 space has all been assigned, this list is quite small, containing mostly networks that
have been reserved in some way by IANA. These subnets should never be in active use on a network,
especially one facing the Internet, so it's a good practice to enable this option on WAN type interfaces.
For IPv6, the list is quite large, containing sizable chunks of the possible IPv6 space that has yet
to be allocated. On systems with low amounts of RAM, this list may be too large, or the default
value of Firewall Maximum Table Entries may be too small. That value may be adjusted under
System > Advanced on the Firewall & NAT tab.

5.12 IPv4 WAN Types

Once an interface has been assigned, in most cases it will require an IP address. For IPv4
connections, the following choices are available: Static IPv4, DHCP, PPP, PPPoE, PPTP, and
L2TP. These options are selected using the IPv4 Configuration Type selector on an interface
page (e.g. Interfaces > WAN).

None

When IPv4 Configuration Type is set to None, IPv4 is disabled on the interface. This is useful
if the interface has no IPv4 connectivity or if the IP address on the interface is being managed
in some other way, such as for an WiVPN or GIF interface.

Static IPv4

With Static IPv4, the interface contains a manually configured IP address. When chosen, three
additional fields are available on the interface configuration screen: IPv4 Address, a CIDR
subnet mask selector, and the IPv4 Upstream Gateway field.

To configure the interface for static IPv4 on an internal interface (e.g. LAN, DMZ):

» Select Static IPv4 under IPv4 Configuration Type

Enter the IPv4 address for the interface into the IPv4 address box

Choose the appropriate subnet mask from the CIDR drop-down after the address box

» Do not select an IPv4 Upstream Gateway
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To configure the interface for static IPv4 on a WAN type interface:

Select Static IPv4 under IPv4 Configuration Type

Enter the IPv4 address for the interface into the IPv4 address box

Choose the appropriate subnet mask from the CIDR drop-down after the address box
Perform one of the following to use a gateway on the interface:

— Select an IPv4 Upstream Gateway from the list, OR

— Click + Add a new gateway to create a new gateway if one does not already exist.
Clicking that button displays a modal form to add the gateway without leaving this
page. Fill in the details requested on the new form:

Default Gateway If this is the only WAN or will be a new default WAN, check
this box. The default IPv4 and IPv6 gateways work independently of one
another. The two need not be on the same circuit. Changing the default
IPv4 gateway has no effect on the IPv6 gateway, and vice versa.

Gateway Name The name used to refer to the gateway internally, as well
as in places like Gate-way Groups, the Quality Graphs, and elsewhere.

Gateway IPv4 The IP address of the gateway. This address must be
inside of the same subnet as the Static IPv4 address when using this
form.

Description A bit of text to indicate the purpose of the gateway.

+

* Click Add

Note: Selecting an IPv4 Upstream Gateway from the drop-down list or adding and selecting a new
gateway will make WiSecurity treat this interface as a WAN type interface for NAT and related
functions. This is not desirable for internal interfaces such as LAN or a DMZ. Gateways may
still be used on internal interfaces for the purpose of static routes without selecting an
IPv4 Upstream Gateway here on the interfaces screen.

DHCP

When an interface is set to DHCP, WiSecurity will attempt automatic IPv4 configuration of this
interface via DHCP. This option also activates several additional fields on the page. Under most
circumstances these additional fields may be left blank.

Hostname Some ISPs require the Hostname for client identification. The value in the
Hostname field is sent as the DHCP client identifier and hostname when requesting
a DHCP lease.

Alias IPv4 Address This value used as a fixed IPv4 alias address by the DHCP
client since a typical IP Alias VIP cannot be used with DHCP. This can be
useful for accessing a piece of gear on a separate, statically numbered network
outside of the DHCP scope. One example would be for reaching a cable
modem management IP address.

Reject Leases From An IPv4 address for a DHCP server that should be ignored.
For example, a cable modem that hands out private IP addresses when the
cable sync has been lost. Enter the private IP address of the modem here, e.g.
192.168.100.1 and the firewall will never pick up or attempt to use a an IP
address supplied by the specified server.
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Advanced Configuration Enables options to control the protocol timing. In the vast
majority of cases this must be left unchecked and the options inside
unchanged.

Protocol Timing The fields in this area give fine-grained control over
the timing used by dhclient when managing an address on this
interface. These options are almost always left at their default
values. For more details on what each field controls, see the
dhclient man page

Presets Has several options for preset protocol timing values. These
are useful as a starting point for custom adjustments or for use
when the values need to be reset back to default values.

Configuration Override Enables a field to use a custom dhclient configuration file.
The full path must be given. Using a custom file is rarely needed, but some
ISPs require DHCP fields or options that are not supported in the WiSecurity
GUL.

PPP Types

The various PPP-based connection types such as PPP, PPPoE, PPTP, and L2TP are all
covered in detail earlier in this chapter (PPPs). When one of these types is selected here on
the interfaces screen, their basic options can be changed as described. To access the
advanced options, follow the link on this page or navigate to Interfaces > (assign) on the PPPs
tab, find the entry, and edit it there.

5.13 IPv6 WAN Types

Similar to IPv4, the IPv6 Configuration Type controls if and how an IPv6 address is assigned
to an interface. There are several different ways to configure IPv6 and the exact method
depends on the network to which this firewall is connected and how the ISP has deployed IPv6.

See also:

For more information on IPv6, including a basic introduction, see IPv6.

None

When IPv6 Configuration Type is set to None, IPv6 is disabled on the interface. This is useful
if the interface has no IPv6 connectivity or if the IP address on the interface is being managed
in some other way, such as for an WiVPN or GIF interface.

Static IPv6

The Static IPv6 controls work identically to the Static IPv4 settings. See Static IPv4 for details.

With Static IPv6, the interface contains a manually configured IPv6 address. When chosen,
three additional fields are available on the interface configuration screen: IPv6 Address, a prefix
length selector, and the IPv6 Upstream Gateway field.

The default IPv4 and IPv6 gateways work independently of one another. The two need not be
on the same circuit. Changing the default IPv4 gateway has no effect on the IPv6 gateway, and
vice versa.
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DHCP6

DHCP6 configures WiSecurity to attempt automatic IPv6 configuration of this interface via
DHCPv6. DHCPV6 will configure the interface with an IP address, prefix length, DNS servers,
etc. but not a gateway. The gateway is obtained via router advertisements, so this interface will
be set to accept router advertisements. This is a design choice as part of the IPv6 specification,
not a limitation of WiSecurity. For more information on router advertisements, see Router
Advertisements.

Several additional fields are available for IPv6 DHCP that do not exist for IPv4 DHCP:

Use IPv4 Connectivity as Parent Interface When set, the IPv6 DHCP request is sent
using IPv4 on this interface, rather than using native IPv6. This is only required
in special cases when the ISP requires this type of configuration.

Request only an IPv6 Prefix When set, the DHCPvV6 client does not request an
address for the interface itself, it only requests a delegated prefix.

DHCPv6 Prefix Delegation Size If the ISP supplies a routed IPv6 network via prefix
delegation, they will publish the delegation size, which can be selected here.
Itis typically a value somewhere be-tween 48 and 64. For more information on
how DHCPvV6 prefix delegation works, see DHCP6 Prefix Delegation. To use
this delegation, another internal interface must be set to an IPv6 Configuration
Type of Track Interface (Track Interface) so that it can use the addresses
delegated by the upstream DHCPV6 server.

Send IPv6 Prefix Hint When set, the DHCPv6 Prefix Delegation Size is sent along
with the request to inform the upstream server how large of a delegation is
desired by this firewall. If an ISP allows the choice, and the chosen size is
within their allowed range, the requested size will be given instead of the
default size.

Debug When set, the DHCPV6 client is started in debug mode.

Advanced Configuration Enables a wide array of advanced tuning parameters for
the DHCPV6 client. These options are rarely used, and when they are required,
the values are dictated by the ISP or network administrator. See the
dhcp6c.conf man page for details.

Configuration Override Enables a field to use a custom configuration file. The full
path must be given. Using a custom file is rarely needed, but some ISPs
require DHCP fields or options that are not supported in the WiSecurity GUI.

SLAAC

Stateless address autoconfiguration (SLAAC) as the IPv6 type makes WiSecurity attempt to
configure the IPv6 address for the interface from router advertisements (RA) that advertise the prefix
and related information. Note that DNS is not typically provided via RA, so WiSecurity will still attempt
to get the DNS servers via DHCPv6 when using SLAAC. In the future, the RDNSS extensions to the
RA process may allow DNS servers to be obtained from RA. For more information on router
advertisements, see Router Advertisements.

6RD Tunnel

6RD is an IPv6 tunneling technology employed by some ISPs to quickly enable IPv6 support
for their networks, passing IPv6 traffic inside specially crafted IPv4 packets between and end
user router and the ISP relay. It is related to 6to4 but is intended to be used within the ISP
network, using the IPv6 addresses from the ISP for client traffic. To use 6RD, the ISP must
supply three pieces of information: The 6RD prefix, the 6RD Border Relay, and the 6RD IPv4
Prefix length.
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6RD Prefix The 6RD IPv6 prefix assigned by the ISP, such as 2001:db8::/32.
6RD Border Relay The IPv4 address of the ISP 6RD relay.

6RD IPv4 Prefix Length Controls how much of the end user IPv4 address is
encoded inside of the 6RD prefix. This is normally supplied by the ISP. A value
of 0 means the entire IPv4 address will be embedded inside the 6RD prefix.
This value allows ISPs to effectively route more IPv6 addresses to customers
by removing redundant IPv4 information if an ISP allocation is entirely within
the same larger subnet.

6to4 Tunnel

Similar to 6RD, 6to4 is another method of tunneling IPv6 traffic inside IPv4. Unlike 6RD, however,
6to4 uses constant prefixes and relays. As such there are no user-adjustable settings for using the
6to4 option. The 6to4 prefix is always 2002::/16. Any address inside of the 2002::/16 prefix is
considered a 6to4 address rather than a native IPv6 address. Also unlike 6RD, a 6to4 tunnel can be
terminated anywhere on the Internet, not only at the end user ISP, so the quality of the connection
between the user and the 6to4 relay can vary widely.

6to4 tunnels are always terminated at the IPv4 address of 192.88.99.1. This IPv4 address is anycasted,
meaning that although the IPv4 address is the same everywhere, it can be routed regionally toward a
node close to the user.

Another deficiency of 6to4 is that it relies upon other routers to relay traffic between the 6to4
network and the remainder of the IPv6 network. There is a possibility that some IPv6 peers
may not have connectivity to the 6to4 network, and thus these would be unreachable by clients
connecting to 6to4 relays, and this could also vary depending upon the 6to4 node to which the
user is actually connected.

Track Interface

The Track Interface choice works in concert with another IPv6 interface using DHCPVv6 Prefix Delegation.
When a delegation is received from the ISP, this option designates which interface will be assigned the
IPv6 addresses delegated by the ISP and in cases where a larger delegation is obtained, which prefix
inside the delegation is used.

IPv6 Interface A list of all interfaces on the system currently set for dynamic IPv6
WAN types offering prefix delegation (DHCPv6, PPPOE, 6rd, etc.). Select the
interface from the list which will receive the delegated subnet information from
the ISP.

IPv6 Prefix ID If the ISP has delegated more than one prefix via DHCPV6, the IPv6
Prefix ID controls which of the delegated /64 subnets will be used on this
interface. This value is specified in hex-adecimal.

For example, If a /60 delegation is supplied by the ISP that means 16 /64
networks are available, so prefix IDs from 0 through f may be used.

For more information on how prefix delegation works, see DHCP6 Prefix Delegation.

WiSecurity supports numerous types of network interfaces, either using physical interfaces
directly or by employing other protocols such as PPP or VLANS.

Interface assignments and the creation of new virtual interfaces are all handled under Interfaces >
(assign).
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5.14 Physical and Virtual Interfaces

Most interfaces discussed in this chapter can be assigned as WAN, LAN, or an OPT interface under
Interfaces > (assign). All currently-defined and detected interfaces are listed directly on Interfaces >
(assign) or in the list of interfaces available for assignment. By default, this list includes only the
physical interfaces, but the other tabs under Interfaces > (assign) can create virtual interfaces which
can then be assigned.

Interfaces on WiSecurity support various combinations of options on the interfaces themselves.
They can also support multiple networks and protocols on a single interface, or multiple
interfaces can be bound together into a larger capacity or redundant virtual interface.

All interfaces are treated equally; Every interface can be configured for any type of connectivity
or role. The default WAN and LAN interfaces can be renamed and used in other ways.

Physical interfaces and virtual interfaces are treated the same once assigned, and have the same
capabilities. For example, a VLAN interface can have the same type of configuration that a physical
interface can have. Some interface types receive special handling once assigned, which are covered in
their respective sections of this chapter.

This section covers the various types of interfaces that can be created, assigned, and
managed.
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CHAPTER 6

6. USER MANAGEMENT AND AUTHENTICATION

6.1 User Management

The User Manager is located at System > User Manager. From there users, groups, servers
may be managed, and settings that govern the behavior of the User Manager may be changed.

Privileges

Managing privileges for users and groups is done similarly, so both will be covered here rather than
duplicating the effort. Whether a user or group is managed, the entry must be created and saved first
before privileges can be added to the account or group. To add privileges, when editing the existing

+

A list of all available privileges is presented. Privileges may be added one at a time by selecting a single
entry, or by multi-select using ctrl-click. If other privileges are already present on the user or group, they
are hidden from this list so they cannot be added twice. To search for a specific privilege by name, enter

user or group, click Add in the Assigned Privileges or Effective Privileges section.

the search term in the Filter box and click Y Filter.

Selecting a privilege will show a short description of its purpose in the information block area
under the permission list and action buttons. Most of the privileges are self-explanatory based
on their names, but a few notable permissions are:

WebCfg - All Pages Lets the user access any page in the GUI

WebCfg - Dashboard (all) Lets the user access the dashboard page and all of its
associated functions (widgets, graphs, etc.)

WebCfg - System User Password Manager Page: If the user has access to only this
page, they can login to the GUI to set their own password but do nothing else.

User - VPN - IPsec xauth Dialin Allows the user to connect and authenticate for IPsec
xauth

User - Config - Deny Config Write Does not allow the user to make changes to the
firewall config (con-fig.xml). Note that this does not prevent the user from
taking other actions that do not involve writing to the config.

User - System - Shell account access Gives the user the ability to login over ssh,
though the user will not have root-level access so functionality is limited. A
package for sudo is available to enhance this feature.

After login, the firewall will attempt to display the dashboard. If the user does not have access to
the dashboard, they will be forwarded to the first page in their privilege list which they have
permission to access.

Menus on the firewall only contain entries for which privileges exist on a user account. For
example, if the only Diag-nostics page that a user has access to is Diagnostics > Ping then no
other items will be displayed in the Diagnostics menu.

Adding/Editing Users
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The Users tab under System > User Manager is where individual users are managed. To add a new

+

user, click

]
Add, to edit an existing user, click 4 .

Before permissions may be added to a user, it must first be created, so the first step is always to add the

user and save. If multiple users need the same permissions, it is easier to add a group and then add users

to the group.
-

Disabled This checkbox controls whether this user will be active. If this account
should be deactivated, check this box.

To add a user, click Add and the new user screen will appear.

Username Sets the login name for the user. This field is required, must be 16
characters or less and may only contain letters, numbers, and a period, hyphen,
or underscore.

Password and Confirmation are also required. Passwords are stored in the
WiSecurity configuration as hashes. Ensure the two fields match to confirm the
password.

Full Name Optional field which can be used to enter a longer name or a description for a
user account.

Expiration Date May also be defined if desired to deactivate the user automatically
when that date has been reached. The date must be entered in MM/DD/YYYY
format.

Group Memberships If groups have already been defined, this control may be used to add

the user as a
member. To add a group for this user, find it in the Not Member Of column, select it,

. B .
and click to move it to the Member Of column. To remove a user from the group,
select it from the Member

«

Of column and click to move it to the Not Member Of column.

Effective Privileges Appears when editing an existing user, not when adding a user. See Privileges
for information on managing privileges. If the user is part of a group, the group’s permissions
are shown in this list but those permissions cannot be edited, however additional permissions
may be added.

Certificate Behavior of this section changes depending on whether a user is being added or edited.
When adding a user, to create a certificate check Click to create a user certificate to show
the form to create a certificate. Fill in the Descriptive name, choose a Certificate Authority,
select a Key Length, and enter a Lifetime. For more information on these parameters, see
Create an Internal Certificate. If editing a user, this section of the page instead becomes a
list of user certificates. From

here, click + Add to add a certificate to the user. The settings on that page
are identical to Create an Internal Certificate except even more of the data is
pre- filled with the username. If the certificate already exists, select Choose an
Existing Certificate and then pick an Existing Certificate from the list.

Authorized keys SSH public keys may be entered for shell or other SSH access. To
add a key, paste or enter in the key data.

IPsec Pre-Shared Key Used for a non-xauth Pre-Shared Key mobile IPsec setup. If
an IPsec Pre-Shared Key is entered here, the username is used as the
identifier. The PSK is also displayed under VPN > IPsec on the Pre- Shared
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Keys tab. If mobile IPsec will only be used with xauth, this field may be left
blank.

]
After saving the user, click 4 on the user’s row to edit the entry if necessary.

Adding/Editing Groups

Groups are a great way to manage sets of permissions to give users so that they do not need
to be maintained indi-vidually on every user account. For example, a group could be used for
IPsec xauth users, or a group that can access the firewall’'s dashboard, a group of firewall
administrators, or many other possible scenarios using any combination of privileges.

As with users, a group must first be created before privileges can be added. After saving the
group, edit the group to add privileges.

Groups are managed under System > User Manager on the Groups tab. To add a new group from this

+

..note:: When working with LDAP and RADIUS, local groups must exist to match the groups the users are
members of on the server. For example, if an LDAP group named “firewall_admins” exists then
WiSecurity must also contain a group named identically, “firewall_admins”, with the desired
privileges. Remote groups with long names or names containing spaces or other special characters
must be configured for a Remote Scope.

]
screen, click Add. To edit an existing group, click 4 next to its entry in the list.

+

Start the process of adding a group by clicking
will appear.

Add and the screen to add a new group

Group name This setting has the same restrictions as a username: It must be 16
characters or less and may only contain letters, numbers, and a period, hyphen,
or underscore. This can feel somewhat limited when working with groups from
LDAP, for example, but usually it's easier to create or rename an appropriately-
named group on the authentication server instead of attempting to make the
firewall group match.

Scope Can be set Local for groups on the firewall itself (such as those for use in the shell), or
Remote to relax the group name restrictions and to prevent the group name from being
exposed to the base operating system. For example, Remote scope group names may be
longer, and may contain spaces.

Description Optional free-form text for reference and to better identify the purpose
of the group in case the Group name is not sufficient.
Group Memberships This set of controls defies which existing users will be members of the

new group. Firewall users are listed in the Not Members column by default. To add a
user to this group, find

. . . B )
it in the Not Members column, select it, and click to move it to the Members
column. To remove a user from the group, select it from the Members column and

click & to move it to the

Not Members column.

Assigned Privileges Appears only when editing an existing group. This section allows
adding privileges to the group. See Privileges earlier in this for information on
managing privileges.

Settings
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The Settings tab in the User Manager controls two things: How long a login session is valid,
and where the GUI logins will prefer to be authenticated.
Session Timeout This field specifies how long a GUI login session will last when idle. This
value is specified in minutes, and the default is four hours (240 minutes). A value of O
may be entered to disable session expiration, making the login sessions valid forever.
A shorter timeout is better, though make it long enough that an active
administrator would not be logged out unintentionally while making changes.

Warning: Allowing a session to stay valid when idle for long periods of time is
insecure. If an administrator leaves a terminal unattended with a browser window
open and logged in, someone or something else could take advantage of the open
session.

Authentication Server This selector chooses the primary authentication source for
users logging into the GUI. This can be a RADIUS or LDAP server, or the
default Local Database . If the RADIUS or LDAP server is unreachable for
some reason, the authentication will fall back to Local Database even if another
method is chosen.

When using a RADIUS or LDAP server, the users and/or group memberships must still be
defined in the firewall in order to properly allocate permissions, as there is not yet a method to
obtain permissions dynamically from an authentication server.

For group membership to work properly, WiSecurity must be able to recognize the groups as
presented by the authentica-tion server. This requires two things:

1. The local groups must exist with identical names.

2. WiSecurity must be able to locate or receive a list of groups from the authentication server. See

Authentication Servers for details specific to each type of authentication server.

6.2 Authentication Servers

Using the Authentication Servers tab under System > User Manager, RADIUS and LDAP servers may
be defined as authentication sources. See Support Throughout WiSecurity for information on where
these servers may be used in

WiSecurity currently. To add a new server from this screen, click + Add. To edit an existing
server, click 4 nextto its entry.
See also:

Customers with a WiSecurity Gold Subscription may access the Hangouts Archive to view the
August 2015 Hangout on RADIUS and LDAP.

RADIUS

To add a new RADIUS server:
» Make sure that the RADIUS server has the firewall defined as a client before proceeding.

* Navigate to System > User Manager, Authentication Servers tab.

* Click + Add.
+ Set the Type selector to RADIUS. The RADIUS Server Settings will be displayed.

108



WL-6XXF Industrial Firewall User Manual

« Fill in the fields as described below:

Descriptive name The name for this RADIUS server. This name will be used to
identify the server throughout the WiSecurity GUI.

Hostname or IP address The address of the RADIUS server. This can be a fully
qualified domain name, or an IPv4 IP address.

Shared Secret The password established for this firewall on the RADIUS server
software.

Services offered This selector set which services are offered by this RADIUS server.
Authentication and Accounting , Authentication only, or Accounting only.
Authentication will use this RADIUS server to authenticate users. Accounting will
send RADIUS start/stop accounting packet data for login sessions if supported in
the area where it is used.

Authentication port Only appears if an Authentication mode is chosen. Sets the UDP
port where RA-DIUS authentication will occur. The default RADIUS authentication
port is 1812,

Accounting port Only appears if an Accounting mode is chosen. Sets the UDP port
where RADIUS accounting will occur. The default RADIUS accounting port is
1813.

Authentication Timeout Controls how long, in seconds, that the RADIUS server may
take to respond to an authentication request. If left blank, the default value is
5 seconds. If an interactive two-factor authentication system is in use, increase
this timeout to account for how long it will take the user to receive and enter a
token, which can be 60-120 seconds or more if it must wait for an external
action such as a phone call, SMS message, etc.

* Click Save to create the server.
+ Visit Diagnostics > Authentication to test the RADIUS server using a valid account.

For RADIUS groups, the RADIUS server must return a list of groups in the Class RADIUS reply
attribute as a string. Multiple groups must be separated by a semicolon.

For example, in FreeRADIUS, to return the “admins” and “VPNUsers” groups, the following
Reply-ltem RADIUS Attribute would be used:

’ Class := "admins;VPNUsers"

If the RADIUS server returns the group list properly for a user, and the groups exist locally, then
the groups will be listed on the results when using the Diagnostics > Authentication page to test
an account. If the groups do not show up, ensure they exist on WiSecurity with matching names
and that the server is returning the Class attribute as a string, not binary.

LDAP

To add a new LDAP server:
» Make sure that the LDAP server can be reached by the firewall.

« If SSL will be used, import the Certificate Authority used by the LDAP server into WiSecurity
before proceeding. See Certificate Authority Management for more information on creating or
importing CAs.

» Navigate to System > User Manager, Servers tab.

* Click + Add.
+ Set the Type selector to LDAP. The LDAP Server Settings will be displayed.
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« Fill in the fields as described below:

Hostname or IP address The address of the LDAP server. This can be a fully
qualified domain name, an IPv4 IP address, or an IPv6 IP address.

Note: If SSL will be used, a Hostname must be specified here and the hostname must match the
Common Name of the server certificate presented by the LDAP server and that hostname must
resolve to the IP address of the LDAP server, e.g. CN=Idap.example.com, and
Idap.example.com is 192.168.1.5. The only exception to this is if the IP address of the
server also happens to be the CN of its server certificate.

This can be worked around in some cases by creating a DNS Forwarder host override to make the server
certificate CN resolve to the correct IP address if they do not match in this network infrastructure and they

cannot be easily fixed.

Port value This setting specifies the port on which the LDAP server is listening for
LDAP queries. The default TCP port is 389, and 636 for SSL. This field is
updated automatically with the proper default value based on the selected
Transport.

Note: When using port 636 for SSL, WiSecurity uses an Idaps:// URL, it does not
support STARTTLS. Ensure that the LDAP server is listening on the correct port with
the correct mode.

Transport This setting controls which transport method will be used to communicate with
the LDAP server. The first, and default, selection is TCP - Standard which uses
plain TCP connections on port 389. A more secure choice, if the LDAP server
supports it, is SSL - Encrypted on port 636. The SSL choice will encrypt the LDAP
queries made to the server, which is especially important if the LDAP server is not
on a local network segment.

Note: It is always recommended to use SSL where possible, though plain TCP is easier
to setup and diagnose since a packet capture would show the contents of the queries
and responses.

Peer Certificate Authority If SSL - Encrypted was chosen for the Transport, then the
value of this se-lector is used to validate the certificate of the LDAP server. The
selected CA must match the CA configured on the LDAP server, otherwise
problems will arise. See Certificate Authority Manage-ment for more
information on creating or importing CAs.

Protocol version Chooses which version of the LDAP protocol is employed by the
LDAP server, either 2 or 3, typically 3.

Search scope Determines where, and how deep, a search will go for a match.

Level Choose between One Level or Entire Subtree to control how deep the search
will go. Entire Subtree is the best choice when the decision is not certain, and
is nearly always required for Active Directory configurations.

Base DN Controls where the search will start. Typically set to the “Root” of the LDAP
structure, e.g.
DC=example,DC=com

Authentication containers A semicolon-separated list of potential account locations
or containers. These containers will be prepended to the search Base DN
above or specify a full container path here and leave the Base DN blank. If the
LDAP server supports it, and the bind settings are correct, click the Select
button to browse the LDAP server containers and select them there. Some
examples of these containers are:
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* CN=Users;DC=example;DC=com This would search for users inside of the domain
component exam-ple.com, a common syntax to see for Active Directory

* CN=Users,DC=example,DC=com;0OU=0therUsers,DC=example,DC=com This would
search in two different locations, the second of which is restricted to the OtherUsers
organizational unit.

Extended Query Specifies an extra restriction to query after the username, which
allows group member-ship to be used as a filter. To set an Extended Query,
check the box and fill in the value with a filter such as:

memberOf=CN=VPNUsers,CN=Users,DC=example,DC=com

Bind credentials Controls how this LDAP client will attempt to bind to the server. By
default the Use anonymous binds to resolve distinguished names box is
checked to perform an anonymous bind. If the server requires authentication
to bind and perform a query, uncheck that box and then specify a User DN and
Password to be used for the bind.

Note: Active Directory typically requires the use of bind credentials and may need a service
account or administrator-equivalent depending on the server configuration. Consult Windows
documentation to determine which is necessary

in a specific environment.

Initial Template Pre-fills the remaining options on the page with common defaults for a
given type of LDAP server. The choices include OpenLDAP , Microsoft AD , and
Novell eDirectory.

User naming attribute The attribute used to identify a user's name, most commonly
cn or samAccount-Name.

Group naming attribute The attribute used to identify a group, such as cn.

Group member attribute The attribute of a user that signifies it is the member of a
group, such as member, memberUid, memberOf, or uniqgueMember.

RFC2307 Groups Specifies how group membership is organized on the LDAP
server. When unchecked, Active Directory style group membership is used
where groups are listed as an attribute of the user object. When checked, RFC
2307 style group membership is used where the users are listed as members
on the group object.

Note: When this is used, the Group member attribute may also need changed, typically
it would be set to memberUid in this case, but may vary by LDAP schema.

Group Object Class Used with RFC 2307 style groups, it specifies the object class
of the group, typi-cally posixGroup but it may vary by LDAP schema. It is not
needed for Active Directory style groups.

UTF8 Encode When checked, queries to the LDAP server will be UTF8-encoded and the
responses will be UTF8-decoded. Support varies depending on the LDAP server.
Generally only necessary if user names, groups, passwords, and other attributes
contain non-traditional characters.

Username Alterations When unchecked, a username given as user@hostname will
have the @hostname portion stripped so only the username is sent in the
LDAP bind request. When checked, the username is sent in full.

¢ Click Save to create the server.

+ Visit Diagnostics > Authentication to test the LDAP server using a valid account.
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If the LDAP query returns the group list properly for a user, and the groups exist locally, then
the groups will be listed on the results when using the Diagnostics > Authentication page to test
an account. If the groups do not show up, ensure they exist on WiSecurity with matching names
and that the proper group structure is selected (e.g. RFC 2703 groups may need to be selected.)

6.3 External Authentication Examples

There are countless ways to configure the user manager to connect to an external RADIUS or
LDAP server, but there are some common methods that can be helpful to use as a guide. The
following are all tested/working examples, but the server setup will likely vary from the example.

RADIUS Server Example

This example was made against FreeRADIUS but doing the same for Windows Server would
be identical. See RADIUS Authentication with Windows Server for info on setting up a Windows
Server for RADIUS.

This assumes the RADIUS server has already been configured to accept queries from this
firewall as a client with a shared secret.

Descriptive Name ExCoRADIUS

Type Radius

Hostname or IP Address 192.2.0.5

Shared Secret secretsecret

Services Offered Authentication and Accounting
Authentication Port 1812

Accounting Port 1813

Authentication Timeout 10

OpenLDAP Example
In this example, WiSecurity is setup to connect back to an OpenLDAP server for the
company.
Descriptive Name ExCoLDAP
Type LDAP
Hostname or IP Address Idap.example.com
Port 636
Transport SSL - Encrypted
Peer Certificate Authority ExCo CA
Protocol Version 3
Search Scope Entire Subtree , dc=WiSecurity,dc=org
Authentication Containers CN=pfsgroup;ou=people,dc=WiSecurity,dc=org
Bind Credentials Anonymous binds Checked
Initial Template OpenLDAP

User Naming Attribute cn
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Group Naming Attribute cn

Group Member Attribute memberUid
RFC2307 Groups Checked

Group Object Class posixGroup
UTF8 Encode Checked

Username Alterations Unchecked

Active Directory LDAP Example

In this example, WiSecurity is setup to connect to an Active Directory structure in order to
authenticate users for a VPN. The results are restricted to the VPNUsers group. Omit the
Extended Query to accept any user.

Descriptive Name ExCoADVPN

Type LDAP

Hostname or IP Address 192.0.2.230

Port 389

Transport TCP - Standard

Protocol Version 3

Search Scope Entire Subtree , DC=domain,DC=local
Authentication Containers CN=Users,DC=domain,DC=local
Extended Query memberOf=CN=VPNUsers,CN=Users,DC=example,DC=com
Bind Credentials Anonymous binds Unchecked

User DN CN=binduser,CN=Users,DC=domain,DC=local
Password secretsecret

Initial Template Microsoft AD

User Naming Attribute samAccountName

Group Naming Attribute cn

Group Member Attribute memberOf

This example uses plain TCP, but if the Certificate Authority for the AD structure is imported under the
Certificate Manager in WiSecurity, SSL may be used as well by selecting that option and choosing the
appropriate CA from the Peer Certificate Authority drop down, and setting the Hostname to the common
name of the server certificate.

6.4 Troubleshooting

Testing authentication servers is possible using the tool located at Diagnostics > Authentication.
From that page, testing a user is simple:

» Navigate to Diagnostics > Authentication
¢ Select an Authentication Server
* Enter a Username

¢ Enter a Password
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¢ Click the Test button.

The firewall will attempt to authenticate the given user against the specified server and will
return the result. It is usually best to try this at least once before attempting to use the server.

If the server returned a set of groups for the user, and the groups exist locally with the same
name, the groups are printed in the test results.

If an error is received when testing authentication, double check the credentials and the
server settings, then make any necessary adjustments and try again.

Active Directory LDAP Errors

The most common mistake with LDAP access to Active Directory is not specifying a proper bind user in
the correct format. If the username alone does not work, enter the full Distinguished Name (DN) for the
bind user, such as

CN=binduser,CN=Users,DC=domain,DC=local.

If the full DN of the user is unknown, it can be found by navigating to the user in ADSI Edit
found under Adminis-trative Tools on the Windows Server.

Another common mistake with group membership is not specifying Entire Subtree for the Search
Scope Level.

Active Directory Group Membership

Depending on how the Active Directory groups were made, the way they are specified may be
different for things like Authentication Containers and/or Extended Query. For example, a traditional
user group in AD is exposed differently to LDAP than a separate Organizational Unit. ADSI Edit
found under Administrative Tools on the Windows Server can be used to determine what the DN for
a given group will be.

Extended Query

The most common mistake with Extended Query is that the given directive fails to include both
the item to be searched as well as how, such as:

\ memberOf=CN=VPNUsers,CN=Users,DC=example,DC=com

Note that in the above example the DN of the group is given along with the restriction
(memberOf=)

Troubleshooting via Server Logs

Authentication failures are typically logged by the target server (FreeRADIUS, Windows Event
Viewer, etc), assuming the request is making it all the way to the authentication host. Check
the server logs for a detailed explanation why a request failed. The system log on WiSecurity
(Status > System Logs) may also contain some detail that hints at a resolution.

Troubleshooting via Packet Captures

Packet captures can be invaluable for diagnosing errors as well. If an unencrypted method
(RADIUS, LDAP without SSL) is in use, the actual password being used may not be visible but
enough of the protocol exchange can be seen to determine why a request is failing to complete.
This is especially true when a capture is loaded in Wireshark, which can interpret the responses,
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as seen in Figure Sample LDAP Failure Capture. For more information on packet captures, see
Packet Capturing.

0,230 TCP 31918 > Tdap [acKk] sSeg=1l Ack=1l win=565608
0,230 LDaP bindregquest{l) "administrator" simple

0. bindrespo !
0,230 TCP 31918 > Tdap [acKk] sSeq=31 Ack=111 win=5&4
0,230 LDaP unbindrequest {27

no2z2n T D 21018 - ddam et Akl Sam—28 A~k wel

Fig. 6.1: Sample LDAP Failure Capture

The User Manager in WiSecurity provides the ability to create and manage multiple user accounts. These
accounts can be used to access the GUI, use VPN services like WiVPN and IPsec, and use the Captive
Portal.

The User Manager can also be used to define external authentication sources such as RADIUS
and LDAP.

See also:

Customers with a WiSecurity Gold Subscription may access the Hangouts Archive to view the
February 2015 Hangout on User Management and Privileges, and the August 2015 Hangout on
RADIUS and LDAP.

6.5 Support Throughout WiSecurity

As of this writing, not all areas of WiSecurity hook back into the User Manager.

WiSecurity GUI Supports users in the User Manager, and via RADIUS or LDAP. Groups or Users
from RADIUS or LDAP require definitions in the local User Manager to manage their access
permissions.

WIiVPN Supports users in the User Manager, RADIUS or LDAP via User Manager.

IPsec Supports users in the User Manager, RADIUS or LDAP via User Manager
for Xauth, and RADIUS for IKEv2 with EAP-RADIUS.

Captive Portal Support local users in the User Manager, and RADIUS users via
settings in the Captive Portal page.

L2TP Supports users in the L2TP settings, and via RADIUS in the L2TP settings.

PPPOE Server Supports users in the PPPOE settings, and via RADIUS in the PPPoE
settings.
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CHAPTER 7

7. CERTIFICATE MANAGEMENT

7.1 Certificate Authority Management

Certificate Authorities (CAs) are managed from System > Cert Manager, on the CAs tab.
From this screen CAs may be added, edited, exported, or deleted.

Create a new Certificate Authority

To create a new CA, start the process as follows:
» Navigate to System > Cert Manager on the CAs tab.
 Click Add to create a new a CA.

» Enter a Descriptive name for the CA. This is used as a label for this CA throughout the
GUL.

» Select the Method that best suits how the CA will be generated. These options and further
instructions are in the corresponding sections below:

— Create an Internal Certificate Authority
— Import an Existing Certificate Authority

— Create an Intermediate Certificate Authority

Create an Internal Certificate Authority

The most common Method used from here is to Create an Internal Certificate Authority. This
will make a new root CA based on information entered on this page.

» Select the Key length to choose how “strong” the CA is in terms of encryption. The longer
the key, the more secure it is. However, longer keys can take more CPU time to process,
so it isn’'t always wise to use the maximum value. The default value of 2048 is a good
balance.

» Select a Digest Algorithm from the supplied list. The current best practice is to use an
algorithm stronger than SHA1 where possible. SHA256 is a good choice.

Note: Some older or less sophisticated equipment, such as VPN-enabled VolP
handsets may only support SHA1l for the Digest Algorithm. Consult device
documentation for specifics.

» Enter a value for Lifetime to specify the number of days for which the CA will be valid.
The duration depends on personal preferences and site policies. Changing the CA
frequently is more secure, but it is also a management headache as it would require
reissuing new certificates when the CA expires. By default the GUI suggests using 3650
days, which is approximately 10 years.

» Enter values for the Distinguished name section for personalized parameters in the CA.

These are typically filled in with an organization’s information, or in the case of an
individual, personal information. This infor-mation is mostly cosmetic, and used to verify
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the accuracy of the CA, and to distinguish one CA from another. Punctuation and special
characters must not be used.

— Select the Country Code from the list. This is the ISO-recognized country code, not
a hostname top-level domain.

— Enter the State or Province fully spelled out, not abbreviated.
— Enter the City.

— Enter the Organization name, typically the company name.
— Enter a valid Email Address.

— Enter the Common Name (CN). This field is the internal name that identifies the CA. Unlike a
certificate, the CN for a CA does not need to be the hostname, or anything specific. For
instance, it could be called
VPNCA or MyCA.

Note: Although it is technically valid, avoid using spaces in the CN.

¢ Click Save

If errors are reported, such as invalid characters or other input problems, they will be described
on the screen. Correct the errors, and attempt to Save again.

Import an Existing Certificate Authority

If an existing CA from an external source needs to be imported, it can be done by selecting the
Method of Import an Existing Certificate Authority. This can be useful in two ways: One, for CAs
made using another system, and two, for CAs made by others that must be trusted.

» Enter the Certificate data for the CA. To trust a CA from another source, only the
Certificate data for the CA is required. It is typically contained in a file ending with .crt
or .pem. It would be plain text, and enclosed in a block such as:

» Enter the Certificate Private Key if importing a custom external CA, or a CA that is capable
of generating its own certificates and certificate revocation lists. This is typically in a file
ending in .key. It would be plain text data enclosed in a block such as:

» Enter the Serial for next certificate if the private key was entered. This is essential. A CA will create
certificates each with a unique serial number in sequence. This value controls what the serial will
be for the next certificate generated from this CA. It is essential that each certificate have a unique
serial, or there will be problems later with certificate revocation. If the next serial is unknown, attempt
to estimate how many certificates have been made from the CA, and then set the number high
enough a collision would be unlikely.

¢ Click Save

If errors are reported, such as invalid characters or other input problems, they will be
described on the screen. Correct the errors, and attempt to Save again.

117




WL-6XXF Industrial Firewall User Manual

Importing a Chained or Nested Certificate Authority

If the CA has been signed by an intermediary and not directly by a root CA, it may be
necessary to import both the root and the intermediate CA together in one entry, such as:

Create an Intermediate Certificate Authority

An Intermediate CA will create a new CA that is capable of generating certificates, yet depends on
another CA higher above it. To create one, select Create an Intermediate Certificate Authority from
the Method drop-down.

Note: The higher-level CA must already exist on WiSecurity (Created or imported)

» Choose the higher-level CA to sign this CA using the Signing Certificate Authority drop-
down. Only CAs with private keys present will be shown, as this is required to properly
sign this new CA.

 Fill in the remaining parameters identical to those for Create an Internal Certificate
Authority.

Edit a Certificate Authority

After a CA has been added, it can be edited from the list of CAs found at System > Cert Manager on the
CAs tab.

]
To edit a CA, click the 4 icon at the end of its row. The screen presented allows editing the
fields as if the CA were being imported.

For information on the fields on this screen, see Import an Existing Certificate Authority. In most
cases the purpose of this screen would be to correct the Serial of the CA if needed, or to add
a key to an imported CA so it can be used to create and sign certificates and CRLs.

Export a Certificate Authority

From the list of CAs at System > Cert Manager on the CAs tab, the certificate and/or private
key for a CA can be exported. In most cases the private key for a CA would not be exported,
unless the CA is being moved to a new location or a backup is being made. When using the
CA for a VPN or most other purposes, only export the certificate for the CA.

Warning: If the private key for a CA gets into the wrong hands, the other party could
generate new certificates that would be considered valid against the CA.

To export the certificate for a CA, click the ¥ icon on the left. To export the private key for

the CA, click the @ icon on the right. Hover the mouse pointer over the icon and a tooltip will
display the action to be performed for easy confirmation. The files will download with the
descriptive name of the CA as the file name, with the extension .crt for the certificate, and .key
for the private key.
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Remove a Certificate Authority

To remove a CA, first it must be removed from active use.
* Check areas that can use a CA, such as WiVPN, IPsec, and packages.
* Remove entries utilizing the CA or select a different CA.
» Navigate to System > Cert Manager on the CAs tab.

Find the CA to delete in the list.

« Click ﬂl at the end of the row for the CA.

Click OK on the confirmation dialog.

If an error appears, follow the on-screen instructions to correct the problem and then try
again.

7.2 Certificate Management

Certificates are managed from System > Cert Manager, on the Certificates tab. From this
screen Certificates may be added, edited, exported, or deleted.

Create a new Certificate

To create a new certificate, start the process as follows:
* Navigate to System > Cert Manager on the Certificates tab.

Click Add to create a new certificate.

.

» Enter a Descriptive name for the certificate. This is used as a label for this certificate
throughout the GUI.

Select the Method that best suits how the certificate will be generated. These options and
further instructions are in the corresponding sections below:

— Import an Existing Certificate
— Create an Internal Certificate

— Create a Certificate Signing Request

Import an Existing Certificate

If an existing certificate from an external source needs to be imported, it can be done by
selecting the Method of Import an Existing Certificate. This can be useful for certificates that
have been made using another system or for certificates that have been provided by a third
party.
» Enter the Certificate data, this is required. It is typically contained in a file ending with .crt.
It would be plain text, and enclosed in a block such as:

» Enter the Private key data which is also required. This is typically in a file ending in .key.
It would be plain text data enclosed in a block such as:
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* Click Save to finish the import process.

If any errors are encountered, follow the on-screen instructions to resolve them. The most
common error is not pasting in the right portion of the certificate or private key. Make sure to
include the entire block, including the beginning header and ending footer around the encoded
data.

Create an Internal Certificate

The most common Method is Create an Internal Certificate. This will make a new certificate
using one of the existing Certificate Authorities.

+ Select the Certificate Authority by which this certificate will be signed. Only a CA that has
a private key present can be in this list, as the private key is required in order for the CA
to sign a certificate.

» Select the Key length to choose how “strong” the certificate is in terms of encryption. The
longer the key, the more secure it is. However, longer keys can take more CPU time to
process, so it isn’t always wise to use the maximum value. The default value of 2048 is a
good balance.

» Select a Digest Algorithm from the supplied list. The current best practice is to use an
algorithm stronger than SHA1 where possible. SHA256 is a good choice.

Note: Some older or less sophisticated equipment, such as VPN-enabled VolP
handsets may only support SHA1l for the Digest Algorithm. Consult device
documentation for specifics.

» Select a Certificate Type which matches the purpose of this certificate.

— Choose Server Certificate if the certificate will be used in a VPN server or HTTPS
server. This indicates inside the certificate that it may be used in a server role, and
no other.

Note: Server type certificates include Extended Key Usage attributes indicating
they may be used for Server Authentication as well as the OID 1.3.6.1.5.5.8.2.2
which is used by Microsoft to signifiy that a certificate may be used as an IKE
intermediate. These are required for Windows 7 and later to trust the server
certificate for use with certain types of VPNs. They also are marked with a
constraint indicating that they are not a CA, and have nsCertType set to “server”.

— Choose User Certificate if the certificate can be used in an end-user capacity, such as a VPN
client, but it cannot be used as a server. This prevents a user from using their own certificate
to impersonate a server.

Note: User type certificates include Extended Key Usage attributes indicating they
may be used for client authentication. They also are marked with a constraint
indicating that they are not a CA.

— Choose Certificate Authority to create an intermediate CA. A certificate generated in
this way will be subordinate to the chosen CA. It can create its own certificates, but
the root CA must also be included when it is used. This is also known as “chaining”.
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» Enter a value for Lifetime to specify the number of days for which the certificate will be
valid. The duration depends on personal preferences and site policies. Changing the
certificate frequently is more secure, but it is also a management headache as it requires
reissuing new certificates when they expire. By default the GUI suggests using 3650 days,
which is approximately 10 years.

* Enter values for the Distinguished name section for personalized parameters in the certificate. Most
of these fields will be pre-populated with data from the CA. These are typically filled in with an
organization’s infor-mation, or in the case of an individual, personal information. This information is
mostly cosmetic, and used to verify the accuracy of the certificate, and to distinguish one
certificate from another. Punctuation and special characters must not be used.

— Select the Country Code from the list. This is the ISO-recognized country code, not
a hostname top-level domain.

— Enter the State or Province fully spelled out, not abbreviated.
— Enter the City.

— Enter the Organization name, typically the company name.
— Enter a valid Email Address.

— Enter the Common Name (CN). This field is the internal name that identifies the
certificate. Unlike a CA, the CN for a certificate should be a username or hostname.
For instance, it could be called VPNCert, userQ1, or vpnrouter.example.com.

Note: Although it is technically valid, avoid using spaces in the CN.

+ Click + Add to add Alternative Names if they are required. Alternative Names allow the
certificate to specify multiple names that are all valid for the CN, such as two different hostnames,
an additional IP address, a URL, or an e-mail address. This field may be left blank if it is not required
or its purpose is unclear.

— Enter a Type for the Alternative Name. This must contain one of DNS (FQDN or
Hostname), IP (IP address), URI , or email .

— Enter a Value for the Alternative Name. This field must contain an appropriately
formatted value based on the Type entered.

— Click ﬂl Delete at the end of the row for an unneeded Alternative Name.
— Repeat this process for each additional Alternative Name.
* Click Save.

If errors are reported, such as invalid characters or other input problems, they will be described
on the screen. Correct the errors, and attempt to Save again.

Create a Certificate Signing Request

Choosing a Method of Certificate Signing Request creates a new request file that can be sent
into a third party CA to be signed. This would be used to obtain a certificate from a trusted root
certificate authority. Once this Method has been chosen, the remaining parameters for creating
this certificate are identical to those for Create an Internal Certificate.
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Export a Certificate

From the list of certificates at System > Cert Manager on the Certificates tab, a certificate and/or
its private key may be exported.

»

To export the certificate, click the icon.

To export
the CA certificate, certificate and the private key for the certificate together in a PKCS#12 file,

icon. To export the private key for the certificate, click the

click the ™ icon. To confirm the proper file is being exported, hover the mouse pointer over
the icon and a tooltip will display the action to be performed.

The files will download with the descriptive name of the certificate as the file name, and the
extension .crt for the certificate and .key for the private key, or .p12 for a PKCS#12 file.

Remove a Certificate

To remove a certificate, first it must be removed from active use.

» Check areas that can use a certificate, such as the WebGUI options, WiVPN, IPsec, and
packages.

* Remove entries using the certificate, or choose another certificate.

» Navigate to System > Cert Manager on the Certificates tab.

.

Locate the certificate to delete in the list

¢ Click ﬂl at the end of the row for the certificate.
* Click OK on the confirmation dialog.

If an error appears, follow the on-screen instructions to correct the problem and then try
again.

User Certificates

If a VPN is being used that requires user certificates, they may be created in one of several ways. The
exact method depends on where the authentication for the VPN is being performed and whether or not
the certificate already exists.

No Authentication or External Authentication

If there is no user authentication, or if the user authentication is being performed on an external
server (RADIUS, LDAP, etc) then make a user certificate like any other certificate described earlier.
Ensure that User Certificate is selected for the Certificate Type and set the Common Name to be
the user’s username.

Local Authentication / Create Certificate When Creating a User

If user authentication is being performed on WiSecurity, the user certificate can be made inside of the
User Manager.

* Navigate to System > User Manager
» Create a user. See User Management and Authentication for details.

* Fill in the Username and Password
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» Select Click to create a user certificate in the User Certificates section, which will display
a simple form for creating a user certificate.

— Enter a short Descriptive Name, which can be the username or something such as
Bob’s Remote Access VPN Cert.

— Choose the proper Certificate Authority for the VPN.
— Adjust the Key Length and Lifetime if desired.

* Finish any other required user details.

* Click Save

Local Authentication / Add a Certificate to an Existing User

To add a certificate to an existing user:
* Navigate to System > User Manager

. ]
¢ Click & to edit the user

e Click + Add under User Certificates.

» Choose options as needed available from the certificate creation process described in
Create a new Certificate, or select Choose an existing certificate and then select from the
Existing Certificates

For more information on adding and managing users, see User Management and
Authentication.

7.3 Certificate Revocation List Management

Certificate Revocation Lists (CRLs) are a part of the X.509 system that publish lists of certificates that
should no longer be trusted. These certificates may have been compromised or otherwise need to be
invalidated. An application using a CA, such as WiVPN may optionally use a CRL so it can verify
connecting client certificates. A CRL is generated and signed against a CA using its private key, so in
order to create or add certificates to a CRL in the GUI, the private key of the CA must be present. If the
CA is managed externally and the private key for the CA is not on the firewall, a CRL may still be generated
outside of the firewall and imported.

The traditional way to use a CRL is to only have one CRL per CA and only add invalid
certificates to that CRL. In WiSecurity, however, multiple CRLs may be created for a single CA.
In WiVPN, different CRLs may be chosen for separate VPN instances. This could be used, for
example, to prevent a specific certificate from connecting to one instance while allowing it to
connect to another. For IPsec, all CRLs are consulted and there is no selection as currently
exists with WiVPN.

Certificate Revocation Lists are managed from System > Cert Manager, on the Certificate
Revocation tab. From this screen CRL entries can be added, edited, exported, or deleted. The
list will show all Certificate Authorities and an option to add a CRL. The screen also indicates
whether the CRL is internal or external (imported), and it shows a count of how many certificates
have been revoked on each CRL.

Note: CRLs generated using WiSecurity 2.2.4-RELEASE and later properly include the
authorityKeyldentifier attribute to allow proper functionality with strongSwan for use
with IPsec.
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Create a new Certificate Revocation List

To create a new CRL:
» Navigate to System > Cert Manager, on the Certificate Revocation tab.

« Find the row with the CA that the CRL will be created for.

* Click +

« Choose Create an Internal Certificate Revocation List for the Method.

Add or Import CRL at the end of the row to create a new CRL.

» Enter a Descriptive Name for the CRL, which is used to identify this CRL in lists around
the GUI. It's usually best to include a reference to the name of the CA and/or the purpose
of the CRL.

» Select the proper CA from the Certificate Authority drop-down menu.

» Enter the number of days for which the CRL should be valid in the Lifetime box. The
default value is 9999 days, or almost 27 and a half years.

¢ Click Save

The browser will be return to the CRL list, and the new entry will be shown there.

Import an Existing Certificate Revocation List

To import a CRL from an external source:
» Navigate to System > Cert Manager, on the Certificate Revocation tab
* Find the row with the CA that the CRL will be imported for.

* Click +

» Choose Import an Existing Certificate Revocation List for the Method.

Add or Import CRL at the end of the row to create a new CRL.

» Enter a Descriptive Name for the CRL, which is used to identify this CRL in lists around
the GUI. It's usually best to include a reference to the name of the CA and/or the purpose
of the CRL.

» Select the proper CA from the Certificate Authority drop-down menu.

» Enter the CRL data. This is typically in a file ending in .crl. It would be plain text data
enclosed in a block such as:

* Click Save to finish the import process.

If an error appears, follow the on-screen instructions to correct the problem and then try again.
The most common error is not pasting in the right portion of the CRL data. Make sure to enter
the entire block, including the beginning header and ending footer around the encoded data.

Export a Certificate Revocation List

From the list of CRLs at System > Cert Manager on the Certificate Revocation tab, a CRL may also be
exported.
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4
To export the CRL, click the ™ icon. The file will download with the descriptive name of the
CRL as the file name, and the extension .crl.

Delete a Certificate Revocation List

» Check areas that can use a CRL, such as WiVPN.
* Remove entries using the CRL, or choose another CRL instead.
* Navigate to System > Cert Manager on the Certificate Revocation tab.

« Locate the CRL to delete in the list

Click the fl:[ icon at the end of the row for the CRL.

* Click OK on the confirmation dialog.

If an error appears, follow the on-screen instructions to correct the problem and then try
again.

Revoke a Certificate

A CRL isn’t very useful unless it contains revoked certificates. A certificate is revoked by
adding the certificate to a CRL:

* Navigate to System > Cert Manager on the Certificate Revocation tab.

« Locate the CRL to edit in the list

"
* Click the 4 icon at the end of the row for the CRL. A screen will be presented that lists
any currently revoked certificates, and a control to add new ones.

» Select the certificate from the Choose a Certificate to Revoke list.

» Select a Reason from the drop-down list to indicate why the certificate is being revoked.
This information doesn’t affect the validity of the certificate it is merely informational in
nature. This option may be left at the default value.

* Click Add and the certificate will be added to the CRL.
Certificates can be removed from the CRL using this screen as well:
» Navigate to System > Cert Manager on the Certificate Revocation tab.

* Locate the CRL to edit in the list

3
¢ Click the & icon at the end of the row for the CRL.

m

« Find the certificate in the list and click the icon to remove it from the CRL.
« Click OK on the confirmation dialog.

After adding or removing a certificate, the CRL will be re-written if it is currently in use by any
VPN instances so that the CRL changes will be immediately active.

Updating an Imported Certificate Revocation List

To update an imported CRL:
» Navigate to System > Cert Manager on the Certificate Revocation tab.

¢ Locate the CRL to edit in the list
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., ]
e Click the & icon at the end of the row for the CRL.

+ Erase the pasted content in the CRL Data box and replace it with the contents of the new
CRL

* Click Save.

After updating the imported CRL, it will be re-written if it is currently in use by any VPN instances
so that the CRL changes will be immediately active.

7.4 Basic Introduction to X.509 Public Key Infrastructure

One authentication option for VPNSs is to use X.509 keys. An in depth discussion of X.509 and Public Key
Infrastruc-ture (PKI) is outside the scope of this book, and is the topic of a nhumber of entire books for
those interested in details. This chapter provides the very basic understanding necessary for creating and
managing certificates in WiSecurity.

With PKI, first a Certificate Authority (CA) is created. This CA then signs all of the individual
certificates in the PKI. The certificate of the CA is used on VPN servers and clients to verify the
authenticity of server and client certificates used. The certificate for the CA can be used to verify
signing on certificates, but not to sign certificates. Signing certificates requires the private key for
the CA. The secrecy of the CA private key is what ensures the security of a PKI. Anyone with access
to the CA private key can generate certificates to be used on a PKI, hence it must be kept secure.
This key is never distributed to clients or servers.

Warning: Never copy more files to clients than are needed, as this may compromise the
security of the PKI.

A certificate is considered valid if it has been trusted by a given CA. In this case of VPNSs, this
means that a certificate made from a specific CA would be considered valid for any VPN using
that CA. For that reason the best practice is to create a unique CA for each VPN that has a
different level of security. For instance, if there are two mobile access VPNs with the same
security access, using the same CA for those VPNs is OK. However if one VPN is for users
and another VPN is for remote management, each with different restrictions, then a unique CA
for each VPN should be used.

Certificate Revocation Lists (CRLs) are lists of certificates that have been compromised or
otherwise need to be invalidated. Revoking a certificate will cause it to be considered untrusted
so long as the application using the CA also uses a CRL. CRLs are generated and signed
against a CA using its private key, so in order to create or add certificates to a CRL in the GUI
the private key for a CA must be present.
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CHAPTER 8

8. BACKUP AND RECOVERY

8.1 Making Backups in the WebGUI

Making a backup in the WebGUI is simple.
+ Navigate to Diagnostics > Backup & Restore
» Set the Backup Area to ALL (the default choice)
» Set any other desired options, such as Skip RRD and Encryption
* Click Download Configuration as XML (Figure WebGUI Backup).

Backup & Restore Config History

Backup Configuration

Backup area Al ZJ

Skip packages ] Do not backup package information.
Skip RRD data [ Do not backup RRD data (NOTE: RRD Data can consume 4+ megabytes of config.xml space!)

Encryption ] Encrypt this configuration file.

% Download configuration as XML

Fig. 8.1: WebGUI Backup

The web browser will then prompt to save the file somewhere on the PC being used to view
the WebGUI. It will be named config-<hostname>-<timestamp>.xml, but that may be changed
before saving the file.

8.2 Using the AutoConfigBackup Package

WiSecurity Gold Subscription users have access to the Automatic Configuration Backup
Service via the AutoConfig-Backup package. The most up to date information on
AutoConfigBackup can be found on the WiSecurity documentation page for the
AutoConfigBackup package.

Functionality and Benefits

When a firewall configuration change is made, it is automatically encrypted with the passphrase
entered in the package configuration and uploaded over HTTPS to the AutoConfigBackup
servers. Only encrypted configurations are retained on the AutoConfigBackup servers. This
gives instant, secure off-site backup of firewall configuration files with no user intervention once
the package is configured.
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WiSecurity Version Compatibility

The AutoConfigBackup package works with all supported versions of WiSecurity, and many older
versions as well.

Installation and Configuration

To install the package:
» Navigate to System > Package Manager, Available Packages tab
+ Locate AutoConfigBackup in the list
* Click Install at the end of the AutoConfigBackup entry
* Click Confirm to confirm the installation

The firewall will then download and install the package. Once installed, the package may be found in the
menu under

Diagnostics > AutoConfigBackup

Setting the hostname

Make sure to configure a unique hosthame and domain on System > General Setup. The configuration
entries in AutoConfigBackup are stored by FQDN (Fully Qualified Domain Name, i.e. hostname + domain),
so each firewall being backed up must have a unique FQDN, otherwise the system cannot differentiate
between multiple installations.

Configuring AutoConfigBackup

The package is configured under Diagnostics > AutoConfigBackup. On the Settings tab, fill in the
settings as follows:

Subscription Username The username for the WiSecurity Gold Subscription account

Subscription Password/Confirm The password for the WiSecurity Gold Subscription
account

Encryption Password/Confirm An arbitrary passphrase used to encrypt the
configuration before up-loading. This should be a long, complex password to
ensure the security of the configuration. The AutoConfigBackup servers only
hold encrypted copies, which are useless without this Encryption Password

Warning: It is important that the Encryption Password be remembered or stored
securely outside of the firewall. Without the Encryption Password, the configuration
file cannot be recovered and the Encryption Password is not stored on the server
outside of the configuration file.

Testing Backup Functionality
Make a change to force a configuration backup, such as editing and saving a firewall or NAT

rule, then click Apply Changes. Visit Diagnostics > AutoConfigBackup, Restore tab, which will
list available backups along with the page that made the change (where available).
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Manually Backing Up

Manual backups should be made before an upgrade or a series of significant changes, as it will store a
backup specifi-cally showing the reason, which then makes it easy to restore if necessary. Since each
configuration change triggers a new backup, when a series of changes is made it can be difficult to know
where the process started.

To force a manual backup of the configuration:

Navigate to Diagnostics > AutoConfigBackup
Click the Backup Now tab at the top

Enter a Backup Reason

Click Backup

Restoring a Configuration

To restore a configuration:

.

Navigate to Diagnostics > AutoConfigBackup
Click the Restore tab at the top

Locate the desired backup in the list

Click 2

to the right of the configuration row

The firewall will download the configuration specified from the AutoConfigBackup server,
decrypt it with the En-cryption Password, and restore it.

By default, the package will not initiate a reboot. Depending on the configuration items restored,
a reboot may not be necessary. For example, firewall and NAT rules are automatically reloaded
after restoring a configuration. After restoring, the user is prompted if they want to reboot. If the
restored configuration changes anything other than NAT and firewall rules, choose Yes and
allow the firewall to reboot.

Bare Metal Restoration

If the disk in the firewall fails, as of now the following procedure is required to recover on a new
installation.

Replace the failed disk
Install WiSecurity on the new disk

Configure LAN and WAN, and assign the hostname and domain exactly the same as previously
configured

Install the AutoConfigBackup package

Configure the AutoConfigBackup package as described above, using the same portal account and
the same Encryption Password used previously.

Visit the Restore tab
Choose the configuration to restore

When prompted to reboot after the restoration, do so

Once the firewall has been rebooted, it will be running with the configuration backed up
before the failure.
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Checking the AutoConfigBackup Status

The status of an AutoConfigBackup run cay be checked by reviewing the list of backups shown on the
Restore tab. This list is pulled from the AutoConfigBackup servers. If the backup is listed there, it was
successfully created.

If a backup fails, an alert is logged, and it will be visible as a notice in the WebGUI.

8.3 Alternate Remote Backup Techniques

The following techniques may also be used to perform backups remotely, but each method has
its own security issues which may rule out their use in many places. For starters, these
techniques do not encrypt the configuration, which may contain sensitive information. This can
result in the configuration being transmitted over an unencrypted, untrusted link. If one of these
techniques must be used, it is best to do so from a non-WAN link (LAN, DMZ, etc.) or across a
VPN. Access to the storage media holding the backup must also be controlled, if not encrypted.
The AutoConfig-Backup package, available with a WiSecurity Gold Subscription, is a much
easier and more secure means of automating remote backups.

Pull with wget

The configuration may be retrieved from a remote system by using wget , and this process can be scripted
with cron or by other means. Even when using HTTPS, this is not a truly secure transport mode since
certificate checking is disabled to accommodate self-signed certificates, enabling man-in-the-middle
attacks. When running backups with wget across untrusted networks, use HTTPS with a certificate that
can be verified by wget.

On WiSecurity 2.2.6 and later, the wget command must be split into multiple steps to handle
the login procedure and backup download while also accounting for CSRF verification.

For a firewall running HTTPS with a self-signed certificate, the command would be as follows:

» Fetch the login form and save the cookies and CSRF token:

$ wget -qO- --keep-session-cookies --save-cookies cookies.txt \
--no-check-certificate https://192.168.1.1/diag_backup.php \
| grep "name='__csrf_magic™ | sed 's/.*value="\(.*\)".*\1/' > csrf.txt

* Submit the login form along with the first CSRF
token and save the second CSRF token: $ wget -qO-

--keep-session-cookies --load-cookies cookies.txt \
--save-cookies cookies.txt --no-check-certificate \
--post-data "login=Login&usernamefld=admin&passwordfld=WiSecurity&__csrf_magic=$(cat
csrf.txt)" https://192.168.1.1/diag_backup.php | grep "name='__csrf_magic™ \
| sed 's/.*value="\(:*\)"*\1/' > csrf2.txt

» Now the script is logged in and can take action. Submit the download
form along with the second CSRF token to save a copy of config.xml:

$ wget --keep-session-cookies --load-cookies cookies.txt --no-check-certificate \ --post-
data "Submit=download&donotbackuprrd=yes&__csrf_magic=$(head -n 1 csrf2.txt)"
\ https://192.168.1.1/diag_backup.php -O config-hostname-'date
+%Y%m%d%H%M%S " . xml

Replace the username and password with the credentials for the firewall, and the IP address would be
whichever IP address is reachable from the system performing the backup, and using HTTP or HTTPS
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to match the firewall GUI. To backup the RRD files, omit the &donotbackuprrd=yes parameter from the
last command.

The system performing the backup will also need access to the WebGUI, so adjust the firewall rules
accordingly. Performing this over the WAN is not recommended. At a minimum, use HTTPS and
restrict access to the WebGUI to a trusted set of public IP addresses. It is preferable to do this locally
or over a VPN.

Push with SCP

The configuration file can also be pushed from the WiSecurity firewall to another UNIX system with
scp. Using scp to push a one-time backup by hand can be useful, but using it in an automated
fashion carries some risks. The command line for scp will vary depending on the system
configuration, but will be close to the following:

# scp /cf/conf/config.xml \ user@backuphost:backups/config-"hostname™-"date
+%Y%mM%d%H%M%S".xml

In order to push the configuration in an automated manner, generate an SSH key without a
passphrase. Due to the insecure nature of a key without a passphrase, generating such a key is left
as an exercise for the reader. This adds risk due to the fact that anyone with access to that file has
access to the designated account, though because the key is kept on the firewall where access is
restricted, it isn’t a considerable risk in most scenarios. If this is done, ensure the remote user is
isolated and has little to no privileges on the destination system.

A chrooted scp environment may be desirable in this case. The scponly shell is available for most UNIX
platforms which allows SCP file copies but denies interactive login capabilities. Some versions of
OpenSSH have chroot support built in for sftp (Secure FTP). These steps greatly limit the risk of
compromise with respect to the remote server, but still leave the backed up data at risk. Once access is
configured, a cron entry could be added to the WiSecurity system to invoke scp. For more details visit the
WiSecurity Documentation Wiki or search on the forums.

Basic SSH backup

Similar to the scp backup, there is another method that will work from one UNIX system to
another. This method does not invoke the SCP/SFTP layer, which in some cases may not
function properly if a system is already in a failing state:

$ ssh root@192.168.1.1 cat /cf/conf/config.xml > backup.xml

When executed, that command will yield a file called backup.xml in the current working directory
that contains the remote WiSecurity firewall configuration. Automating this method using cron is also
possible, but this method requires an SSH key without as passphrase on the host performing the
backup. This key will enable administrative access to the firewall, so it must be tightly controlled.
(See Secure Shell (SSH) for details.)

8.4 Restoring from Backups

Backups are not useful without a means to restore them, and by extension, test them.
WiSecurity offers several means for restoring configurations. Some are more involved than
others, but each will have the same end result: a running system identical to when the backup
was made.
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Restoring with the WebGUI

The easiest way for most users to restore a configuration is by using the WebGUI:
» Navigate to Diagnostics > Backup & Restore
* Locate the Restore configuration section (Figure WebGUI Restore).

+ Select the area to restore (typically ALL )

Click Browse

Locate the backup file on the local PC
* Click Restore Configuration

The configuration will be applied, and the firewall will reboot with the settings obtained from the
backup file.

Restore Backup

Open a pfSense configuration XML file and click the button below to restore the configuration.

Restore area All j
Configuration file | Browse... | Nofile selected.
Encryption Configuration file is encrypted.

The firewall will reboot after restoring the configuration.

Fig. 8.2: WebGUI Restore

While easy to work with, this method does have some prerequisites when dealing with a full restore to a
new system. First, it would need to be done after the new target system is fully installed and running.
Second, it requires an additional PC connected to a working network or crossover cable behind the
WiSecurity firewall being restored.

Restoring from the Config History

For minor problems, using one of the internal backups on the WiSecurity firewall is the easiest way to back out
a change. On full installations, the previous 30 configurations are stored in the Configuration History, along with
the current running configuration. On NanoBSD, 5 configurations are stored. Each row shows the date that the
configuration file was made, the configuration version, the user and IP address of a person making a change in
the GUI, the page that made the change, and in some cases, a brief description of the change that was made.
The action buttons to the right of each row will show a description of what they do when the mouse pointer is
hovered over the button.

To restore a configuration from the history:
» Navigate to Diagnostics > Backup & Restore
* Click the Config History tab (Figure Configuration History).

 Locate the desired backup in the list

* Click ) to restore that configuration file
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The configuration will be restored, but a reboot is not automatic where required. Minor changes
do not require a reboot, though reverting some major changes will.

If a change was only made in one specific section, such as firewall rules, trigger a refresh in
that area of the GUI to enable the changes. For firewall rules, a filter reload would be sufficient.
For WiVPN, editing and saving the VPN instance would be enough. The necessary actions to
take depend on what changed in the config, but the best way ensure that the full configuration
is active would be a reboot. If necessary, reboot the firewall with the new configuration by going
to Diagnostics > Reboot System and click Yes.

Backup & Restore Config History

Saved Configurations (+)

(i}

| Date Version Size Configuration Change Actions
3/14/1613:53:38  14.7 393KiB admin@198.51.100.108: /firewall_aliases_edit.php made unknown change Current configuration
3/14/16 13:53:28 14.7 393KiB admin@198.51.100.108: /vpn_ipsec_settings.php made unknown change PO EA i |
3/14/1613:53:20 14.7 393KiB admin@198.51.100.108: /vpn_openvpn_server.php made unknown change oL
3/14/1613:3456 147 393KiB  (system): Installed Service Watchdog package. oL

Fig. 8.3: Configuration History

Previously saved configurations may be deleted by clicking ] , but do not delete them by
hand to save space; the old configuration backups are automatically deleted when new ones
are created. It is desirable to remove a backup from a known-bad configuration change to
ensure that it is not accidentally restored.

A copy of the previous configuration may be downloaded by clicking ==

Config History Settings

The amount of backups stored in the configuration history may be changed if needed.
» Navigate to Diagnostics > Backup & Restore
Click the Config History tab

Click w

» Enter the new number of configurations to retain
* Click Save

at the right end of the Saved Configurations bar to expand the settings.

Along with the configuration count, the amount of space consumed by the current backups is also
displayed.

Config History Diff

The differences between any two configuration files may be viewed in the Config History tab.
To the left of the configuration file list there are two columns of radio buttons. Use the leftmost
column to select the older of the two configuration files, and then use the right column to select
the newer of the two files. Once both files have been selected, click Diff at either the top or
bottom of the column.
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Console Configuration History

The configuration history is also available from the console menu as option 15, Restore Recent
Configuration. The menu selection will list recent configuration files and allow them to be
restored. This is useful if a recent change has locked administrators out of the GUI or taken the
system off the network.

Restoring by Mounting the Disk

This method is popular with embedded users. When the CF or disk from the WiSecurity firewall
is attached to a computer running FreeBSD, the drive may be mounted and a new configuration
may be copied directly onto the installed system, or a config from a failed system may be copied
off.

Note: This can also be performed on a separate WiSecurity firewall in place of a computer
running FreeBSD, but do not use an active production firewall for this purpose. Instead, use
a spare or test firewall.

The config.xml file is kept in /cf/conf/ for both NanoBSD and full installs, but the difference is in
the location where this directory resides. For NanoBSD installs, this is on a separate slice, such
as ad0s3 if the drive is ad0. Thanks to GEOM (modular storage framework) labels on recent
versions of FreeBSD and in use on NanoBSD-based embedded filesystems, this slice may also
be accessed regardless of the device name by using the label /dev/ufs/cf. For full installs, it is
part of the root slice (typically adOsla). The drive names will vary depending on type and
position in the system.

NanoBSD Example

First, connect the CF to a USB card reader on a FreeBSD system or another inactive WiSecurity
system (see the note in the previous section). For most, it will show up as da0. Console
messages will also be printed reflecting the device name, and the newly available GEOM labels.

Now mount the config partition:

\ # mount -t ufs /def/ufs/cf /mnt

If for some reason the GEOM labels are not usable, use the device directly such as
/dev/da0Os3.

Now, copy a config onto the card:

# cp /usr/backups/WiSecurity/config-alix.example.com-20090606185703.xml \
/mnt/conf/config.xml

Then be sure to unmount the config partition:

\# umount /mnt

Unplug the card, reinsert it into the firewall, and turn it on again. The firewall will now be running
with the previous configuration.

To copy the configuration from the card, the process is the same but the arguments to the cp command
are reversed.
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8.5 Backup Files and Directories with the Backup Package

The Backup package allows any given set of files/folders on the system to be backed up and
restored. For most, this is not necessary, but it can be useful for backing up RRD data or for
packages that may have customized files that are not kept in config.xml.

To install the package:
» Navigate to System > Packages
+ Locate Backup in the list
* Click Install at the end of its entry

+ Click Confirm to begin the installation

Once installed, the package is available at Diagnostics > Backup Files/Dir. It is fairly simple to
use, as shown in the following example.

Backing up RRD Data

Using this Backup package it is quite easy to make a backup of RRD graph data outside of the
config.xml method.

See also:
Monitoring Graphs
+ Navigate to Diagnostics > Backup Files/Dir
 Click Add to add a new location to the backup set
» Enter RRD Files in the Name field
+ Enter /var/db/rrd in the Path field
» Set Enabled to True
» Enter RRD Graph Data Files in the Description
* Click Save

* Click the Backup button to download the backup archive, which contains the configured
files and directories for the backup set.

+ Save thefile in a safe location and consider keeping multiple copies if the data is important.

Restoring RRD Data

» Navigate to Diagnostics > Backup Files/Dir

* Click Browse

+ Locate and select the backup archive file downloaded previously
* Click Upload to restore the files

For this example, because the RRD files are only touched when updated once every 60
seconds, it is not necessary to reboot or restart any services once the files are restored.
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8.6 Caveats and Gotchas

While the configuration XML file kept by WiSecurity includes all of the settings, it does not
include any changes that may have been made to the system by hand, such as manual
modifications of source code. Additionally some packages require extra backup methods for
their data.

The configuration file may contain sensitive information such as VPN keys or certificates, and passwords
(other than the admin password) in plain text in some cases. Some passwords must be available in plain
text during run time, making secure hashing of those passwords impossible. Any obfuscation would be
trivial to reverse for anyone with access to the source code i.e. everyone. A conscious design decision
was made in mOnOwall, and continued in WiSecurity, to leave those passwords in clear to make it
exceedingly clear that the file contains sensitive content and must be protected as such. Hence backup
copies of these files must also be protected in some way. If they are stored on removable media, take
care with physical security of that media and/or encrypt the drive.

If the WebGUI must be used over the WAN without a VPN connection, at least use HTTPS.
Otherwise, a backup is transmitted in the clear, including any sensitive information inside that
backup file. We strongly recommend using a trusted network or encrypted connection.

Thanks to the XML-based configuration file used by WiSecurity, backups are a breeze. All of the settings
for the system are held in one single file (see WiSecurity XML Configuration File). In the vast majority of
cases, this one file can be used to restore a system to a fully working state identical to what was running
previously. There is no need to make an entire system backup, as the base system files are not modified
by a normal, running, system.

Note: In rare cases, packages may store files outside of config.xml, check the package
documentation for additional information and backup suggestions.

8.7 Backup Strategies

The best practice is to make a backup after each minor change, and both before and after each major change
or series of changes. Typically, an initial backup is taken in case the change being made has undesirable effects.
An after-the-fact backup is taken after evaluating the change and ensuring it had the intended outcome. Periodic
backups are also be helpful, regardless of changes, especially in cases where a manual backup may be missed
for one reason or another.

WiSecurity makes an internal backup upon each change, and we recommend downloading a
manual backup as well. The automatic backups made on each change are useful for reverting to
prior configurations after changes have proven detrimental, but are not good for disaster recovery
as they are on the system itself and not kept externally. As it is a fairly simple and painless process,
administrators should make a habit of downloading a backup now and then and keeping it in a safe
place. If a WiSecurity Gold Subscription is available, backups may be handled easily and
automatically using the AutoConfigBackup package.

If changes have been made to system files, such as custom patches or code alterations, those
changes must be backed up manually or with the backup package described in Backup Files and
Directories with the Backup Package, as they will not be backed up or restored by the built-in backup
system. This includes alterations to system files mentioned elsewhere in the book, such as
/boot/device.hints, /boot/loader.conf.local, and others.

Note: Custom patches should be handled using the System Patches package, which is
backed up with config.xml, rather than saving manually patched files.

In addition to making backups, backups must also be tested. Before placing a system into
production, backup the configuration, wipe the disk, and then attempt some of the different
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restoration techniques in this chapter. We also strongly recommend periodically testing
backups on a non-production machine or virtual machine. The only thing worse than a missing
backup is an unusable backup!

RRD graph data can optionally be held in the XML configuration file backup. This behavior is
disabled by default due to the resulting size of the backup file. There are also other ways to
ensure this data is backed up safely. See Backup Files and Directories with the Backup
Package later in this chapter.
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CHAPTER 9

9. FIREWALL

9.1 Firewalling Fundamentals

This section deals primarily with introductory firewall concepts and lays the ground work for
understanding how to configure firewall rules using WiSecurity.

Basic Terminology

Rule and ruleset are two terms used throughout this chapter:

Rule Refers to a single entry on the Firewall > Rules screen. A rule instructs the
firewall how to match or handle network traffic.

Ruleset Refers to a group of rules collectively. Either all firewall rules as a whole, or a set of
rules in a specific context such as the rules on an interface tab. The complete firewall
ruleset is the sum of all user configured and automatically added rules, which are
covered further throughout this chapter.

Rulesets on the Interface tabs are evaluated on a first match basis by WiSecurity. This means that
reading the ruleset for an interface from top to bottom, the first rule that matches will be the one
used by the firewall. Evaluation stops after reaching this match and then the firewall takes the action
specified by that rule. Always keep this in mind when creating new rules, especially when crafting
rules to restrict traffic. The most permissive rules should be toward the bottom of the list, so that
restrictions or exceptions can be made above them.

Note: The Floating tab is the lone exception to this rule processing logic. It is covered
in a later section of this chapter.

Stateful Filtering

WiSecurity is a stateful firewall, which means it remembers information about connections
flowing through the firewall so that reply traffic can be allowed automatically. This data is
retained in the State Table. The connection information in the state table includes the source,
destination, protocol, ports, and more: Enough to uniquely identify a specific connection.

Using this mechanism, traffic need only be permitted on the interface where it enters the firewall.
When a connection matches a pass rule the firewall creates an entry in the state table. Reply
traffic to connections is automatically allowed back through the firewall by matching it against
the state table rather than having to check it against rules in both directions. This includes any
related traffic using a different protocol, such as ICMP control messages that may be provided
in response to a TCP, UDP, or other connection.

See also:

See Firewall Advanced and State Type for more information about state options and types.
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State table size

The firewall state table has a maximum size to prevent memory exhaustion. Each state takes
approximately 1 KB of RAM. The default state table size in WiSecurity is calculated by taking about 10%
of the RAM available in the firewall by default. On a firewall with 1GB of RAM, the default state table size
can hold approximately 100,000 entries.

See also:
See Large State Tables for more information on state table sizing and RAM usage.

Each user connection typically consists of two states: One created as it enters the firewall, and one
as it leaves the firewall. Therefore, with a state table size of 1,000,000, the firewall can handle
approximately 500,000 user sessions actively traversing the firewall before any additional
connections will be dropped. This limit can be increased as needed so long as it does not exceed
the available amount of RAM in the firewall.

To increase the state table size:
» Navigate to System > Advanced on the Firewall & NAT tab

» Enter the desired number for Firewall Maximum States, or leave the box blank for the
default calculated value. See Figure Increased State Table Size to 2,000,000

¢ Click Save

Firewall Maximum States 2000000 S
Maximum number of connections to hold in the firewall state table
Note: Leave this blank for the default. On this system the default size is: 815000

Fig. 9.1: Increased State Table Size to 2,000,000

Historical state table usage is tracked by the firewall. To view the graph:

» Navigate to Status > Monitoring

* Click ,(. to expand the graph options

Set Category for the Left Axis to System

Set the Graph for the Left Axis to States

~a
Click ™ Update Graphs

Block vs. Reject

There are two ways to disallow traffic using firewall rules on WiSecurity: Block and reject.

A rule set to block will silently drop traffic. A blocked client will not receive any response and
thus will wait until its connection attempt times out. This is the behavior of the default deny rule
in WiSecurity.

A rule set to reject will respond back to the client for denied TCP and UDP traffic, letting the
sender know that the connection was refused. Rejected TCP traffic receives a TCP RST (reset)
in response, and rejected UDP traffic receives an ICMP unreachable message in response.
Though reject is a valid choice for any firewall rule, IP protocols other than TCP and UDP are
not capable of being rejected; These rules will silently drop other IP protocols because there is
no standard for rejecting other protocols.
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Deciding Between Block and Reject

There has been much debate amongst security professionals over the years as to the value of block
vs. reject. Some argue that using block makes more sense, claiming it “slows down” attackers
scanning the Internet. When a rule is set to reject, a response is sent back immediately that the port
is closed, while block silently drops the traffic, causing the attacker’s port scanner to wait for a
response. That argument does not hold water because every good port scanner can scan hundreds
or thousands of hosts simultaneously, and the scanner is not stalled waiting for a response from
closed ports. There is a minimal difference in resource consumption and scanning speed, but so
slight that it shouldn’t be a consideration.

If the firewall blocks all traffic from the Internet, there is a notable difference between block and
reject: Nobody knows the firewall is online. If even a single port is open, the value of that ability is
minimal because the attacker can easily determine that the host is online and will also know what
ports are open whether or not the blocked connections have been rejected by the firewall. While
there isn’t significant value in block over reject, we still recommend using block on WAN rules. There
is some value in not actively handing information to potential attackers, and it is also a bad practice
to automatically respond to an external request unnecessarily.

For rules on internal interfaces we recommend using reject in most situations. When a host tries to access
aresource that is not permitted by firewall rules, the application accessing it may hang until the connection
times out or the client program stops trying to access the service. With reject the connection is immediately
refused and the client avoids these hangs. This is usually nothing more than an annoyance, but we still
generally recommend using reject to avoid potential application problems induced by silently dropping
traffic inside a network.

9.2 Ingress Filtering

Ingress filtering refers to the concept of firewalling traffic entering a network from an external source
such as the Internet. In deployments with multi-WAN, the firewall has multiple ingress points. The
default ingress policy on WiSecurity is to block all traffic as there are no allow rules on WAN in the
default ruleset. Replies to traffic initiated from inside the local network are automatically allowed to
return through the firewall by the state table.

9.3 Egress Filtering

Egress filtering refers to the concept of firewalling traffic initiated inside the local network, destined
for a remote network such as the Internet. WiSecurity, like nearly all similar commercial and open
source solutions, comes with a LAN rule allowing everything from the LAN out to the Internet. This
isn’t the best way to operate, however. It has become the de facto default in most firewall solutions
because it is what most people expect. The common misperception is “Anything on the internal
network is ‘trustworthy’, so why bother filtering”?

Why employ egress filtering?

From our experience in working with countless firewalls from numerous vendors across many different
organizations, most small companies and home networks do not employ egress filtering. It can increase
the administrative burden as each new application or service may require opening additional ports or
protocols in the firewall. In some environments it is difficult because the administrators do not completely
know what is happening on the network, and they are hesitant to break things. In other environments it is
impossible for reasons of workplace politics. The best practice is for administrators to configure the firewall
to allow only the minimum required traffic to leave a network where possible. Tight egress filtering is
important for several reasons:
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Limit the Impact of a Compromised System

Egress filtering limits the impact of a compromised system. Malware commonly uses ports and
protocols that are not required on most business networks. Some bots rely on IRC connections
to phone home and receive instructions. Some will use more common ports such as TCP port
80 (normally HTTP) to evade egress filtering, but many do not. If access to TCP port 6667, the
usual IRC port, is not permitted by the firewall, bots that rely on IRC to function may be crippled
by the filtering.

Another example is a case we were involved in where the inside interface of a WiSecurity installation
was seeing 50-60 Mbps of traffic while the WAN had less than 1 Mbps of throughput. There were
no other interfaces on the firewall. Some investigation showed the cause as a compromised system
on the LAN running a bot participating in a distributed denial of service (DDoS) attack against a
Chinese gambling web site. The attack used UDP port 80, and in this network UDP port 80 was not
permitted by the egress ruleset so all the DDoS was accomplishing was stressing the inside interface
of the firewall with traffic that was being dropped. In this situation, the firewall was happily chugging
along with no performance degradation and the network’s administrator did not know it was
happening until it was discovered by accident.

The attack described in the above paragraph likely used UDP port 80 for two main reasons:

» UDP allows large packets to be sent by the client without completing a TCP handshake.
With stateful firewalls being the norm, large TCP packets will not pass until the handshake
is successfully completed, and this limits the effectiveness of the DDoS.

* Those who do employ egress filtering are commonly too permissive, allowing TCP and
UDP where only TCP is required, as in the case of HTTP.

These types of attacks are commonly launched from compromised web servers. With a wide open
egress ruleset, the traffic will go out to the Internet, and has the potential to overflow the state table
on the firewall, cost money in bandwidth usage, and/or degrade performance for everything on the
Internet connection.

Outbound SMTP is another example. Only allow SMTP (TCP port 25) to leave any network from a
mail server. Or if a mail server is externally hosted, only allow internal systems to talk to that specific
outside system on TCP port 25. This prevents every other system in the local network from being
used as a spam bot, since their SMTP traffic will be dropped. Many mail providers have moved to
using only authentication submission from clients using TCP port 587, so clients should not need
access to port 25. This has the obvious benefit of limiting spam, and also prevents the network from
being added to numerous black lists across the Internet that will prevent that site from sending
legitimate e-mail to many mail servers. This may also prevent the ISP for that site from shutting off
its Internet connection due to abuse.

The ideal solution is to prevent these types of things from happening in the first place, but
egress filtering provides another layer that can help limit the impact if other measures fail.

Prevent a Compromise

Egress filtering can prevent a compromise in some circumstances. Some exploits and worms require
outbound access to succeed. An older but good example of this is the Code Red worm from 2001.
The exploit caused affected systems to pull an executable file via TFTP (Trivial File Transfer Protocol)
and then execute it. A web server almost certainly does not need to use the TFTP protocol, and
blocking TFTP via egress filtering prevented infection with Code Red even on unpatched servers.
This is largely only useful for stopping completely automated attacks and worms as a real human
attacker will find any holes that exist in egress filtering and use them to their advantage. Again, the
correct solution to prevent such a compromise is to fix the network vulnerabilities used as an attack
vector, however egress filtering can help.
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Limit Unauthorized Application Usage

Many applications such as VPN clients, peer-to-peer software, instant messengers, and more rely
on atypical ports or protocols to function. While a growing number of peer-to-peer and instant
messenger applications will port hop until finding a port which is allowed out of the local network,
many will be prevented from functioning by a restrictive egress ruleset, and this is an effective means
of limiting many types of VPN connectivity.

Prevent IP Spoofing

This is a commonly cited reason for employing egress filtering, but WiSecurity automatically
blocks spoofed traffic via pf's antispoof functionality, so it isn’'t applicable here. Preventing IP
Spoofing means that malicious clients cannot send traffic with obviously falsified source
addresses.

Prevent Information Leaks

Certain protocols should never be allowed to leave a local network. Specific examples of such
protocols vary from one environment to another, but a few common examples are:

* Microsoft RPC (Remote Procedure Call) on TCP port 135
* NetBIOS on TCP and UDP ports 137 through 139

* SMBJ/CIFS (Server Message Block/Common Internet File System) on TCP and UDP port
445,

Stopping these protocols can prevent information about the internal network from leaking onto the
Internet, and will prevent local systems from initiating authentication attempts with Internet hosts.
These protocols also fall under Limit the Impact of a Compromised System as discussed previously
since many worms have relied upon these protocols to function. Other protocols that may be relevant
are syslog, SNMP, and SNMP traps. Restricting this traffic will prevent misconfigured network
devices from sending logging and other potentially sensitive information out to the Internet. Rather
than worry about what protocols can leak information out of a local network and need to be blocked,
the best practice is to only allow the traffic that is required.

Approaches for implementing egress filtering

On a network that has historically not employed egress filtering, it can be difficult to know what traffic is
absolutely necessary. This section describes some approaches for identifying traffic and implementing
egress filtering.

Allow what is known, block the rest, and work through the fallout

One approach is to add firewall rules for known required traffic to be permitted. Start with
making a list of things known to be required such as in Table Egress Traffic Required.

Table 9.1: Egress Traffic Required

Description Source Destination | Destination port

HTTP and HTTPS from all hosts LAN Network | Any TCP 80 and 443
SMTP from mail server Mail Server Any TCP 25

DNS queries from internal DNS servers | DNS Servers | Any TCP and UDP 53

After making the list, configure firewall rules to pass only that traffic and let everything else hit the
default deny rule.
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Log Traffic and Analyze Logs

Another alternative is to enable logging on all pass rules and send the logs to a syslog server.
The logs can be analyzed by the syslog server to see what traffic is leaving the network.
WiSecurity uses a custom log format, so the logs typically need be parsed by a custom script
unless the server has some knowledge of the WiSecurity filter log format. Analysis of the logs
will help build the required ruleset with less fallout as it will yield a better idea of what traffic is
necessary on the local network.

9.4 Introduction to the Firewall Rules screen

This section provides an introduction and overview of the Firewall Rules screen located at Firewall >
Rules. This page lists the WAN ruleset to start with, which by default has no entries other than those for
Block private networks and Block bogon networks if those options are active on the WAN interface, as
shown in Figure Default WAN Rules.

Tip: Click ﬁ the to the right of the Block private networks or Block bogon networks rules to
reach the WAN interface configuration page where these options can be enabled or disabled. (See
Block Private Networks and Block Bogon Networks for more details.)

Floating WAN LAN

Rules (Drag to Change Order)

States  Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
X 0/0B = RFC 1918 networks b b * b = Block private networks &
X 0/0B & Reserved i X & i i Block bogon networks f o]

Not assigned by IANA

No rules are currently defined for this interface

Allincoming connecti vill be blocked until pass rules are added. Click the button to add a new rule

Fig. 9.2: Default WAN Rules

Click the LAN tab to view the LAN rules. By default, the only entries are the Default allow LAN to any rules
for IPv4 and IPv6 as seen in Figure Default LAN Rules, and the Anti-Lockout Rule if it is active. The anti-
lockout rule is designed to prevent administrators from accidentally locking themselves out of

the GUI. Click & next to the anti-lockout rule to reach the page where this rule can be
disabled.

See also:

For more information on how the Anti-Lockout Rule works and how to disable the rule, see Anti-lockout
Rule and Anti-lockout.

To display rules for other interfaces, click their respective tabs. OPT interfaces will appear with their
descriptive names, so if the OPTL1 interface was renamed DMZ, then the tab for its rules will also
say DMZ.

v

To the left of each rule is an indicator icon showing the action of the rule: pass ( ), block ( X ), or reject
O =

( ). If logging is enabled for the rule, is shown in the same area. If the rule has any advanced options

enabled, an ﬂl icon is also displayed. Hovering the mouse cursor over any of these icons will display text

explaining their meaning. The same icons are shown for disabled rules, except the icon and the rule are a
lighter shade of their original color.
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Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
v 0/0B * * * LAN Address 443 * * Anti-Lockout Rule o
80
1 « 0/0B [Pv4* LANnet * * * * none Default allow LAN to any rule tsCom
v 0/0B IPv6* LANnet * * * * none Default allow LAN IPv6 to any rule 1000

Fig. 12.3: Default LAN Rules

Adding a firewall rule

1

To add a rule to the top of the list, click Add.

To add a rule to the bottom of the list, click 1 Add.

To make a new rule that is similar to an existing rule, click @ to the right of the existing rule.
The edit screen will appear with the existing rule’s settings pre-filled, ready to be adjusted.
When duplicating an existing rule, the new rule will be added directly below the original rule.
For more information about how to configure the new rule, see Configuring firewall rules.

Editing Firewall Rules

"]
To edit a firewall rule, click & to the right of the rule, or double click anywhere on the line.

The edit page for that rule will load, and from there adjustments are possible. See Configuring
firewall rules for more information on the options available when editing a rule.

Moving Firewall Rules

Rules may be reordered in two different ways: Drag-and-drop, and using select-and-click.
To move rules using the drag-and-drop method:

* Move the mouse over the firewall rule to move, the cursor will change to indicate movement
is possible.

Click and hold the mouse button down

» Drag the mouse to the desired location for the rule

Release the mouse button

Click

Save to store the new rule order

Warning: Attempting to navigate away from the page after moving a rule, but before
saving the rule, will result in the browser presenting an error confirming whether or
not to exit the page. If the browser navigates away from the page without saving, the
rule will still be in its original location.

To move rules in the list in groups or by selecting them first, use the select-and-click method:

» Check the box next to the left of the rules which need to be moved, or single click the rule.
When the rule is selected, it will change color.
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* Click "i"

on the row below where the rule should be moved.

3.

Tip: Hold Shift before clicking the mouse on to move the rule below the selected rule

instead of above.

When moving rules using the select-and-click method, the new order is stored automatically.
Deleting Firewall Rules

To delete a single rule, click ] to the right of the rule. The firewall will present a confirmation
prompt before deleting the rule.

To delete multiple rules, check the box at the start of the rows that should be removed, then click

the m Delete button at the bottom of the list. Rules may also be selected by single clicking
anywhere on their line.

Disabling and Enabling Firewall Rules

@

To disable a rule, click at the end of its row. The appearance of the rule will change to a

1

lighter shade to indicate that it is disabled and the 1 icon changes to

1

To enable a rule which was previously disabled, click at the end of its row. The appearance

@ .

of the rule will return to normal and the enable/disable icon will return to the original

A rule may also be disabled or enabled by editing the rule and toggling the Disabled
checkbox.

Rule Separators

Firewall Rule Separators are colored bars in the ruleset that contain a small bit of text, but do not
take any action on traffic. They are useful for visually separating or adding notes to special parts of
the ruleset. Figure Firewall Rule Separators Example shows how they can be utilize to group and
document the ruleset.

To create a new Rule Separator:

» Open the firewall rule tab where the Rule Separator will reside
Click +

+ Enter description text for the Rule Separator

Separator

Choose the color for the Rule Separator by clicking the icon of the desired color

Click and drag the Rule Separator to its new location

Click

Save inside the Rule Separator to store its contents

Floating LocalNetworks WAN LAN DMZ WAN2 L2TP VPN IPsec OpenVPN
—
Rules (Drag to Change Order)
States Protocol Source Port Destination  Port G y Queue Schedule Description Actions
Remote Administration i

« 6/803KiB IPv4TCP RemoteAdmin * This Firewall ~ admin ports o none Allow firewall admin 1o 0)0Mm
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Fig. 9.4: Firewall Rule Separators Example

* Click Save at the
bottom of the rule list To move a
Rule Separator:
» Open the firewall rule tab containing the Rule Separator

+ Click and drag the Rule Separator to its new location

e Click Save at the bottom of the rule list
To delete a Rule Separator:

» Open the firewall rule tab containing the Rule Separator

* Click L]
* Click

Rule Separators cannot be edited. If a change in text or color is required, create a new Rule
Separator and delete the existing entry.

inside the Rule Separator on the right side

Save at the bottom of the rule list

Tracking Firewall Rule Changes

When a rule is created or updated the firewall records the user’s login name, IP address, and
a timestamp on the rule to track who added and/or last changed the rule in question. If the
firewall automatically created the rule, that is also noted. This is done for firewall rules as well
as port forwards and outbound NAT rules. An example of a rule update tracking block is shown
in Figure Firewall Rule Time Stamps, which is visible when editing a firewall rule at the very
bottom of the rule editing screen.

Rule Information

Created  7/13/16 12:42:40 by jimp@203.0.113.103
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Fig. 9.5: Firewall Rule Time Stamps

9.5 Aliases

Aliases define a group ports, hosts, or networks. Aliases can be referenced by firewall rules,
port forwards, outbound NAT rules, and other places in the firewall GUI. Using aliases results
in significantly shorter, self-documenting, and more manageable rulesets.

Note: Do not confuse Aliases in this context with interface IP aliases, which are a means
of adding additional IP addresses to a network interface.

Alias Basics

Aliases are located at Firewall > Aliases. The page is divided into separate tabs for each type
of alias: IP, Ports, URLSs, and the All tab which shows every alias in one large list. When creating
an alias, add it to any tab and it will be sorted to the correct location based on the type chosen.

The following types of aliases can be created:
Host Aliases containing single IP addresses or hostnames

Network Aliases containing CIDR-masked lists of networks, hostnames, IP
address ranges, or single IP addresses

Port These aliases contain lists of port numbers or ranges of ports for TCP or UDP.

URL The alias is built from the file at the specified URL but is read only a single
time, and then becomes a normal network or port type alias.

URL Table The alias is built from the file at the specified URL but is updated by
fetching the list from the URL periodically.

Each alias type is described in more detail throughout this section.

Nesting Aliases

Most aliases can be nested inside of other aliases so long as they are the same type. For example, one
alias can nest an alias containing web servers, an alias containing mail servers, and a servers alias that
contains both the web and mail server aliases all together in one larger Servers alias. URL Table aliases
cannot be nested.

Using Hostnames in Aliases

Hostnames can also be used in aliases. Any hostname can be entered into a host or network alias and it
will be periodically resolved and updated by the firewall. If a hostname returns multiple IP addresses, all
of the returned IP addresses are added to the alias. This is useful for tracking dynamic DNS
entries to allow specific users into services from dynamic IP addresses.
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Note: This feature is not useful for allowing or disallowing users to large public web sites. Large
and busy sites tend to have constantly rotating or random responses to DNS queries so the
contents of the alias do not necessarily match up with the response a user will receive when they
attempt to the resolve the same site name. It can work for smaller sites that have only a few servers
and do not include incomplete sets of addresses in their DNS responses.

Mixing IPv4 and IPv6 Addresses in Aliases

IPv4 and IPv6 addresses can be mixed inside an alias. The firewall will use the appropriate
type of addresses when the alias is referenced in a specific rule.

Alias Sizing Concerns

The total size of all tables must fit in roughly half the amount of Firewall Maximum Table Entries,
which defaults to 200,000. If the maximum number of table entries is not large enough to
contain all of the entries, the rules may fail to load. See Firewall Maximum Table Entries for
information on changing that value. The aliases must fit in twice in the total area because of
the way aliases are loaded and reloaded; The new list is loaded alongside the old list and then
the old one is removed.

This value can be increased as much required, provided that the firewall contains sufficient RAM to hold the
entries. The RAM usage is similar to, but less than, the state table but it is still safe to assume 1K per entry to
be conservative.

Configuring Aliases

To add an alias:

* Navigate to Firewall > Aliases

* Click + Add

» Enter a Name for the alias. The nhame may only consist of the characters a-z, A-Z, 0-9
and _.

» Enter a Description for the alias itself
» Select the Type for the alias. The various types are discussed throughout this section.

» Enter the type-specific information as needed. Each type has an data field and a description field for each
entry.

+ Add at the bottom of the list of entries.

m

When the alias is complete, click Save to store the alias contents.

To add new members to an alias, click

To remove members from an alias, click Delete at the end of the row to remove.

Each manually entered alias is limited to 5,000 members, but some browsers have trouble
displaying or using the page with more than around 3,000 entries. For large numbers of entries,
use a URL Table type alias which is capable of handling larger lists.

Host Aliases
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Host type aliases contain groups of IP addresses. Figure Example Hosts Alias shows an
example of a host type alias used to contain a list of public web servers.

Properties

Name WebServers

The name of the alias may only consist of the characters "a-z, A-Z, 0-9 and _"

Description Public Web Servers

A description may be entered here for administrative reference (not parsed)
Type Host(s) |

Host(s)

Hint Enter as many hosts as desired. Hosts must be specified by their IP address or fully qualified domain name (FQDN). FQDN hostnames are periodically
reresolved and updated. If multiple IPs are returned by a DNS query, all are used. An IP range such as 192.168.1.1-192.168.1.10 or a small subnet such
as 192.168.1.16/28 may also be entered and a list of individual IP addresses will be generated.

IP or FQDN 10.3.1.10 wwwl
10.3.1.1 www2
10.3.1.12 www3
10.3.1.13 wwwi

Fig. 9.6: Example Hosts Alias

Other host type aliases can be nested inside this entry. Hostnames may also be used as entries, as explained
previously.

Network Aliases

Network type aliases contain groups of networks or IP address ranges. Single hosts can also be
included in network aliases by selecting a /32 network mask for IPv4 addresses or a /128 prefix
length for IPv6 addresses. Figure Example Network Alias shows an example of a network alias that
is used later in this chapter.

Properties

Name RemoteAdmin

The name of the alias may only consist of the characters "a-z, A-Z, 0-9 and _’

Description Hosts allowed to remotely administrate the firewall

A description may be entered here for administrative reference (not parsed)

Type Network(s) j

Network(s)

Hint Networks are specified in CIDR format. Select the CIDR mask that pertains to each entry. /32 specifies a single IPv4 host, /128 specifies a single IPv6
host, /24 specifies 255.255.255.0, /64 specifies a normal IPv6 network, etc. Hostnames (FQDNs) may also be specified, using a /32 mask for IPv4 or
/128 for IPv6. An IP range such as 192.168.1.1-192.168.1.254 may also be entered and a list of CIDR networks will be derived to fill the range.

Network or FQDN 192.168.0.0 /]| 16 j Private management net

198.51.100.0 / | 24 j Data Center

Fig. 9.7: Example Networ